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Suprema Warranty Policy

Suprema warrants to buyer, subject to the limitations set forth below, that
each product shall operate in substantial accordance with the published
specifications for such product for a period of one (1) year from the date of
shipment of the products (“Warranty Period”). If buyer notifies Suprema in
writing within the Warranty Period of any defects covered by this warranty,
Suprema shall, at its option, repair or replace the defective product which is
retumed to Suprema within Warranty Period, freight and insurance prepaid
by buyer. Such repair or replacement shall be Suprema’s exclusive remedy
for breach of warranty with respect to the Product. This limited warranty
shall not extend to any product which has been: (i) subject to unusual
physical or electrical stress, misuse, neglect, accident or abuse, or
damaged by any other external causes; (i) improperly repaired, altered or
modified in any way unless such modification is approved in writing by the
Supplier; (iii) improperly installed or used in violation of instructions
furnished by Suprema.

Suprema shall be notified in writing of defects in the RMA report supplied by
Suprema not later than thirty days after such defects have appeared and at
the latest one year after the date of shipment of the Products. The report
should give full details of each defected product, model number, invoice
number and serial number. No product without RMA (Return Material
Authorization) number issued by Suprema may be accepted and all
defects must be reproducible for warranty service.

Except as expressly provided herein, the products are provided “as is”
without warranty of any kind, either express or implied, including, but not
limited to, warranties or merchantability, fitness for a particular purpose.
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Disclaimers

The information in this document is provided in connection with Suprema
products. No license, express or implied, by estoppels or otherwise, to any
intellectual property rights is granted by this document. Except as provided
in Suprema’s Terms and Conditions of Sale for such products,

Suprema assumes no liability whatsoever, and Suprema disclaims any
express or implied warranty, relating to sale and/or use of Suprema
products including liability or warranties relating to fitness for a particular
purpose, merchantability, or infringement of any patent, copyright or other
intellectual property right.

Suprema products are not intended for use in medical, life saving, life
sustaining applications, or other applications in which the failure of the
Suprema product could create a situation where personal injury or death
may occur. Should Buyer purchase or use Suprema products for any such
unintended or unauthorized application, Buyer shall indemnify and hold
Suprema and its officers, employees, subsidiaries, affiliates, and distributors
harmless against all claims, costs, damages, and expenses, and
reasonable attorney fees arising out of, directly or indirectly, any claim of
personal injury or death associated with such unintended or unauthorized
use, even if such claim alleges that Suprema was negligent regarding the
design or manufacture of the part.

Suprema reserves the right to make changes to specifications and product
descriptions at any time without notice to improve reliability, function, or
design. Designers must not rely on the absence or characteristics of any
features or instructions marked "reserved" or "undefined." Suprema
reserves these for future definition and shall have no responsibility
whatsoever for conflicts or incompatibilities arising from future changes to
them.

Please contact Suprema, local Suprema sales representatives or local
distributors to obtain the latest specifications and before placing your
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product order.

Note: Third-party brands and names are the property of their respective
owners.

About BioEntry and BioStation

BioEntry and BioStation are biometric access control and time attendance
device with algorithms awarded grand prix at finger scan contest
(FVC2004) and standard Wiegand interface. BioEntry and BioStation can
replace an existing system or be added to an existing access control and
time attendance system with ease.

BioEntry Smart is a fingerprint smart card device that seamlessly integrates
fingerprint and smart card device into one device. BioEntry™ Smart is
designed to replace existing access devices like proximity or magnetic
devices without additional wiring. Fingerprint template is stored in each
user’s smart card and there is no need to store fingerprint data in a device
itself. This eliminates the burden of template management and networking
devices.

BioEntry Pass is a fingerprint access device equipped with fast one to
many fingerprint identification engines. Enrolled with more than hundreds of
users, identification can be done in less than one second.

BioStation is the access control and time attendance finger terminal of
distinguished performance. Multifunctional fingerprint terminal for access
control and time and attendance, BioStation provides various information
real time adopting 2.5 inch color LCD and high-quality sound. Also, using
wireless LAN or USB memory, you can configure network and transfer data
without complicated wiring.

BioEntry and BioStation supports various fingerprint sensors, i.e. Optical,
semiconductor type (capacitive type) or scan type (swipe thermal type),
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enabling a user to utilize an optimum fingerprint sensor fit for the application
system.

About Suprema Inc

Suprema is a leading biometric company offering core fingerprint
technologies in various applications. Suprema'’s fingerprint products include
access control systems, time attendance system, low cost standalone
OEM modules, USB fingerprint scanners and fingerprint algorithm SDK.
Suprema’s fingerprint recognition algorithm was proved to be the world top
level by ranking first in the 3rd interational Fingerprint Verification
Competition (FVC2004) with the lowest error rate in light category.
Suprema’s fingerprint products have been sold to more than 80 different
countries and are being used in various applications.

For more information on Suprema’s technologies and products, please visit
Suprema’s website (http://www.supremainc.com) or contact by e-mail
(sales@supremainc.com).

About This Manual

This is an introduction to operation of BioEntry and BioStation. This manual
describes how to manage templates, properly adjust relevant parameters,
enroll or delete templates, etc. The purpose of this manual is to provide
instructions to using BioEntry and BioStation and troubleshooting tips.
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1.1.

1.2.

1.21.

1.2.2.

Getting Started

Outline

This manual illustrates how to use BioAdmin software. BioAdmin is a PC Windows
software for the control and management of Suprema’s BioEntry, BioStation and
BEACon products. BioAdmin includes various functions needed for a host station
for applications of access control and time & attendance using these devices.

For proper hardware connection, please refer to BioEntry Installation manual and
BioStation Installation manual.

There are two approaches in managing BioEntry and BioStation. :

® Using BioAdmin program which is the management software running on
Windows based PC platforms. This manual is mainly focused on operating
BioEntry and BioStation using BioAdmin software.

® Integrating the management functionality into customer’s application software
using SDK which contains versatile API's to control BioEntry and BioStation. For
further information, please refer to SFM SDK Reference Manual, BioStation
SDK manual, and UniFinger Engine SDK Reference Manual.

Fundamentals

This chapter provides introductive information on BioEntry, BioStation, and
BioAdmin including basic concepts, operation flow, and overview of the software.

Finger scan device

Fingerprint access device is a device to authenticate the identity of each person
using fingerprints. It can be easily integrated into access control system by
connecting with access control panel through industry standard interface such as
Wiegand interface. Since fingerprints contain biometric features which are unique
for each person, fingerprint access device can be substituted for existing access
devices, such as barcode, magnetic card, keypad, or RF card devices, with high
security and efficiency.

Finger scan smart card device

Fingerprint smart card device is an advanced model of fingerprint access device
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which improves security of the system by integrating smart card technology.
Fingerprint data for each person is stored on user’s smart card and the device
authenticates the user by comparing the stored fingerprint data in the smart card
with the input fingerprint data.

1.2.3. Template

A template is the binary data representing the features of each fingerprint. The
fingerprint image acquired from a fingerprint sensor is converted to a template,
which is stored on the memory of the fingerprint access device or on user’s smart
card. In authenticating a user, a new template is also generated and compared
with the stored templates.

1.24. Enroliment

Enrollment is the process to store the fingerprint template with user information.
Through enrolliment process, new users are entered into the system.

1.2.5. Verification

Verification is the process of authenticating an input fingerprint with the fingerprint of
the specified user. On BioEntry Smart, a user places smart card containing
personal fingerprint template and user information. Then, the device carries out
verification process by scanning an input fingerprint. On BioEntry Pass, verification
process can be implemented by connecting external Wiegand device, such as RF
card device, which provides the current user ID.

1.2.6. Identification

Identification is the process of searching a matched fingerprint among the stored
fingerprints on the device. BioEntry Pass and BioStation basically operate in
identification mode, which requires no additional input except the placement of a
finger.

1.2.7. User database

User database includes user ID, user name, fingerprint templates, and so on.
BioAdmin software is based on the central management of user database. That is,
the user database is created, updated, and stored on the host PC. Then, it is
selectively distributed to the BioEntry and BioStation connected on the network
using transfer menu.
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1.2.38.

1.2.9.

1.3.

1.3.1.

1.3.2.

Transfer

Transfer to Device is used to transfer the user database of the host PC to BioEntry

and BioStation. The user information such as User ID, templates, access group,

and security level is transferred by this process.

Detailed operations are as follows.

® Enroll new users on BioEntry and BioStation

® Replace inconsistent templates on BioEntry and BioStation

® Delete templates of unknown users or de-selected users on BioEntry and
BioStation

Transfer from Device is used to upload the user formation from BioEntry and

BioStation to the database of host PC. The user information such as User ID,

Template Number, Number of Access Group, and Security Level can be uploaded

by this process.

Site key for smartcard

Site key is a password for smart card to ensure that an authorized card should be
used for a specific installation. 48 bit key is used in BioEntry Smart allowing 0 to
281374976710655 (OxFFFFFFFFFFFF). For proper operation, the same key
should be configured on BioEntry Smart and user’s smart card.

How to place a finger

Select a finger to enroll

(1) Itis recommended to use an index finger or a middle finger.
(2) Thumb, ring or little finger is relatively more difficult to place in a correct position.

How to place a finger on a sensor

(1) Place afinger as it completely covers the sensor with maximum contact.
(2) ltis better to place the core part of a fingerprint to the center of a sensor.

= People usually tend to place only the top end of a finger
= Where is the core (center) of a fingerprint?
- Apeak where spirals of fingerprint ridges are dense
+ Usually opposite to lower part of a nail
+ Itis recommended to place a finger as the lower part of a nail is located at the

center of a sensor
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1.3.3.

1.34.

1.4.

(3) If a finger is placed as in the right picture, only a small area of a finger is
captured. So it is recommended to place a finger as in the left picture.

Tips for different finger conditions

Suprema’s fingerprint products are designed to scan fingerprint smoothly
regardless of the conditions of a finger skin. However, if a fingerprint is difficult to
scan due to other influences, please refer to the followings tips.

(1) Ifafinger is stained with sweat or water, scan after wiping moisture off

(2) Ifafingeris covered with dust or impurities, scan after wiping them off
(3) Ifafingeris way too dry, scan after blowing warm breath on a fingertip.

Advices on fingerprint enrollment

(1) In fingerprint recognition, enrollment process is very important. Therefore,
when enrolling a fingerprint, please try to place a finger correctly with care.
(2) In case of low acceptance ratio, the following actions are recommended.

= Delete enrolled fingerprints and re-enroll the fingers.
= Enroll the same finger additionally
= Try with another finger if a finger is not easy to enroll due to scar or worn-

out.
(8) For the case when an enrolled fingerprint can’ t be used due to scar or
holding a baggage, it is recommended to enroll more than two fingers.

Concept of BioAdmin 4.1

BioAdmin 4.1 is operated as server-client application so that users can operate the
BioAdmin Client program from multiple host PCs at the same time. If the users
connect BioStation to the BioAdmin Server, logs from the BioStation will be
automatically stored on the database of BioAdmin Server real-time. In this server-
client application, BioAdmin Client is used as the user interface to manage the data.

If the user does not connect the BioStation to the BioAdmin Server, logs will not be
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1.4.1.

stored on the database automatically.

BioAdmin Server is designed only for BioStation. Therefore, you can not use the
BioEntry or BEACon as the server-client application.

This chapter describes the installation and operation of BioAdmin Server and
BioAdmin Client programs.

How to install BioAdmin Server

® Select the PC to be used as the server. Server PC should be always tuned on,
because it should receive log data from the connected BioStation and store it on
the database real time.

® After selecting a PC to use as the BioAdmin Server, install the BioAdmin Server
program. This chapter shows the installation process under the condition that
you are using the database on your host PC. If you are using MySQL or SQL
Server, you can refer to the chapter 1. 4. 3.

@ Start Installation.
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BioAdmin Server - InstallShield Wizard

Welcome to the Install5hield Wizard for BioAdmin Server

all Bicesdrnir pour computer. Tc

® Choose Destination Location

BioAdmin Server - InstallShield ¥izard

Choosge Destination Location

ation Folder

Choose the hard disk drive on which BioAdmin Server is to be installed. By
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default, BioAdmin Server is installed in C:\Program Files\BioAdmin Server\.

® Setup Open SSL

i'.;EL Setup - OpenSSL E'E'@

Welcome to the OpenSSL Setup
Wizard
Thiz will inztall OpenS5L 0.9.8d on vour computer.

[t iz recommended that you cloze all ather applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

Mest > |[ Cancel

After copying all files, set up the Open SSL.

® BioAdmin Server Configuration and Database Setting
If you finish the Open SSL set up, following window will appear which is to set
up the BioAdmin Server configuration. In most cases, you can maintain its
default value for the BioAdmin Server configuration.
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% BioAdmin Server Config

Status

| i Stopped Start
Connection

-l TCP Paort 1480 M ax Connection 32

Databaze Type Access DB[mdb) A

Connection String | Provider=Microzaft.Jet. OLEDE . 4.0:0 ata
Source=C:\Program Filez\Bioddmin
ServersBioddmink ata.mdb;Persist Security
Info=Falze

/‘j)_]) OpenS5L Path C:AOpenSSLibintopenssl. exe
Pass Phrase nimm

Refresh ] [ Apply ] [ (] ] [ Cancel ]

® Status

Status shows the current version and status of the BioAdmin Server. By pressing
Start or Stop button, you can start or stop the operation of BioAdmin Server.

If BioAdmin Server is stopped, logs from the networked BioStation will not be
stored on the database of the BioAdmin Server and BioAdmin Client will not be
able to access to the BioAdmin Server.

If you changed any server configuration or database setting, stop the BioAdmin
Server and restart it. Before you restart the BioAdmin Server, changes in the
BioAdmin Server configuration or database will not be applied to the BioAdmin
Server.
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® Connection

On this menu, you can set up the networking details.

= TCP Port
Enter the TCP port. This TCP port is used when you attach a BioStation to the
BioAdmin Server or when you access to the BioAdmin Server from BioAdmin
Client. Use a unique port, which is not used by any other software.
In most cases, you can use the default port, 1480.

= Max Connection

Enter the maximum number of BioStation or BioAdmin Client, which can be
connected to the BioAdmin Server at the same time. For example, if you
designate it as 50, the total number of BioStation and BioAdmin Client, which
can be connected to the BioAdmin Server simultaneously, will be 50.

Maximum number for this connection should be less than 128. If the number
is less than 32, which is the default value, you do not need to lower this
number from the default.

= Client List

Client List shows the list of BioStations, which are connected to the BioAdmin
Server. This list shows the IP Address of those connected BioStations and
indicates whether the SSL Certificate was issued. You can issue or remove
the SSL Certificate on this list. If the BioAdmin Server is stopped, this menu
will be deactivated.
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Client List X]
D Type |P Addiess
H 1334 BioStatian 192168.1.53

| Terminal: 1 Authorized: 0 . Refresh |

551 Certificate

q,g* Teminal ID 1334

[ k. l [ Cancel

= Database

Select the database type of the BioAdmin Server. BioAdmin Server uses
Microsoft Access Database by default. If you are not using any extemal
database, leave this field just as its default, MS Access DB (mdb).

Additionally, if you are already using MySQL or SQL Server, BioAdmin Server
also supports MySQL and SQL Server. However, BioAdmin Server does not

provide any new installation of the MySQL or SQL Server.

For the details of the database management, refer to the chapter 1. 4. 3.
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After selecting the database type, press Configure button and set up the
database. If you are using the default mdb file, select Microsoft Jet 4.0 OLE
DB Provider.

B9 Data Link Properties

Provider |Eu:unneu:tiu:un Advanced | Al

Select the data vou want to connect to;

OLE DB Provider(s]

kediaCatalogDB OLE DB Provider
kediaCataloghergedDB OLE DB Provider
MediaCataloghw'ebDE OLE DB Provider
Micrazaft 154k 1.1 OLE DB Prowvider
hicrozoft Jet 4.0 0LE DB Provider
Microzoft OLE DB Prowvider For D ata Mining Services
Microgoft OLE DB Provider for Indesing S ervice
Microgzoft OLE DB Provider for Intemet Publizhing
Microgoft OLE DB Provider for ODEC Drivers
Microgzoft OLE DB Provider for OLAP Services 8.0
Microzoft OLE DB Provider for Oracle

Micrazaft OLE DB Provider far Outloak. Search
Microgzoft OLE DB Provider for SOL Server

Microzoft OLE DB Simple Provider

k5D ataShape

(LE DB Prowider for Microzoft Directary Services

[ k. H Cancel H Help ]

Press Next button.
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B9 Data Link Properties

Prowider | Connectian |.-’-'-.|:Ivan|:eu:| &l

Specify the following to connect to Access data;

1. Select or enter a databaze name:

2. Enter information to log on to the databaze:

|1zer name: |.-’-'-.dmin |

Blank pazzword [ ] Allow zaving passward

T ezt Connection

[ k. H Cancel H Help ]

Select the Database file and press OK button.
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Select Access Database

Loak in: |Lﬁ Binddmin Server V| iF e O

0

My Recent
Documents

&)

Dezktop

=

My Documents

E,E-lll ‘BioAdminData

5

tdy Computer
: File name: |BiDAcIrninData v | I Open ]
My Metwork | Files of type: | Microsoft Access D atabases [“.mdb) w | [ Cancel ]
= SSL

Set up the encryption details between BioAdmin Server and BioAdmin Client
or between BioAdmin Server and BioStation.

Press Refresh button to show the current setting.

Press Apply button to store the new setting. To apply the changes, you
should stop and restart the BioAdmin Server.

Press OK button to store the new setting and close the BioAdmin Server
Config window.

Press Cancel button to cancel the new setting and close the BioAdmin
Server Config window.

® OpenSSL Setting

BioAdmin Server uses a encrypted communication with BioAdmin Client and
BioStation by using SSL authentication. Encrypting the communication between
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BioAdmin Server and BioAdmin Client (or BioStation) enables much more secure

solution to protect the information.

Designate the OpenSSL path. By default, you can find the file on the following

directory. If it is installed in any other directory, click the “Browse” and designate the

correct directory.

Default directory of the openssl.exe : (C:\OpenSSL\bin\openssl.exe)

Pass Phrase is required to issue the certificate. You should enter more than 8 digits,

combination of English, number, or special character. To make the system secure,

you are strongly recommended to change the Pass Phrase upon the initial

installation of BioAdmin Server.

Change Pass Phrase

Mew Pass Phrase | |

E3
Confirm

If you change this Pass Phrase while using the BioAdmin Server after the

installation, you should conduct the following procedures.

Change the SSL option of the connected BioStations as Not Use.

Stop the BioAdmin Server.

Change the Pass Phrase.

Start the BioAdmin Server.

Issue the SSL certificate for BioStation.

If you are using BioAdmin Client, select the BioStation and press the right
button of the mouse. Select Authenticate Device.

If the certificate is issued properly and stored on the BioStation, BioStation
will restart automatically.

® DB Migration Tool

If you were BioAdmin version 3.X, you need to convert the data from BioAdmin 3.1
to BioAdmin 4.X.

If you do not need the old data, press Close button.
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¥» DBMigrationTool

X

Select MDB File... BioAdmin.mdb

DB Infarmation
DB Yersion 20060501

Murnber of Users 45

Murnber of Logs a0z

Latest Log Date Ti9r2006 35726 PM

’ Transfer ] [ Close ]

Select the old BioAdmin.mdb file.

DBMigrationTool X
L] "_n., It will delete all data, Continue?
L

Press Transfer button to transfer the old data to BioAdmin 4.X.

If you transfer the old data, old data will be deleted. Therefore, if necessary, back
up the old data before transferring to BioAdmin 4.X. This data transfer may take
time depending on the size of the existing database.
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¥» DBMigrationTool

DB Infarmation

DB Version
Mumber of Users
Mumber of Logs

Latest Log Date

X

BioAdmin.mdh

20060501

45

602

TI9i2006 35726 P

Llser card information data transferring complete.
Transferring company data...

Company data transferring complete.
Transferring department data...

Departtment data transferring completa.
Transferring title data..

Title data transferring complete.

Transferring log data. ..

|

|

Cancel
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2= DBMigrationTool

DB Infarmation

DB Version
Mumber of Users
Mumber of Logs

Latest Log Date

X

BioAdmin.mdh

20060501

45

602

TI9i2006 35726 P

Transferring holiday code data...
Holiday code data transferring complete.
Transferring time code data...

Time code data transferring complete.
Transferring TE&A rule data...

TE&A rule data transferring caomplete.
Transferring TE&A event data...

TE&A event data transferring complete.

|

|

Close

After the transfer, press Close button.

@ Installation Complete

BioAdmin Server was successfully installed. If you are using the OS Windows
2000 or XP, BioAdmin Server will start as its background service. After this initial
installation, BioAdmin Server will run automatically.

14.2. How to install BioAdmin Client

@ Start Installation.
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BioAdmin 4.0 - InstallShield Wizard

Welcome to the Install5 hield Wizard for BioAdmin 4.0

drnin 4.0 on your computer, To contir

® Choose Destination Location

BioAdmin 4.0 - InstallShield Wizard

Choose Destination Loc.
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Choose the hard disk drive on which BioAdmin Client is to be installed. By
default, BioAdmin Client is installed in C:\Program Files\BioAdmin.

= Installation Complete

BioAdmin 4.0 - InstallShield Wizard

InztallShield Wizard Complete

Setup haz finished installing Bioddmin 4.0 on your computer.

BioAdmin Client was successfully installed. Close the installation program
and execute the BioAdmin Client.

14.3. Using MySQL or SQL Server database

You can use MySql or SQL Server database by the following procedures.

® Using MySQL database

If you are already using MySQL Server, you can use the MySQL database instead
of mdb.

= Execute BioAdmin Server Config menu.

= Click the Configure button on the Database field.
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On the Data Link Properties window, select Microsoft OLE DB Provider

for ODBC Drivers and press Next button.

B3 Data Link Properties

Provider |E|:|nneu:ti|:un Advanced || Al

X]

Select the data vou want to connect to;

OLE DB Provider(s)

kMediaCatalogDB OLE DB Prowvider

MediaCatalogk ergedDE OLE DB Provider
MediaCatalogtw/ebDE OLE DB Provider

Mizrazaft 154k 1.1 OLE DB Provider

Microgoft Jet 4.0 OLE DB Prowvider

Mizrozoft OLE DB Provider For Data Mining Services
Microgoft OLE DB Provider for Indesing Service
Microzoft OLE DB Prowvider for Intermet Publizhing
Mizrozaft OLE DB Provider for ODBC Drivers
Microgsoft OLE DB Provider for OLAP Services 8.0
Microzoft OLE DE Provider for Oracle

Mizrazaft OLE DB Prosvider far Outloak Search
Microgoft OLE DB Provider for SOL Server
Mizrozoft OLE DB Simple Provider

MSDataShape

OLE DB Prowider for Microzoft Directon Services

Ok ][ Cancel ][

Help ]

Select data source name.
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B3 Data Link Properties

Provider | Connectian |.ﬁ.dvanced Al

X

Specify the following to connect to ODEC data:
1. Specify the zource of data:

(%) Uze data zource name

Bio&dminkduSEL
dBASE Files
Excel Files

IMS Access Database

L

2. Enter information to log on ta the serser

Befresh

Ilzer name: |

Pazzword: |

3. Enter the initial catalog to uze:

[ ]Blank password [ ] Allow zaving paszword

vl

Test Connection

[ Q. H Cancel ][

Help ]

= Enter the ID and password of the DB server. It there is no password

designated, check on the Blank password. If there is any password,

check on the Allow saving password.
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B3 Data Link Properties

Provider | Connectian |.ﬁ.dvanced Al

X

Specify the following to connect to ODEC data:
1. Specify the zource of data:
(%) Uze data zource name

BioAdminMySOL + || Bsfresh]

() Jze connection sting

2. Enter information to log on ta the serser

Ilzer name: | binadmin

Pazzword: |uuu"u"

[]Blank password  [#]i8llow zaving paszword

3. Enter the initial catalog to uze:

vl

Test Connection

[ Q. H Cancel ][

Help ]

Press Test Connection button to check the connection status.

Press OK button.
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= Select the database type as MySQL.

= [t you were already using the MySQL, press Apply button on BioAdmin
Server Config. Press Stop and Start the BioAdmin server.
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% Biofdmin Server Config

Status

—

Connection

TCP Port

Databaze Type

Connection String

55L

OpenSS5L Path
&

Pazz Phraze

Stopped

1420 Max Connection

MySOL V| [ Configure

Provider=M5DASAL 1 Password=azdfazdf Persist
Securty Info=True;Uzer |D=bioadmin;D ata
Source=BioddminkdpSEL

|I::'\DpenSSL'\hin'\Dpenssl.e:-:e |[ Browse ]

' [ change |

[ Refresh ] |

A

Apply (] ][ Cancel ]
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= [fthe status is changed as Start, press OK button.

® Using SQL Server database
If you are already using MySql Server, you can use SQL Server database instead
of mdb.

= Execute BioAdmin Server Config menu.
= Click the Configure button on the Database field.
= Onthe Data Link Properties window, select Microsoft OLE DB Provider

for SQL Server and press Next button.
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B3 Data Link Properties

Provider |E|:|nneu:ti|:un Advanced || Al

X

Select the data vou want to connect to;

OLE DB Provider(s)

kMediaCatalogDB OLE DB Prowvider
MediaCatalogk ergedDE OLE DB Provider
MediaCatalogtw/ebDE OLE DB Provider

Mizrazaft 154k 1.1 OLE DB Provider
kizrozaft Jet 4.0 OLE DB Provider

Mizrozoft OLE DB Provider For Data Mining Services
Microgoft OLE DB Provider for Indesing Service
Microgzoft OLE DB Provider for Intermet Publizhing
kizrozaft OLE DB Provider for ODBC Drivers
Mizrozaft OLE DB Provider for OLAP Servicesz 8.0
Microgoft OLE DB Provider for Oracle

Mizrazaft OLE DB Prosvider far Outloak Search

Mizrozaft OLE DB Provider for SEL Server
Mizrozoft OLE DB Simple Provider
MSDataShape

OLE DB Prowider for Microzoft Directon Services

[ Ok ][ Cancel ][

Help ]

Enter the SQL Server name.

Copyright © 2006 by Suprema Inc.

http://www.supremainc.com



BioAdmin User Manual 40

X

B3 Data Link Properties

Provider | Connectian |.ﬁ.dvanced Al

Specify the following to connect to SGL Server data:
1. Select or enter a zerver name;

W |[ Befresh ]

2. Enter information to log on to the server:
) Use 'Windows NT Integrated security

(%) Uze a zpecific uzer name and pazsword:

| zer name: |sa |

Blank pazsword [ ] Allow saving password
3. (*) Select the database on the server:

| 4

() Attach a databaze file a3 a database name;

[ T ezt Connection ]

[ k. ][ Cancel ][ Help ]

= Enter the User name and Password for the database server. If there is no
password, check on the Blank password. If there is any password, check
on the Allow saving password.

= Choose the Select the database on the server. To select this option, you
should create the database in advance on the SQL Server.

= Press Test Connection button to check the connection status.

= Press OK button.
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% BioAdmin Server Config

Statuz
hé BioAdmin Server V4.0 [192.168.1.66] Running
Connection

-I- TCP Port bdax Connection |32 H Clignt List ]

[atabaze

Database Type S0OL Server ‘V| [ Corfigure |

Connection String | Provider=SALOLEDE 1 Persist Security
Info=F alze:User ID=ga:0ata
Source=BI0ADMIN-B0PM35

551
éf:? Open55L Path ‘E:\DpenSSLHbin\Dpenssl.exe ‘ [ Browsze ]
PassPhiase | N [ Change |
[ Refresh ] [ Apply ] [ ] ] [ Cancel ]

= Select the database type as SQL Server.
= Press Apply button.
= Stop and restart the BioAdmin Server.
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% Biofdmin Server Config

Status
Connection

o TCP Part 1430 Max Connech o
-_"_- o - ax Lonnechion -

Databaze Type SOL Server V| [ Configure

Connection String | Provider=SOLOLEDE .1 :Perzizt Security
Info=Falze;User ID=zaData
Source=BI0ADMIM-50PM35

55L
{_,:? OpenS5L Path |I::'\DpenSSL'\hin'\Dpenssl.e:-:e | [ Browse ]
PassPhrase | 1l [ change |
[ Refresh ] | Apph [ ak. ] [ Cancel ]

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 43

% BioAdmin Server Config

| i@ BicAdmin Server ¥4.0 [192.168.1.66] Running

Connection

-|- TCP Port bdax Connection |32 H Clignt List

[atabaze

Databaze Type SOL Server ‘V| [ Configure

Connection String | Provider=SALOLEDE 1 Persist Security
Info=F alze:User ID=ga:0ata
Source=BI0ADMIN-B0PM35

551
éf:? Open55L Path ‘E:\DpenSSLHbin\Dpenssl.exe ‘ [ Browsze ]
PassPhiase | N [ Change |
[ Refresh ] [ Apply ] [ ] ] [ Cancel ]

= [fthe status is changed as Start, press OK button.

144. Check the BioAdmin software installation

® Network Configuration

Configure the Network menu of the BioStation as to use the server. Ask the IP
address of the server PC to your network manager. You can also check this IP
address on Network connection page of your operation system. For more details
on BioStation setting, refer to the BioStation Installation Guide.
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- |Local Area Connection Status

General | Support

|nternet Protocol [TCPARF]

Addrezs Tupe: Azzigned by DHCFP
IF Address: 132168.1.E6
Subret Mazk: 255.265.255.0
Default G ateway: 192.168.1.5

Cloze

= [fyou change the BioStation setting to use the server, BioStation will try the

connection with BioAdmin Server soon.

= You can check the connected BioStation on BioAdmin Server Config
window.

= At this stage, BioStation was just connected to BioAdmin Server, but not
managed by the BioAdmin Server. If you issue the certificate, BioStation will
get managed by the BioAdmin Server.

= [f the BioStation is connected to the BioAdmin Server, BioAdmin Server will
get the necessary information from BioStation. This may take a few
minutes depending on the data size on BioStation. While receiving data
from BioStation, you may not control the BioStation from BioAdmin Client.

® Check Server Status

If you finished the installation of BioAdmin Server and BioAdmin Client, you can
check the server status on BioAdmin Server Config window.
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% BioAdmin Server Config

Statuz
hé BioAdmin Server V4.0 [192.168.1.66] Running
Connection

-I- TCP Port bdax Connection |32 H Clignt List ]

[atabaze

Databaze Type SOL Server ‘V| [ Configure

Connection String | Provider=SALOLEDE 1 Persist Security
Info=F alze:User ID=ga:0ata
Source=BI0ADMIN-B0PM35

551
éf:? Open55L Path ‘E:\DpenSSLHbin\Dpenssl.exe ‘ [ Browsze ]
PassPhiase | N [ Change |
[ Refresh ] [ Apply ] [ ] ] [ Cancel ]

= Check the version and status of the BioAdmin Server.
= Enter the server IP and server port on BioAdmin Client.
= You can check the connection status by pressing Test button.

Connect Server ['S__<|
Server |P EE . 182 . 1 B
Server 1480

Connected to server

Test ] ’ Save ] ’ Cancel

= [fyou can access to the BioAdmin Server, now you are ready to use the
BioAdmin Server and BioAdmin Client.
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1.5. Log in to BioAdmin

1.5.1. Connect Server

Connect Server

X

Serer [P 192 [T T T -

Sener 1480

Connected to semver

Test ] [ Save ] ’ Cancel

® Enter the server IP and server port.

® Press Test button and check whether the BioAdmin Client can access to the
BioAdmin Server.

® Press Save button to store the server setting and access to that server.

1.5.2. Registering the initial system administrator account

Register Admin f'5_<|

There is no system administrator.
Fegister 3 new systerm administrator now.

Admin 1D | |

Passward | |

Confirm | |

[ Ok ] ’ Cancel ]

® After entering Admin ID and password, press OK button. At this initial registering,
you can put any Admin ID and password.

® This initial registration is required to open the BioAdmin Client program after
installing the BioAdmin Server. Therefore, once you register this initial Admin ID
and password, you can log in to the BioAdmin Client without registering
additional admin account from the next time.
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1.5.3.

1.6.

Log in to the BioAdmin 4.1

= BipAdmin 4.1

admin 1D || |

Passward | |

Connected to sener

lBewerSeﬂingl’ Lagin ] ’ Cancel l

® After entering the Admin ID and password, press log in button.

® Enter the Admin ID and password you used upon registering the initial
administrator account.

® You can see the server information by pressing the Server Setting button.

User Level on BioAdmin 4.1

On BioAdmin 4.1, you can differentiate the user level into three groups as below.

® Administrator : Administrator can change and see all the settings on BioAdmin
software.

® Viewer : Viewer can see the settings, but can not change any settings on
BioAdmin software.

® User : User can see his log information.
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1.7. BioAdmin configuration

BioAdmin Software is composed of 4 elements, command menu bar, main menu,

task and utilities, and main window.

Command Menu Bar

Main Window

B EiinAdmin Software

i Systern  User Management Device Management Access Control -

User Management JsSEer Mmanagerment

Selection Toal

Task gl User 1D User Mame
add New User 5 853 Dongsuk, Suh
g Delete Checked Users 1 ] [lakwoniitos
&% Transfer checked users to device : IE:SL I:Zhangﬁwg, Lee
Delets Checked Users from Device = 1908 gj::an;g vsnhum
D Manage Users in Device - o Hyunbok 'Jenn
@ Synchronize &ll Users = MBS Bohyun' Gha
@l Export to File = :

) 4582 llhwean, Gang
(& Impart fram File = s Gyunghun, Hang

;* 455 k. Hwang

Company Department Title Template M., | Activ
Suprema R&D Manager 2 W
Suprema R&D 2 W
Suprema MAS Manager 2 W
Suprema R&D Engineer 2 Y
Mas Manager 2 Y
Suprema Mas Chiet 2 Y
Suprema Mas 2 Y
Suprema R&D Engineer 2 Y
Suprema Mas 2 Y
Suprema Manager 2 ¥ I

,

| rotat uss] : 10

B  Suprema Inc,

|_Main Menu
Task and Utilities

1.71. Command Menu bar

Command menu bar contains command items supported by BioAdmin software,

which are grouped into 4 categories:

® System : admin. Account, back up database, restore backup, lock all devices,

unlock all devices, upload 1. x version data, preference, BioAdmin information,

and close

® User management : add new user, company management, department

management, titte management, and setup custom fields.

® Device management:: add new device, add new BEACon, set time, upgrade
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1.7.2.

1.7.3.

1.74.

1.8.

firmware, upload password initialization code/ password initialization, site key
setting

® Access control : time code definition, holiday definition, time zone definition,
door zone definition, and access group definition.

Main menu

Major command menus can be accessed by buttons on the left pane, such as user
management, device management, smart card, access control, monitoring, log list,
or report.

Task list and tool list

Task window shows sub-menus for the selected main menu

Utility window shows the User selection tool, Device tree, and Log filtering tool.
Main window

On each command menu, relevant information is updated on the main window.
Main window contains the following information and controls:

® Retrieved information from currently selected device
® [nformation stored on host PC, such as user database or log data

® Controls to manage or to configure the information

User Database

User database refers to the entire user information including user ID, user name
and fingerprint information. BioAdmin software is based on user database
management in priority.

That is, user database is created, updated and saved to host PC. Then, it is
selectively distributed to BioEntry and BloStation devices connected to network via
transfer.

Note : Difference between select and check — select is used when choosing each
user ID in select tool box (press Shift button and choose a user with an arrow key |
or click the last user ID with a mouse, to select multiple users. ), whereas, check is
to check each selected user ID. Using check tool, you can check all, uncheck all,
reverse check, check user and uncheck a selected user with ease.
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2.1.

211.

21.2.

Quick start

This chapter explains basic procedures of operating BioEntry and BioStation
device integrated with external system.

Quick start with BioStation
This paragraph describes basic procedures of operating BioStation.
Step 1 : HW installation

BioStation can be networked by cable/wireless LAN as well as by RS232,422,485.
Also, BioStation can be use with host PC via USB interface. For details on

installation, refer to BioStation installation manual.
Step 2 : Search new device

® Run BioAdmin software.
® Enter login ID and password.

® Select device management on main menu to display device management page
on main window.
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H BioAdmin Software

i System User Management  Device Management  Access Control

Device Management

Task

%’ Search Device

B Add New BEACon
" Remove Device
Wy Check Status

@ Refresh Device List

Device Tree

= [@ ANl Devices
= @ BioAdmin Server
[1334
2§ 192.168.1,254
=B [254] New BEACoN
[943] Mew BioEntry
[1050] New BioEntry

g User Management

@ Device Management

SmartCard

8@ Access Control

Device Configuration

Device Info

Device Name Mew BioStation Device ID 1334
Device Type BioStation BSTW-0C Firmware Yersion | V1.3_070222 V02

Operation Mode |Network5ettmg Function Key | Device Setting || Image & Sound | Maotice | Wiegand

BioStation Time

Date 2i28/2007 : [ 5yne with Host PC Time
Time 9:46:29 PM : [ Get Time ] l SetTime

Basic Configuration

Mode Configuration

141 Verification 14N Identification
TaAFunction Key | Function Key v

Encryption Information

Refesh | [ apoy | [ Aseitootners | [ settoDeraul

@ Log List

Q Monitoring

EW“ Reports

Total Device : 4

m Suprema Inc,

® Once the BioStation is connected to the BioAdmin Server, connected BioStation
will be added to the device tree whenever you start the BioAdmin software. Also,
you can see the connected BioStation by pressing the Refresh Device List.

Even though a BioStation is properly connected to the BioAdmin Server, it may

take several minutes to show up on the device tree.

® |f a BioStation is unauthorized one, an orange color is indicated on the

BioStation icon. In this case, you can not communicate with that unauthorized

BioStation.
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Cevice Tree ‘ BioStation T

= @ All Devices
= @ BioAdmin Server
[1334] Mew BioSkatj
= 192.168.1.254
= B [254] New BEACON | oot Time
[943] Mew BioEr il
[1050] Mews Biol ~ Rename Device

Check Status

Remove Fram Server

Issue Certificate of Device

Resel Device

To communicate with the BioStation, select the unauthorized BioStation and

press the right button of the mouse. Press Issue Certificate of Device menu.
After issuing the certificate, you can use this BioStation.

Because the BioStation restart after issuing this certificate, it may take a few
minutes to show this BioStation again on the device tree.

® After the certificate is issued for the BioStation, orange mark will be removed
from the BioStation icon. This means that you can communicate with the
BioStation without any problem.

Device Tree

= @l All Devices
= @ BioAdmin Server
R [1334] New BioStation
=% 192.168.1.254
=25 [254] Mew BEACoN

g [943] Mew BioEntry

[1050] Mews BioEntry

® Select Search device menu, click BioStation search, select a desired network
out of serial port TCP/IP and USB device (BioStation) and press search button.

Note : If you find a device from search results

Ex.) searching 192.168.1.101 (port : 1470),
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Detected device : new BioStation — device number
Finish device search.

Search result ‘—- device(s) found’ is displayed. Press OK button to select
a ,device.

Add New Device %]

(") Search BioEntry (%) Search BioStation

) SBerial Port

oM Part Baudrate

® TCPIP

[P Addr | 182 0168 . 1 . T4 Fort 1470

() 1JSB Device (BioStation)

() USB virtual BinStation

Search

Searching 192 168.1.74 (port: 1470
Detected Device Mew BioStation - 15349,
Finish Device Search

1 device(s) found.

0] Cancel
||

® Once it's connected to device successfully, new device ID and network
connected to device are also displayed in device tree window.
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21.3.

Device Tree

= @l All Devices
= @ BioAdmin Server
& [1334] New BioStation
= 192.168.1,254
=B [254] New BEACoR
[243] Mew BioEnkry:
[1050] Mew BioEnkry
= 192.168.1.74
& [1539] New Biostation

Select user management button on main menu and select Manage users in
device on task window.

Once device is selected, fingerprint information such as user ID, number of
fingerprint, access group, security level and select is displayed.

Select Target Device E|
Device List Tetmplate Information
@ ANl Devices User D Mumberof T... | Access Grou. Security Level Check
(@ BioAdmin Server
& [1334] New BioStation
F 192168.1.254
B8 [254] New BEACON
& [943] New BioEntry
& [1050] Mew BioEntry
F 192188174
T [1539] New BioStation
l Check All H Uncheck All H Check Reverse ”De\ete Selected Users]
l Check Same Users H Check Different Users ] [ Check New Users l [ Delete All Users ]
[JHide Same Users
Users | 0 Templates | 00} [ Getfrom Device l [ Close ]

Step 3: Connect device

Select Device Management menu to display device management page on
main window.

BioAdmin software network setup is divided into network, serial port and USB
connection. Change settings and apply them to device.

Network setup is to designate settings for local and wireless network connection.
You need to designate the port as “1470.”
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Add Mew Device

X

() Bearch BioEntry {(¥) Search BioStation
i) Serial Port
COM Port Baudrate
& TCRIP
|P Addr | 192 . 168 . 1 . T4 Port 1470

() USB Device (BioStation)

() USB Virtual BioStation

Search

Searching 192 168.1.74 (port: 1470
Detected Device Mew BioStation - 1539,
Finish Device Search

1 device(s) found.

Ok ] ’ Cancel ]

Administrator needs to know IP address and port # (1470). Once device is
connected properly, IP address is displayed as one group and device ID is
displayed with a bracket [****] on device tree window.

Device Tree

= @ All Devices
= @ BioAdmin Server
R [1334] New BioStation
=5 192.168.1,254
=B [254] New BEACON
[243] Mew BioEnkry
[1050] Mew BioEnkry
= 192.168.1.74
R [1539] New BioStation

® Wireless network setup
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Set up free set name, network name (SSID), data encryption, key type, and
network key check on wireless network setup before operation.

Applying DHCP, you can set automatic upload of IP address on BioAdmin in
order to get IP address automatically, check such an IP address and search a
device in device management.

When setting IP address manually, you can search a device by specifying
assigned IP address, gateway and subnet mask.

BioStation WLAN Setting X
Prezet Mame
ESSID biostation_wha
Wireless Metwork Key
Metwark Authentication WFA_PSK W
Encryption Strenath THIPIAES W
etwork key (LI LTIITY LT
Canfirm kKey YT YT
O ] ’ Cancel
® Serial

On RS422/485 network, a new device can be detected automatically or added
by new device search menu in device management. Once device is connected
to network properly, device ID will be displayed with a bracket [***] under port
on device tree window.

Baudrate in RS485 / RS232 interface represents the frequency of carrier wave
changing status per sec. In communicating with BioStation device, default is
115200 but if any trouble, lowering the baudrate can solve the problem.
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Add New Device X
() Bearch BioEntry %) Search BioStation
{(*) Serial Part
COM Port | COM2 v | Baudrate 115200 v/
O TCPIP
IF Addr | | Pot | |

() USB Device (BioStation)

() USB virtual BioStation

Search

Searching COM2

Detected Device Mew BioStation - 15349,
Finish Device Search

1 device(s) found.

0] 4 l ’ Cancel

Device Tree

= @ All Devices
= CoM2
R [1539] Mew BioStation

Although a device is disconnected from network, it still remains on device tree
window. Remove device menu is used when removing a device from device
tree window.

Device name can be changed using change device name menu but device ID
can’t be changed as it is fixed as one.
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214.

Step 4: User management

® Select user management menu to display user management page on main

window.

is about user’s fingerprint.

Note : In user management, user related information can be divided into basic
information and fingerprint information. Basic information includes user ID,
name, company, dept., position and telephone number. Fingerprint information

B BioAdmin Software

I System User Management  Device Management  Access Conbral

User Management User Management

Task

Add New User

Delete Checked Users

% Transfer checked users to device
Delete Checked Users from Device
Manage Users in Device

& synchronize Al Users

[§y Export ta File

@] Import From File

Selection Tool

g User Management

@ Device Management

SmartCard

8§ Access Control

@ Log List

Q Monitoring

EW“ Reports

User ID

User Name

Company Department

There are no ikems to shaw,

Title Template Num | Active

Total User : 0

m Suprema Inc,

® Select add new user menu on task window to pop up a window.
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User, Data Information

Llzer Information | Custam Fields | Fingerprint | User Time Attendance Rule |

Baszic Personal Information

lzsLe Date |2|:||:IF"-EIE-1 4

“_‘ Uzer D |
Imag| MHame |
A
Company |Nnne
Departrment | Mane
Title |Nnne
Detailz
FPhore | |
Mabile | |
E-Mail | |
Gender |Male V|
Date of Bith | 6/14/2007 v

Expity Date |12f31;21aa v| ‘EI |h

Other [nformation

Pazzsword |

Access Group

Status Lctive [ Bypass D
Group 1 | Mone w |
Group 2 | MHaone w |
Group 3 | Mane w |
Group 4 | Maone w |
Diaily Limit D (0-00~23:59)
TinedsPE [0 | Minute

BST &dmin Leve | Mormal U zer w |

® Click user information tab and enter user information.
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User, Data Information

X

Uzer Infarmation | Custam Fields | Fingerprint | User Time Attendance Rule |

Baszic Personal Information

Detailz
Phorne

M obile
E - ail

Gender

lzzue Date

Pazzsword

Date of Bith | £/14/1970

Expiry Date |12f31;21aa v| ‘EI

Other [nformation

User ID 853 | [ EditPiivate Infomation |
MName \Dongsuk Suh |
Compary |Su|:urema v| E
Department |H&D v| E
Title  Manager »| (]
Aceess Group

012-345-6789 | Status [#] Active [ Bypass ID
098-765-4321 | Goupl  [Nore v|
|dsuck@anymail | Graup 2 | Mane W |
Male v  Goup3  [Nore |
v| Group 4 None v|
20070614 \ DalyLim D (0:00~23:59)

| h Timed APB D Mirute
| BST Admin Leve | Nomal User v|

® Choose company, dept. and title using a combo box.

® To add a new company, dept., or title information, press (] button or enter

company, dept. or title in information input window and then press add button.

® To save added information, press save button.
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Company, Mame @

Your Compan

| Add |

Suprema

Close

® To enroll user’s fingerprint information, click fingerprint tab.

® Fingerprint input process is divided into one by USB fingerprint scanner and the

other by BioStation device.

® How to input fingerprint information using USB fingerprint scanner is as follows.
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User, Data Information

| User Informatian | Custarn Fielu:ls| Fingerprint | User Time Attendance Rule |

X

Uze Device az Enroll Station

1:1 Security Level

Delete Scan [elete

Smart Card / RF ID
Smartcard 5/
SN0

RF
0oo-o

User D
UzerlD:853

[ Bypass Card
Fiead Card

Wwinte Card

Faormat Card

Wenfication Test

RinStation
Device D | [3143] Mew v | "W’iegand /RFID Setup] |Device Default |
BioEntry
13t Template Zrd Template | Device Default w |
Duress Duress

Ok ][ Cancel ]

= Press scan button, place a finger on USB fingerprint scanner twice and

input the first fingerprint information.
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User Data Information

Uzer Information | Custorn Fields | Fingerprint | Uzer Time Attendance Rule

%)

1:1 Security Level

BioStation
Device ID | [3143]New BioStation | ['wiegand /RF ID Setup| | Device Default v
BioEnty
1zt Template 2nd Template | e T b |
[JDuress
— Smart Card / RF 1D
s s Smaflcafd S.'JN
o e R
0 o e et S0
I i i
- P T SN
S e RF
L Rt "t
L G aao-o
B Y
A A At i L N WY
AESES S —‘-\\\\\ User D
[ R et e
:LJ’ / I f R |JzerD:B53
£ .{ .{ %\\ 59
0. PR
[] Bypass Card
|

ak ][ Cancel ]

= Input the second fingerprint information in the same way as the first

fingerprint information input process.
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User Data Information

Uzer Information | Custorn Fields | Fingerprint | Uzer Time Attendance Rule

I1ze Device as Enroll Station

%)

1:1 Security Level

BioStation
Device ID | [3143]New BioStation | ['wiegand /RF ID Setup| | Device Default v
BioEnty
1zt Template 2nd Template | e T b |
[JDuress [JDuress
Smart Card / RF 1D
Pt et et | | e N o
::::::::H 50 f ﬁ;:::::::\ e Smartcard 54M
g phnd el neaan it | | Bvo
Y e NN
T4 ..
A A R EERREE eI
A v PR RF
.-"!'ﬁ///f””—“'*ﬂ-\\ .’I.’.rjurfﬂ”* k\\\'
L T L A e T SR N AL 00o-0
VNN NI ERN O FUTTT [Ty
L L LN P [ L N I
prari7 o ity o QIR | | b
L‘” LS HTIHITI b eassstd] | | [osenn:ess
SRR RLENT RS
[] Bypass Card
Fead Card
Wite Card
Format Card
Delete [ Scan | [ Delete ] [ Verification Test ]

ak ][ Cancel ]

= How to enter fingerprint information by BioStation device is as follows.
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%)

User Data Information

Uzer Information | Custorn Fields | Fingerprint | Uzer Time Attendance Rule

1:1 Security Level
BioStation

Device D | ETEEIENEES v | |wiegand /RFID Setup| | Device Default |

BioEnty
|Device D efault v|

1zt Template 2nd Template

Smart Card / RF ID
Smartcard 5/M
S/M:0

RF
0oa-a

User D
gerlD: 853

[] Bypass Card

Scan

[ Ok ][ Cancel ]

= In case of stand alone mode without USB scanner, check Use BioStation
as Enroll Station, press scan button, place a finger twice on device and
then input the first fingerprint information. In case that device is configured
by 2 or more networks, specify BioStation ID, press scan button, place a
finger on device twice and then input the first fingerprint information.
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User Data Information

Uzer Information | Custorn Fields | Fingerprint | Uzer Time Attendance Rule

%)

1:1 Security Level

BioStation
Device ID | [3143]New BioStation | ['wiegand /RF ID Setup| | Device Default v
BioEnty
1zt Template 2nd Template | e T b |
[JDuress
— Smart Card / RF 1D
s s Smaflcafd S.'JN
o e R
0 o e et S0
I i i
- P T SN
S e RF
L Rt "t
L G aao-o
B Y
A A At i L N WY
AESES S —‘-\\\\\ User D
[ R et e
:LJ’ / I f R |JzerD:B53
£ .{ .{ %\\ 59
0. PR
[] Bypass Card
|

ak ][ Cancel ]

= Input the second fingerprint information in the same way as the process of

first fingerprint information input.
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2.15.

%)

User Data Information

| Uzer Infarmation || Cuztom Field$| Fingerprint | Uzer Time Attendance FIuIe|

Uze Device az Enroll Station 1:1 Security Level
BioStation
Device ID | [3143]New BioStation | ['wiegand /RF ID Setup| | Device Default v
BioEnty
1zt Template 2nd Template | e T b |
[JDuress [JDuress
P — I e —— w8 m o w Smart I:ard.-"FlFID
::::::::a & :: ; ;;:::::::Q o Smartcard 54M
. e e 0 ; gl ;
N me i B NN T e
Er e . ..
T T =N EERREE eI
S e e EEER SR N RIS RF
.-"x'ﬁ///r"”—“-h‘*-\ o .’I.’I&’IKJH k\\\'
L g e b L SN Frral | §s=~5Wnh e 00o0-0
VR e EUTTT ey
L L LN P [ L N I
AR R P Ll 19 titovmt @ User 1D
[ HI AL
A A - Rt LY 1 [ e
fﬂ/r JH LR A -||| PRAREEREY UzerdD:853
2T Py
[] Bypass Card
Fead Card
“Wwrite Card
Format Card

Delete [ Scan |[ Delete ] [ Verification Test ]

[ ak ][ Cancel ]

® To close enroll process, click OK button. Then you can see enrolled user
information on user list window. This means user information has been added
to Database in host PC.

User Management s

User ID User Mame Comparty Department Title Template Murn | Ackive

Dongsuk, Suh Suprema 2D Manager

Step 5 : Rules on user T&A event control

New T&A rule can be applied by day.
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User Data Information gl

User Information | Custom Fields || Fingerprint | User Time Attendance Rule |

Rule group |New T4 rule group v| [ Applytosluser

Daily 5chedule
Sunday | Mew Attencance Code |

Monday |Mew Attencance Code

Tuesday |New Attencance Code

Wednesday |New Attencance Code

Thursday |Mew Attencance Code

Friday |Mew Attencance Code

Saturday |Mew Attencance Code

Holiday |Mew Attencance Code
M anthly Schedule

Marne |New manthly schedule

First week ’E kan || Tue l@ W l? ’g [] “wharking Day
Second Week ’E W ’E l@ W l? ’g [] Holiday
Third week [un | [Man| [Tue | fwed| [Thu| [ Fi |[sat
Fourth Week ’E Man | | Tue | [\Wed| | Thu || Fri || Sat
Fifth week |Sun | [Man | [Tue | fwed| [Thu || Fi || sat
Sivth week | Sun |[Mon || Tue |[wied| [ Thu || Fii || sat
l oK l [ Cancel ]
2.1.6. Step 6 : Enroll user with ‘transfer checked user to device’ menu

Transfer checked user to device is used to transfer user database from host PC
to BioStation. User information such as user ID, fingerprint information, access
group and security level is transferred through this process.

® Check enrolled user

User Management s

Uszer ID Iser Mame Compary Departrment Title Templake furm | Ackive

Dongsuk, Suh Suprema Manager

® Click ‘transfer checked user to device’, check ‘device’ and click ok (select)
button.
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X

Select a Device

] l Devices

V@ BioAdmin Server
T [1334] Mew BioStation
4% 192.168.1.254
[#]%8 [254] Mew BEACOn
W& [943] New BioEntry
[#I& [1050] Mew BioEntry

% 192.168.1.74
t [15349] Mew BioStation

[ ] Swerwirte users with different information

(8]4 l [ Cancel

Press Manage users in device button and click device. If user information
fields are indicated in yellow, it means user information has been transferred to
device successfully.

21.7. Step 7: Monitoring

® Select Monitoring menu to show Monitoring display on main window.

® Select Monitoring setting menu and double click Monitoring on/off. To save,
click ok button. To start monitoring for linked all BioStation devices, select start
monitoring.
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2.1.8.

21.9.

B BioAdmin Software
I System  User Management

Monitoring
Task.

Device Management  Access Conbrol

9] 3]

@ Setup Manitoring
@ Start Monitoring
E Pause Monitaring

Status: Monitoring On

ﬁ User Management

@ Device Management

SmartCard

8§ Access Control

@ Log List

Q Monitoring

@ Reports

Event List .
Date Time Device IDv Event TR&A Event User ID User Name Source
2007-02-26 22:20:09 1050 Identify Success 4 Freescan
2007-02-28 22:20:13 1539 Identify Fail 1) BioStation
2007-02-28 22:04:59 1334 Identify Fail 1) BioStation
2007-02-25 22:05:07 1334 Identify Fail 0 Bio3tation
2007-02-28 22:20:22 1050 Identify Success 4 Freescan
2007-03-28 22:19:19 43 Identify Success 16070 Freescan
2007-02-28 22:20025 1050 Werify Fail 16070 ‘wiegand
2007-02-26 22:20:25 1050 Verify Success 4 Wiegand
2007-03-26 22:19:22 943 Verify Success 4 Smartcard
2007-03-28 22:19:30 943 Identify Success 16070 Freescan
2007-02-28 22:20:37 1050 Werify Fail 16070 Wiegand

1050

B Suprema Inc,

Step 8: Log List

® Select the Log List menu. Then, the log list window appears on the main

window.

® Select the Get Recent Logs / Auto Upload button to see the updated event
log data added to the existing log list of BioAdmin.

Log List B I

Dake Time
2007-02-28 11:31:05
2007-02-28 11:31:06
2007-02-28 11:31:07
2007-02-28 11:31:08
2007-02-28 11:31:09
2007-02-28 11:36:26
2007-02-28 12:00:51
2007-02-25 12:00:51

Device ID
1334
1334
1334
1334
1334
1334
1334
1334

Step 9: Report

Event
Enroll Success
Enroll Success
Entall Success
Enroll Success
Enroll Success

Identify Mode. ..

Delete Success
Delete Success

Tada Event

User ID
2
i)
853
861
234

User Mame

Dangsuk, Sub
Makwon, Lee
ChangGyun, Lee

Source
BioStation
EioStation
EioStakion
BioStation
EioStation
EioStakion
BioStation
EioStation

.

Select report menu to display report list on main window. You can specify company

name, dept. name, user ID and user name for setting and select required type of
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2.2.

221.

222.

report such as daily report by setting period or individual report.

Upload log is a button to upload a log saved in device and update report button
is a button which implements display prior to output listing a log uploaded device by
date and individual. Lastly, view report is a button to preview a report. Press print
button to print.

Quick start with BioEntry Smart

This section describes the basic procedures to operate BioEntry Smart using a
USB fingerprint scanner and smart card device as its enrollment device.

Step 1: Hardware installation

In this hardware configuration, the device is not connected to the host PC, but to an
extemnal controller via Wiegand interface. It is assumed that the controller supports
the standard 26 bit Wiegand format as default on BioEntry device. Connect the
device with the controller as shown on the following configuration.

BioEntry Smart

Wiegand I/F A
WO_DO p———  Data 0——
WO_D1p——Data 1——»|
WO_GND GND Access Controller —Networkg .
o|lg
—»] POW+ ?3 §_
9~24Vdc S E
——»{POW_GND 8|5
5z
EARTH gl<
°le
- v
Fingerprint
Host PC USB Reader
Smartcard
Reader

For more details on the installation, refer to the BioEntry Installation manual or
BEACon Operation Manual.

Step 2: Enroll user
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® Run BioAdmin software.

® Enter Login ID and password. By factory default, the initial Login ID is “admin”
and the password is blank.

® Select User Management on the main menu, then the user management page
appears on the main window.

B BioAdmin Software

I gystem User Management Device Management  Access Control

User Management User Management P

Task User ID User Mame Company Department Title Template Num | Active
Add New User There are no ikems to show,

Delete Checked Users

&Y Transfer checked users to device
{8l Delete Checked Users from Device
Manage Users in Device

g synchronize Al Users

\_@j Export ko File

[& Import from File

Selection Tool

g User Management

@ Device Management
SmartCard

8§ Access Control

@ Log List

Q Monitoring
=m Reports

Total User : 0 m Suprema Inc,

® Select the Add New User menu on the task window, then the pop-up window
appears
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User, Data Information

Llzer Information | Custam Fields | Fingerprint | User Time Attendance Rule |

Baszic Personal Information

lzsLe Date |2|:||:IF"-EIE-1 4

“_‘ Uzer D |
Imag| MHame |
A
Company |Nnne
Departrment | Mane
Title |Nnne
Detailz
FPhore | |
Mabile | |
E-Mail | |
Gender |Male V|
Date of Bith | 6/14/2007 v

Expity Date |12f31;21aa v| ‘EI |h

Other [nformation

Pazzsword |

Access Group

Status Lctive [ Bypass D
Group 1 | Mone w |
Group 2 | MHaone w |
Group 3 | Mane w |
Group 4 | Maone w |
Diaily Limit D (0-00~23:59)
TinedsPE [0 | Minute

BST &dmin Leve | Mormal U zer w |

® Enter the user information on the User Information tab.
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User, Data Information

X

Baszic Personal Information

Detailz
Phorne

M obile
E - ail

Gender

lzzue Date

Pazzsword

Date of Bith | £/14/1970

Expiry Date |12f31;21aa v| ‘EI

Other [nformation

User Infarmaticn | Custam Fields | Fingerprint | User Time Attendance Rule |
Usger ID |8531 | [ E dit Frivate Information ]
MHame |D|:ung$uk Suh |
Compary | Suprema v| E
Department |H&D v| E
Title |Manager v| E
Access Group

012-345-6789 | Status Active [ ]Bypass ID
098-765-4321 | Gioupl | Nore v |
|dsuck@anymail | Group 2 | MHaone w |
|Male v| Group 3 |Nnne v|
w | Group 4 | Maone v|
20070614 \ DalyLim D (0:00~23:59)

| h Timed APB D Mirute
| | BST Admin Leve | Marmal U ger w |

[ K ] [ Cancel ]

® Especially, you can select the Company, Department, and Title on the drag

down menu.

® To add new Company, Department, or Title information, press (] button. After

entering the required information, press Add button. Press Save button to save

the added information.
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Company, Mame @

Your Compan [ Al l

Suprema

Close

® [n addition to the basic user information, you can add Custom Fields to the
user information. If you do not need these custom fields, just skip the custom
fields setting. To set up the custom fields, press Custom Fields tab.
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X

User, Data Information

Idzer Information | Custom Figlds | Fingerprint | Uzer Time Attendance Fule

i Customize |

® Click the Customize... button.

® Check on the required Fields and enter the user information for those selected
fields.
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Custom Fields
Text Fields
Text 1
Text 2
Text 3

[IText 4

Mumber Fields
[¥] Mumber 1

I Mumber 2

Date Fields
Diate 1

[N Date 2

Checkhoxes
Checkbox 1

Checkhoy 2

| Hobby | OTexs

| Fax | O Text &

| Ip Addr | O Text7

| | CTexts

| Roarn Ma. | I Mumber 3

| | I Murmber 4

|AMem0riaIDay | [Date 2

| | CDate 4

| harried | [ checkhox 2

|Car | [ Checkbox 4
QK ] ’ Cancel ]

X

® After entering the user information, press the OK button.

® After filling out the custom fields, the following pop-up window will appear. On

this window, you can see the details of your selected custom fields. Press OK

button to save these custom fields.

® After entering the user information, press the Fingerprint tab to enroll user’s

fingerprint templates.
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User, Data Information

X

| User Informatian | Custarn Fielu:ls| Fingerprint | User Time Attendance Rule |

Uze Device az Enroll Station 1:1 Security Level
BioStation
W | "W’iegand /RF D Setup] | Device Default w |

BioEntry

Device D |EFELED

13t Template Zrd Template |Dewce Default v|

Duress Duress

Smart Card / RF ID
Smartcard 5/
SN0

RF
0oo-o

User D
UzerlD:853

[ Bypass Card
Fiead Card

Wwinte Card

Faormat Card

Delete Scan [elete Wenfication Test

[ Ok ][ Cancel ]

® Acquire first template by pressing the Scan button followed by touching finger
on the USB fingerprint scanner twice.
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User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

X

1:1 Security Level

RinStation
Device D |[3143] New BioStation | ['wiegand /RF 1D Setup| | Device Default v
BioEntry
1zt Template 2nd Template | DR ETS b |
[ Duress
T Smart Card / RF 1D
AR At e A R Smartcard 54M
P g e e
0. e e e SN0
B e e e
s e T e ",
;;/ e e gy RF
A SN
¢ ;g e fﬂ-hﬁ\\k aao-o
I LN N
A A A A it i S LY
AEES S s User D
I S S S
L;’ g A dr g UzerlD:853
i rﬁ.&\\ i
o PR
[ Bypass Card
| R e

1]8 ][ Cancel ]

® Acquire second template similarly to the acquisition of first template.
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223.

X

User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

1:1 Security Level
BioStation
Device D |[3143] New BioStation | ['wiegand /RF 1D Setup| | Device Default v
BioEntry
1zt Template 2nd Template | DR ETS b |
[ Duress [ Duress
Smart Card / RF 1D
AR R[4 | ] [ Pt e
P I e ML U
: .:,,,,_ﬂ,__,__,_hw_%. £ 010 e e e S 6 Smartcard 54M
g — e e R <M
e AN
A R EERRER NN
s M e e FIETET T g g i) RF
."'.(rﬁ'///-"'-"’—"—‘-“"-\-\ el JI.‘IJ’I:’f“- i\\\'
L P L A e S i AL 00o-0
VR e FUTTT ey
—— P AR
PEELS WA P B e e d
PO A il | Pittiwt N User D
I e S S S ||aI R
L.H IR -||| BHIRLEREY UserD:853
£ .{ .{ &\\ Y,
0§ F IR
[ Bypass Card
[ Scan | [ Delete ] [ Werification Test ]

[ 1]8 ][ Cancel ]

® Press the OK button to complete the registration process. Then, you can see
the information of the registered user on the user list window. It means that
user’s information is added to the database on host PC.

User Management s

User ID User Mame Comparty Department Title Template Murn | Ackive

853 Dongsuk, Suh Suprema Manager

Step 3: Issuing user smart card

® Double click the registered user on the user list. Then, the user information
window appears showing the registered information of the user.

® Click Fingerprint tab on user information window.

® Place a smart card on PC USB smart card device and press Write button.
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Smart Card / RF D
SAM:0

Idzerl D853

RF 1D:0
[ ]Bypass Card
[ Read Card ]

[ Winte Card ]

[ Format Card ]

® At first trial, site key management window appears. If the key input remains
blank, factory default key is used. So, just press OK button to complete issuing
process if the site key was not changed from factory setting.

Site Key r‘s_(|

Current Site key | |

[]change Site Key | |

Fetype Site Key | |

[ Ok ] [ Cancel

® On the user list window, you can see the serial number of the smart card.
Smart Card / RF 1D
SAM077R14292
IJzerlD:853

RF ID:0
[] Eypass Card
| Fead Card |

[ Write Card ]

[ Faormat Card ]

® Select the Smart Card menu. Then you can see smart card is added on the list.
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224.

2.25.

B BioAdmin Software
I System User Management Device Management  Access Control

SmartCard SmartCard List B8

Task Card No. User 1D User Mame Issuing Date
2 2006-04-13 00:00:00

Issue User Card IFsilszEe
(M Corfigure Smart Card
EQ Zonfigure Card Layaut
@ Configure Card Wiegand
{8l Delete Smart Card

ﬁ User Management

@ Device Management
SmartCard

8§ Access Control
@ Log List

Q Monitoring
EW“ Reports

SmartCard Mumber : 1 B  supremalnc.

Step 4: Enroll user ID in the external controller

It is required that the issued user ID is also registered to the controller to grant
access when the Wiegand string for the user is received.
If you are using Suprema’s BEACon controller, you can just skip this additional

registration to the controller.
Step 5: Authentication Test

Procedure to test verification using the user’s smart card is as follows :

® First, place the user’s smart card in front of the device below the sensor. Then,
amber LED blinks rapidly indicating that the device is waiting for finger scan for
verification.

® Place a finger on the sensor. If the user is successfully verified steady green
LED appears with one beep sound. Otherwise, red LED appears with 3 beep
sounds.
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® On successful verification, the Wiegand string is also sent to the controller,
which can be checked by operation of relay on the controller.

2.3. Quick start with BioEntry Pass

This section describes the basic procedures to operate BioEntry Pass without a
PC device.

2.31. Step 1: Hardware installation

In this configuration, the device is connected to an external controller via Wiegand
interface as well as to the host PC through RS485 interface. It is assumed that the
controller supports the standard 26 bit Wiegand format as default of BioEntry

device.

BioEntry Pass

Wiegand I/F i
WO_DO Data 0——»
WO_D1 Data 1——»
WO_GND GND Access Controller —NetworkE i
Ll O
—| POW+ § §_
9~24Vdc RX+ =
—  »lpowoenD X+ RS485 4
RX- S|
™>-H 33
EARTH g|<
oo
Jj )
= TRX- TRX+ )

Host PC

For more details on the installation, refer to the BioEntry Installation manual or

BEACon Operation Manual.
2.3.2. Step 2: Search new device

® Run BioAdmin software.

® Enter Login ID and password. By factory default, the initial Login ID is “admin”
and the password is blank

® Select Device Management on the Main menu, then device management

page will appear on the main window.

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 84

B BioAdmin Software

i System  User Management Device Management  Access Contral

Device Management Device Configuration

Task

Device Info
W Search Devi
B add New BEACoN

Ty Check Status
@ Refresh Device List System Setting |IIO Setting | LED/Beep || Wwiegand Setting | Card Configuration

Device Tree

= [@ ANl Devices
1T =] Eiosdmin Server

g User Management

@ Device Management
SmartCard

8§ Access Control

@ Log List

Q Monitoring

@ Reports

Total Device : 1 B Suprema Inc,

® Select Search Device menu, click Search BioEntry, select either serial port or
TCP/PI and then press search button. If device is found as a result of search,
result report reading ‘— device(s) found’ is shown. Press OK button to select
device.
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Add Mew Device
(%) Search BioEntry

(%) Serial Port

() Bearch BioStation

COM Port |com1

v| Baudrate 115200 v

O TCRIRP

P Addr |

. Pot | |

Search

x]

Searching COM1

Finish Device Search
1 device(s) found.

Detected Device Mew BioEntne - 1040,

Ok Cancel
| |

® [f the devices are connected properly, new device ID appears on the Device

Tree window.

Cevice Tree

= @ All Devices

=g COM1

& [1050] Mew BicEntry

® Select User Management button on main menu and select Manage users in

device on task window.

® Once device is selected, fingerprint information such as user ID, number of

fingerprint, access group, security level and Check (to select) is displayed.
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2.3.3.

Select Target Device

Device List

@5 ANl Devices

Uszers D Templates

Termplate Information

£

User D

MNumber of T.

Access Grou

Security Level Check

| Chack Al |

uncheckal ||

Check Reverse

| [pelete Selected Users |

l Check Same Users ”CheckDiﬁerentUsersH Check Mew Users ” Delete All Users ]

[JHide Same Users
[] GetAccess Group Data

[ Getfrom Device ”

Close ]

Step 3: Enroll user

® Seclect the User Management menu, then the user management page

appears on the main window

B BioAdmin Software

I System  User Management

Device Management

Access Conkrol

User Management User Management

Task

Add Mew User

Delete Checked Users

ﬁé Transfer checked users to device
{8 Delete Checked Users from Device
@ Manage Users in Device

@ Synchronize All Users

[§ Export o File

[ Import from File

Selection Tool

g User Management

@ Device Management

User ID User Name

Company Department

There are no items ko show,

Title Template Mum | Acti

ive

Total User : 0

WS suprema Inc,
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® Select the Add New User menu on the task window, and then the pop-up

window appears.

Lzer Information | Custom Fields || Fingerprint || Usger Time Attendance FIuIe|

User, Data, Information El

Basic Personal Infarmation
Usger ID | | [ E dit Frivate Information ]
Name | |
Compary | Mone v [
Department | None vl [
Title | None 3 (]
Details Aceess Group
Phare | | Status [#] Active [ Bypass ID
Mobile | | Goupl | None v|
E-Mail | | Gioup2 | Nore v |
Gender | b ale W | Group 3 | MHaone w |
Date of Bith | B/14/2007 v|  Goupd  [None v |
lssue Date | 2007-06-14 o Dablmt [0 | @002asy)
Expiy Date |12/31/2193 w | (0 | h Timed APB D Minute
Other Information
Password | | BST Admin Leve | Nomal User v |

® Enter the user information on the User Information tab.
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X

User, Data Information

Llzer Information | Custam Fields | Fingerprint | User Time Attendance Rule |

Basic Perzonal Information
Usger ID |8531 | [ E dit Frivate Information ]
Hame |D|:ung$uk Suh |
Compary | Suprema b’ | E
Department | R&D W | E
Title | Manager W | E
Details Accesz Group
Phare 012-345-6789 | Status Active [ ]Bypass ID
Mobile 098-765-4321 | Gioupl | Nore v |
E -t ail |dsuck@anymail | Group 2 | MHaone w |
Gender | b ale w | Group 3 | MNone w |
Date of Bith | 6/14/1970 v| Group 4 | Mone v |
lssue Date | 2007-06-14 \ DalyLim D (0:00~23:59)
ExpipDale 1232133 v | [0 | h TinedsPE [0 | Minute
Other nfarmation
Pazzword | | BST Adrmin Leve | Mormal U zer w |

® Especially, you can select the Company, Department, and Title on the drag
down menu.

® To add new Company, Department, or Title information, press the L] button.
After entering the required information, press the Add button. Press the Save
button to save the added information.
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Company, Mame @

Close

Your Compan [ Al l
Suprema Edit
Delete

® [n addition to the basic user information, you can add the Custom Fields to the

user information. If you do not need these custom fields, just skip the custom

fields setting. To set up the custom fields, press the Custom Fields tab.

User Data Information

IUser Information | Custom Fields | Fingerprint | User Time Attendance Rule

3

i Customize |

ak

] [ Cancel

® Click the Customize... button.
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® Check on the required fields and enter the user information for those selected

fields.

® After entering the user information, press the OK button.

Custom Fields
Text Figlds
Text 1
Text 2
Text 3

[IText 4

Mumber Fields
[#] Murmber 1

I Mumber 2

Date Fields
Diate 1

[ODate 2

Checkhoxes
Checkhboy 1

Checkbox 2

| Habby

| Fax.

|IpAddr

| Raoom Ma.

|AMem0riaI Day

| Married

| Car

OTexts
[ Text 6
CText7

[IText s

I Murmber 3

I Murmber 4

[ODate

[ Date 4

checkhbox 3

[ checkbox 4

0K

| [ cancer |

X

® After filling out the custom fields, following the pop-up window will appear. On

this window, you can see the detail of your selected custom fields. Press the

OK button to save these custom fields.
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x)

User Data Information

IJzer Information | Custom Fields | Fingerprint | Uszer Time Attendance Rule

Habby | |
Fas. | |
Ip fxcel | |
Foom Ma. |D |
AMemorial Day | 4/13/2008 v
[ Married
Clcar

[ (]9 ][ Cancel ]

® After entering the user information, press the Fingerprint tab to enroll user’s
fingerprint templates.
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User, Data Information

X

| User Informatian | Custarn Fielu:ls| Fingerprint | User Time Attendance Rule |

Uze Device az Enroll Station 1:1 Security Level
BioStation
W | "W’iegand /RF D Setup] | Device Default w |

BioEntry

Device D |EFELED

13t Template Zrd Template |Dewce Default v|

Duress Duress

Smart Card / RF ID
Smartcard 5/
SN0

RF
0oo-o

User D
UzerlD:853

[ Bypass Card
Fiead Card

Wwinte Card

Faormat Card

Delete Scan [elete Wenfication Test

[ Ok ][ Cancel ]

® Acquire first template by pressing the Scan button followed by touching a finger
on the USB fingerprint scanner twice.
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User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

X

1:1 Security Level

RinStation
Device D |[3143] New BioStation | ['wiegand /RF 1D Setup| | Device Default v
BioEntry
1zt Template 2nd Template | DR ETS b |
[ Duress
T Smart Card / RF 1D
AR At e A R Smartcard 54M
P g e e
0. e e e SN0
B e e e
s e T e ",
;;/ e e gy RF
A SN
¢ ;g e fﬂ-hﬁ\\k aao-o
I LN N
A A A A it i S LY
AEES S s User D
I S S S
L;’ g A dr g UzerlD:853
i rﬁ.&\\ i
o PR
[ Bypass Card
| R e

1]8 ][ Cancel ]

® Acquire second template similarly to the acquisition of first template.
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2.34.

X

User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

1:1 Security Level
RinStation
Device D |[3143] New BioStation | ['wiegand /RF 1D Setup| | Device Default v
BioEntry
1zt Template 2nd Template | DR ETS b |
[ Duress [ Duress
Smart Card / RF 1D
AR R[4 | ] [ Pt e
P I e ML U
i i arNR I e Smartcard 5/M
Y el NN
P
A e =Y EERRER NN
s M e e FIETET T g g i) RF
."'.(rﬁ'///-"'-'-’—"—‘-“"-u\ el JI.‘IJ’I:’f“- i\\\'
L P L A e S i AL 00o-0
VR e FUTTT ey
L e L LN e [ L N I
PO A il | Pittiwt N User D
e e e S ||a| R :
L.H I s g WYy 5 [f § BHIRLEREY UzerlD:833
SRR
[ Bypass Card
[ Scan | [ Delete ] [ Werification Test ]

[ 1]8 ][ Cancel ]

® Press the OK button to complete the registration process. Then, you can see
the information on the registered user on the user list window. It means that the
user’s information is added to the database on host PC.

User Management s

User ID User Mame Comparty Department Title Template Murn | Ackive

853 Dongsuk, Suh Suprema Manager

Step 4: Enroll user with ‘transfer checked user to device’ menu.

Transfer to Device is used to transfer the user database of the host PC to
BioEntry™ devices. The user information such as User ID, templates, access
group, and security level is transferred by this process.

® Check the registered user to transfer

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 95

User Management s

User ID User Kame Company Department Title Template Mum | Active

Dongsuk, Suh Suprema Manager

® Select the Transfer Checked Users to Device button and select the devices to
transfer the user data.

Select a Device ['5_(|

] al Devices

VI8 BioAdmin Server
]k [1334] Mew BioStation
% 192.16%.1.254
V58 [254] Mew BEACON
I8 [943] New BioEntry
I8 [1050] Mew BioEntry

% 192.168.1.74
t [1539] Mew BioStation

[ ] owerwirte users with different information

Ok ] [ Cancel

® Select the Manage Users in Device button to see the user list enrolled in the
selected device. If the color of user data is yellow, it means the user data has
been successfully transferred to the device.

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual

96

Select Target Device

Device List
@5 ANl Devices
(i mivsdmin Serer
%L [1334] Mew BioStation
F 1921681254
BF [254] New BEACoN
B [943] New BioEntry
& [1050] New BioEntry
T 192168174
o [1539] Mew BioStation

Users 1 Templates | 2 {4)

Termplate Information

User D BMumber of T Access Grou Security Level Check

L] 8583 2 (0) hane Device Default Same
| Chack Al ]| uncneckan [ checkReverse | [Delete Selected Users|
l Check Same Users H Check Different Users ] [ Check Mew Users I [ Delete All Users ]

[JHide Same Users

[ Getfrom Device ” Close ]

2.3.5. Step 5: Enroll user ID in the external controller

It is required that the issued user ID is also registered to the external controller to

grant access when the Wiegand string for the user is received.

If you are using Suprema’s BEACon controller, you can just skip this additional

registration to the controller.

2.3.6. Step 6: Authentication test

® Amber LED on the device blinks slowly indicating that the device is waiting for

finger scan for identification.

® Swipe finger on the sensor. If the user is successfully identified steady green

LED appears with one beep sound. Otherwise, red LED appears with 3 beep

sounds.

® On successful identification, the Wiegand string is also sent to the controller,

which can be checked by operation of relay on the controller.

23.7. Step 7: Monitoring

Select Start Monitoring menu to start the real-time monitoring on all of the

connected BioEntry devices.
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B BioAdmin Software |Z‘ ‘Elrzl

i System  User Management Device Management  Access Contral

Lasly Date Time Device IDv Event TR&A Event User ID User Name Source
[@ Setup Maritaring 2007-02-26 22:20:09 1050 Identify Success 4 Freescan
@ Start Monitoring 2007-02-28 22:20:13 1539 Identify Fail 1) BioStation
E Pause Monitering 2007-02-28 22:04:59 1334 Identify Fail 1) BioStation
2007-02-25 22:05:07 1334 Identify Fail 0 Bio3tation
Status: Monitoring On 2007-02-28 22:20:22 1050 Identify Success 4 Freescan
2007-03-28 22:19:19 43 Identify Success 16070 Freescan
2007-02-28 22:20025 1050 Werify Fail 16070 ‘wiegand
2007-02-26 22:20:25 1050 Verify Success 4 Wiegand
2007-03-26 22:19:22 943 Verify Success 4 Smartcard
2007-03-28 22:19:30 943 Identify Success 16070 Freescan
2007-02-28 2 37 1050 Werify Fail 16070 Wiegand

1050

ﬁ User Management

@ Device Management
SmartCard

8§ Access Control

@ Log List

Q Monitoring

@ Reports

B Suprema Inc,

2.3.8. Step 8 : Check log

® Select the Reports menu. Then, the report list window appears on the main
window.

® Select the Get Recent Logs / Auto Upload button to see the updated event
log data added to the existing log list of BioAdmin.

Date Time Device ID Event Ty Event User ID User Mame Source s
2007-02-25 11:31:05 1334 Enroll Success 2 BioStation
2007-02-25 11:31:06 1354 Enroll Success £ EioStation
2007-02-28 11:31:07 1334 Erroll Success 853 Dangsuk, Sub BinStatian
2007-02-25 11:31:05 1334 Enroll Success a6l Makwon, Lee BinStation
2007-02-28 11:31:09 1334 Enroll Success 934 ChangGyun, Lee BioStation
2007-02-25 11:36:26 1334 Identify Mode. .. 1 EinStation
2007-02-25 12:00:51 1334 Delete Success 1 BioStation
2007-02-25 12:00:51 1354 Delete Success 2 EioStation

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 98

3. User Management

User management covers the following operations:
Add new user

Delete checked user

Transfer checked user to device

Delete checked user from device

Manage users in device

Synchronize all users

Export to file

Upload from file

3.1. Configuration of user management page

By selecting User Management menu, user management page is updated on the
main window.
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3.2.

Task Box

H BioAdmin Software

i Systern |User Management Dewice Management Acpess Control

User Management
Task

Add New User

Delete Checked Users

&Y Transfer checked users to device
fg@ Delete Checked Users from Device
e Manage Users in Device

@ Synchronize Al Users

@j Export to File

@1 Import from File

ETECTOT Toar

—

Q User Management

@ Devicg¢ Management

SmariCard

8@ Acceds Control

Q Monithring

@‘ Log Ljst

User List

EE&K
User Management
User ID User Mame Company Departrment Title Template M,.. Acliv
#h3 T Suh Suprema RaD Manager Yo
'} 61 Makwan, Lee Suprema R&D 2 Y
' 934 ChangGyun, Lee Suprema M&S Manager 2 Y
) 1144 Hovoung, Guou,,, Suprema R&D Engineer 2 Y
' 1208 Gunsaeng, Shin M&s Manager 2 Y
| 3786 Hyunbak, Jeon Suprema Mas Chief 2 Y
' 4465 Ecohyun, Gha Suprema MaSs 2 Y
] 4582 lIhwan, Gang Suprema R&D Engineer 2 Y
) 4563 Gyunghun, Hang Suprema M&S 2 Y
m 4584 Jonguk. Huwang Suprema R&D Manager 2 Y
.

@ Reporfs

Checked Usdrs : 1/ Total Users : 10

s  Suprema Inc. I

Selection tool box

The user management page is divided into 3 sectors:

® User List

The user database is under central management on host PC. The user

management page includes detailed list of user database and summarized

information.

® Selection tool box

Selection tool box includes buttons to select users.

® Task box

Task box includes buttons to control basic operations of the user management

page.

User List window

User list includes the following information on the users.
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Shows basic information such as user ID, name, company, dept., position title,
number of enrolled fingerprint and status.

Double click user ID to pop up user information window. User information has 4
tabs, i.e. User information, custom field, fingerprint, and user time attendance
rule.

Fingerprint templates ( fingerprint image is never stored )

Note : What is activation in access group setting? It is used when transferring
user data in host PC to device. If activation is not on (checked) upon
transferring checked in user list to device, user data can't be transferred and
data in device is deleted.

For instance, when one retums to work after having been excluded from
access group and inactive due to dispatch or long term leave, activate him/her
and manage user list.

3.3. User List Display Setting

You can customize the display of the user list.

Detailed operations are as follows.

Press the right button of your mouse on the column header of User List.

Note : What is “Column Header’? It is on the head of row (user ID, name,
company, dept.) on user list window.

User Management

=
-
-

User ID User Mame Company Department Title Template M, | Active

oh3 g Su prema &L
a61 MNakwon, Lee Suprema RaD

2
934 ChangGyun, Lee Suprema M &S Manager 2 Y
1144 Hoyoung, Gyou,., Suprema RaD Engineer 2 Y
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|[

Title Template M, ., | Active

| BEE -

Arrange By 3

Sort Ascending
Sort Descending
Group by this Field
Group by Bowx

Bernove Column
Field Chooser

Alignrnent »
Best Fit

= = =

® Press the Columns button and check on your required columns to show them
on the user list.

Cornpany Departrnent Title Ternplate [,,, | Active
Calumns » Chack W
Suprema Arrange By r User ID m
Suprema Son Ascending Uszer Mame ¥
suprema Sort Descending Company !
Suprerna Y
Semiim ko 4ki- CialAd I_..l| [N R ey ]

® Press the Arrange By button and select your required columns to array the
user list by your selected column.

Co Title Ternplate N,,, | Active
Columns 3 - -
et o] Chek —
sart Ascending User D W
Sort Descending U=er Mame Y
Group by this Field Cormpany Y
Group by Box Departrnent W
= — Titl~ ""II.

® Press the Sort Ascending button to array the user list in ascending order.

® Press the Sort Descending button to array the user list in descending order.
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® Press the Group by this field button and Group by box button to manage the
user list as a group by your required columns. Also, you can add a column to
the group simply by dragging up the column to the header box.

B BioAdmin Software

i Systern  User Management Dewice Management Access Control

User Management User Management &

Task
Departrment
Gt LT User ID User Mame Company Departm, , Title Template N,,, | Active
Delete Checked Users
&% Transfer checked users to device = Depariment: Mas
i Delete Checked Users from Device ] 934 ChangGyun, Lee Suprema S Manager z K
Manage Users in Device ] 1205 Gunsaeng. Shin MaSs Manager 2 Y
@ Synchranize All Users ] 3786 Hyunbok, Jeon Suprema Ma&S Chief 2 Y
@‘3 Expart to File m] 4465 Bohyun, Gha Suprema hMas 2 Y
@, Impor from File ] 4583 Gyunghun, Hong Suprema M&S 2 Y
Selection Tool = Departrment: RaD
853 3 Suprema AL 2 ki I
Check Al ] 861 Makwaon, Lee Suprema RaD 2 Y
m] 1144 Hoyoung, Gyou,,, Suprema RaD Engineer 2 Y
Unicheck All ] 4582 lihwan, Gang Suprema R&D Engineer 2 Y
] 4584 Jonguk, Hwang Suprema R&l Manager 2 Y
Uncheck Selected Users
Q User Management
@ Device Management
SmarCard
8§ Access Control
Q Monitoring
@i Log List
[@ Reports
Checked Users 1 1/ Total Users : 10 B Suprema Inc,

® Press the Remove Column button to remove a column from the header. Also,
you can remove a column simply by dragging down the column from the
column header.

‘

User Management

Department

User ID User Mame Company Departrn,,. Template M,..| Active
= Department: Mas N

[ 934 ChangGyun, Lee Suprema MAS Manager 2 Y
-

pres

1208 Gungaeng, Shin Mas Manager 2 Y

- Laam o A~

® Press the Alignment button to array the content in your preferred way.

® Press the Best Fit button to optimize the width of a column.
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34. Select user

Users can be chosen for selective processing of operations, such as transfer,
removal, or exportation. You can select the required user simply by using the check
box on the user list,

Selection Tool

Check All

[ ]
[ Uncheck Al |
[ ]

Check Reverse

[ Check Selected Users ]

Uncheck Selected Users|

Check All : Check all users

Uncheck All : Uncheck all users

°
°
® Check Reverse : Check all users except the users who were originally checked
® Check Selected Users : Check the selected users

°

Uncheck Selected Users : Uncheck the selected users

3.5. Add New User

The Add New User button enables the pop-up window to register user data on
host PC.
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User, Data Information

X

Llzer Information | Custom Fields | Fingarprint | User Time Attendance Fule

Basic Perzonal Information
Usger ID |8531 | [ E dit Frivate Information ]
Hame |D|:ung$uk Suh |
Compary | Suprema b’ | E
Department | R&D W | E
Title | Manager W | E
Details Accesz Group
Phare 012-345-6789 | Status Active [ ]Bypass ID
Mobile 098-765-4321 | Gioupl | Nore v |
E -t ail |dsuck@anymail | Group 2 | MHaone w |
Gender | b ale w | Group 3 | MNone w |
Date of Bith | 6/14/1970 v| Group 4 | Mone v |
lssue Date | 2007-06-14 \ DalyLim D (0:00~23:59)
ExpipDale 1232133 v | [0 | h TinedsPE [0 | Minute
Other nfarmation
Pazzword | | BST Adrmin Leve | Mormal U zer w |

3.5.1. User information

® |n user information, you can enter basic personal information, details
information, access group, other information, and additional information for
BioStation. In basic personal information, enter user ID, name, company, dept.
and title. For details, enter telephone number, mobile phone number, email,
gender, and date of birth. Make sure to check ‘Active’ in access group.
Otherwise, database in device will be deleted.

® Edit Private Information
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Private Information

X

Fhoto Llzer D
— 853

MHarme
Dongsuk Suh

Display Setting
Mo Limit w

Private Messane
Change Photo Welcome!l

[ Delete Photo ]

’ Save ] ’ Cancel

Change photo and message when succeeded in verification, and configure
display condition, which should be used ‘Private Information’ of the device.

® Access Group

Enter the access group information for each user.

To apply the designated access group information to each user, please
check on the Active option and sent transmit this user to the BioStation
and BioEntry. If you do not check on this option or do not transmit the user
to the BioStation or BioEntry, access group will not be applied to each user.
If you check on Bypass ID option, that user will be able to access the door
just by placing this card to the BioStation without fingerprint or password.
Auth Limit means the number of access that the user is allowed in a day
(from 00:00 to 24:00 of the day). If you do not want to restrict the number of
access for a user, leave this menu as the default, 0.

Timed means the minimum time interval required for access of the same
user. If you set this menu as 5, that user will not be able to enter the door
again within 5 minutes.

® Other Information

The Password on this menu is required when the BioStation requires the
user’s password. Also, users should enter this password when they log in
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to the BioAdmin Client to check their log information.
= BioStation admin level : On this menu, you can select the user as an
administrator for BioStation terminal.

Note : in user information, user ID should be entered as it’s a required field but
the rest fields can be left blank.

3.52. Custom field

You can add customized user information columns on the user management

window by designating required fields on the Custom Fields menu.

® Customize... button enables the pop-up window to add the customized user
information column. After filling out the required contents, press the OK button.

User, Data Information ﬁl

Idzer Information | Custom Fields | Fingerprint | User Time Attendance Fule

Hobby [Fishing |
Fa. [031-4567-8562 |
P &ddr [123123121 |
Fioom Ma. ||:| |
A Memarial Day EA14,/,2007 hd
b arried
[Ocar

Cuztomize

ak. ][ Cancel ]
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Note : Custom fields may look like a blank page but if you click settings on the
right lower end, a display where you are to set custom fields such as string,
number, date and checkbox appears. If you check such fields, items are
generated in blank custom fields.

3.5.3. Fingerprint

The next step of registration is adding user’s fingerprint templates to database.
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User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

X

1:1 Security Level

RinStation
Device ID | [3143] New BioStation  + | ['wiegand /RF ID Setup| | Device Default v
BioEntry
13t Template Zrd Template | Device Default w |
[ Duress [ Duress
Smart Card / RF 1D
e ———=1 | e
O D e e e O LI i L WL R
: -:ﬂx—g.-—u-_aa- E B R e S N Smartcard 5/
g — e SRS S S/M:0
e AN
A A P FLLLES =i,
Gt ARSI FF
I R R
TR, R AN SRR 0000
VR e FUTTT ey
Az L R ERARR
S e, il | Pittiwt N User D
I T S AL Vhinuahay
PR BRI S e UseilD:853
I .{ .{ &\\
o LRR
[ Bypass Card
[ Scan | [ Delete ] [ Werification Test ]

1]8 ][ Cancel ]

Templates can be enrolled by two methods:

® Enrollment using PC USB scanner

® Enrollment using BioEntry device connected to host PC

By default, USB scanner is used for enrollment. By enabling the Use BioEntry
as Enroll Station check box and selecting a device ID, BioEntry™ device is
used to get user’s templates. Up to 2 fingerprint templates can be included in

the user database.

® Acquisition of template

Press the Scan button and touch the same finger twice. If the acquisition of

template is successful, scanned template is depicted on the template window.

To register the second template for different finger, press the Scan button at the

right section.

® Enroliment of duress finger
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Duress finger can be enrolled to generate duress signal when the specified
finger is detected on the device. After a template is acquired, enable the Duress
check box to indicate that the template should be saved as duress mode.

Note : What is duress mode?

Duress finger can be used in a situation when one is threatened by a thief in
front of a door. If duress finger is entered, door is opened normally but it can be
set to sound an emergency alarm or ring an emergency call which has been
set as output port. For instance, in case of enrolling 2 fingers, the first finger
can be enrolled as normal finger whereas the second finger as duress finger.
Duress finger should be a different finger from a normal finger enrolled

beforehand.

® Delete fingerprint
To delete fingerprint, delete from the second fingerprint information on the right.
The first fingerprint information can be deleted after the second fingerprint
information is deleted.

® Test matching
In order to check that enroliment of template is properly completed, matching
test can be processed. Press the Test Matching button and touch the
registered finger on the specified device. Then, a message will appear to show
the matching result.

® Wiegand/RF ID Set up

Wiegand / RF ID X

=N 2 1 4 3] Mews BioStation [ GetWiegand! RF ID ]

UserID | 853 | Use User ID as RF ID |

Wiegand/RF 1D 000 - |0

[ Input¥Wiegand! RF 1D manually

[ Ok l [ Cancel

If you use BioStation RF or use the normal BioStation along with an external
Wiegnad card reader, you need to allocate the card ID to each user. Press this
button to designate the users’ card ID.
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3.54.

3.5.5.

= Get Wiegand / RF ID : If you press Get Wiegand / RF ID button,
BioStation RF (or external Wiegand card reader) will be waiting for the card.
If the user put his card to the BioStation (or to the external Wiegand card
reader), the Wiegand ID of that card will be registered as the user’s card ID.
Therefore, you can use this option to get the Wiegand ID from the card and
apply it to the user.
= Use User ID as RF ID : If you press Use User ID as RF ID button,
Wiegand card ID is entered as same as the user ID. This menu is useful
when the users were already using Wiegand cards of which card ID was
set as same as the user ID.
* |nput Wiegand / RF ID manually : If you press Input Wiegand / RF ID
manually button, you can enter the Wiegand / RF ID manually.
® 1:1 Security Level.
You can change the security level for the 1:1 verification of BioEntry and
BioStation. If a user’s fingerprint condition is very poor and he often fails in 1:1
verification, administrator may enroll his fingerprint after lowering the 1:1 security
level for that user.

Issue user smart card

BioEntry Smart basically operates with user's smart card containing user
information and fingerprint templates. Issuing is required to create the user's smart
card.

Issuing of user’'s smart card is processed on the user management window, which
is initiated by double clicking a user on the user list or by pressing the Register
New User button on the main window.

Smart card can be issues by two methods:
® |ssuing with PC USB smart card device
® |ssuing with BioEntry™ Smart connected with host PC

To use a BioEntry™ Smart as a card issuer, enable the Use BioEntry as Enroll
Station check box and select a device ID. Otherwise, PC USB device is used as a
card issuer.

Issue with PC USB smart card device

® Place the target smart card on the PC smart card device
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® Press the Write button to initiate issuing.

® The site key management window will appear at the first trial of issuing after
starting of BioAdmin software. Also, the window will appear if it fails to access
the smart card due to the mismatch of the site key.

® Type the current site key to access the smart card. If it remains blank, BioAdmin
software uses default key ( OxFFFFFFFFFFFF ) as a current site key.

® |[fit is desired to change the site key on issuing, enable the Change Site Key
check box and type new site key. Then, new site key is updated on the smart
card. The new site key should be correspondent with the site key on BioEntry
Smart device.

3.5.6. Issue with BioEntry Smart

® Place the target smart card at selected BioEntry Smart

® Press the Write button to initiate issuing. Since the site key management
information is stored on BioEntry, issuing is processed without requesting site
key.

3.5.7. User security level and all-time pass card (Bypass) setting

On issuing, security level can be specified for each user. By changing Security
Level dropdown list, user's security level can be specified from 1/1,000 to
1/100,000,000. If Device Default is selected, security level configured on BioEntry
Smart device is used.

To issue all-time pass card (bypass card), you can choose bypass card option.

Note : What is bypass card? Device authorizes a user with a card without

fingerprint authentication process.
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3.5.8.

User Data Information

Uzer Information | Custorn Fields | Fingerprint | Uzer Time Attendance Rule

%)

1:1 Security Level

BioStation
Device D |[3143]New BioStation v | |'wiegand /RF ID Setup| | Device Default v |
BioEnty
13t Template Znd Template | Device Default w |
DDureas DDureas St Card /FE 1D
mark L.ar
S || [T P
[ SR L T ML R ]
: _‘:J_”_F_ﬂ__q__q__&&_ ; fﬁ?f;jﬁ_ﬂﬁ::ttk - Smartcard 54
RIS R P
g, ..
A A =un REREES S SRR
R AR b SRR TR RF
I L s R R N
Pl N R RN R 000-0
VNN NI ERN O IEAREAR RS SRR
ot = YRR
P e NN |$’H| R User D
L AR NN HIHARRNY | seinss
A |
o.F ¢ LR
[] Bypass Card
[ Scan | [ Delete ] [ Verification Test ]

ak ][ Cancel ]

Wiegand string setting using ID card

On issuing a smart card, the specific Wiegand string contained in customer’s ID

card can be transferred to the smart card. For this operation, RF Wiegand device
should be connected to the Wiegand input port of the selected BioEntry device.
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3.5.9.

3.5.10.

3.5.11.

Bead Wiegand String E|

Device (D : [943] Mew BioEntry [ GetwWiegand String ]

User|D: |0
YWiegand String

[ ]wwrite Wiegand String As Itls

Cancel

Detailed operations are as follows.

Press the Wiegand String Setup button

Press the Get Wiegand String button and touch the ID card containing
Wiegand string on the Wiegand device.

The Wiegand string received from the device is displayed on the user
management window.

Enable Write Wiegand String As It is check box to use the Wiegand string
instead of the user ID

Press OK button to issue the user’s smart card. Then, the received Wiegand
string is stored on the smart card. If the check box is disabled, the Wiegand
string converted from user ID is written to the smart card.

Read issued smart card

The information stored on the issued smart card can be retrieved by Read Card

button on the user data information window. When PC USB smart card device is

used, the site key management window will also appear if the site key is

mismatched. In reading process, the site key change option is neglected.

Card format

Formatting is the process of erasing issued information on the smart card. The

Format Card button on the user data information window initiates formatting

process. The site key change option is effective in this process.

Notes on card issue
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3.5.12.

3.6.
3.6.1.

3.6.2.

3.7.

® Before writing on a new smartcard, you should format the new smart card first.
® Site key is not stored in BioAdmin software to improve the security of the
system.

Note : It is the necessary for the administrator to remember and keep in secret
the custom site key for proper management of the system. Also, please pay
keen attention to changing the site key on the smart card.

® [f writing to smart card is stopped accidentally in issuing process, the smart card
might be corrupted and irrecoverable. Be careful to avoid accidental stop in
writing smart card.

Rules on user T&A event control

This menu is used to set user time attendance rule. For the detailed operation,
refer to Chapter 12 Report.

Delete checked user
Delete checked user from BioAdmin software

Delete checked user information on user list window. If you check a user and click
delete checked user in task box, a message “do you want to delete checked
(selected) user?” appears. If you press ok button, checked user is deleted from
BioAdmin of the host PC.

Synchronization deleted user information with device

If you transfer remaining user information after deleting a specific user, you can
also delete such deleted user information from device.

Transfer checked user to device
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X

Select a Device

] al Devices

VI8 BioAdmin Server
]k [1334] Mew BioStation
% 192.16%.1.254
V58 [254] Mew BEACON
I8 [943] New BioEntry
I8 [1050] Mew BioEntry

% 192.168.1.74
'i [1539] Mew BioStation

Cwverwirte users with different information

Ok ] [ Cancel

Transfer checked users to device is to transfer user DB in host PC to device. To
run a device, user data including fingerprint information should be transferred to
device after user enroliment.

User information such as user ID, finger scan information, access group and
security level is transferred through this process. Transfer procedure is processed
in selected device, selected group or all devices linked on network. In how to select
(check) user, user information can be transferred selectively.

Detailed operating process is as follows.

® Check a user to transfer.

® Press transfer checked users to device button.

® Select a device on select device window.

® In case user ID is same but user information is different, if you check overwrite,
data in host PC will overwrite the same user’s information in device.

® [f not able to find a selected user in device, new user data is transferred from
host PC database to device.
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3.8.

3.9.

Delete checked users from device

On user list window, enrolled user can be deleted by delete checked user from
device button.

Detailed operating process is as follows.

® Select a user to delete

® Press delete checked user from device button on task window.
® Select a corresponding device on select device display.

® Selected (checked) user is not deleted on host PC user list. To delete it from
host PC user list, press ‘delete checked user’ button.

Note : Be careful in selecting a device in a network because it is a task to
delete user information from selected device.

Manage users in device

Manage users in device is to upload user information from device to host PC
database. User information such as user ID, fingerprint information, access group
number, security level is uploaded thru this process.

In this menu, you can upload user database selectively from chosen device on
network.

Select Target Device E|
Device List Ternplate Infarrnation
{3 All Devices User D Nurnberof T.. | Access Grou.. Security Lavel Check
(@ Bioadmin Berver
& [1334] New BioStation
S 1921681264
B8 [254] Mew BEACUN
B [943] Mew BioEnry

853 2000 Mone Device Default Game
861 2 (0) haone Dievice Default Same
Q34 2 (0) Maone Device Default Same
1144 2000 Mone Device Default Game
1205 2 (0) haone Dievice Default Same

oooooooood

3: [1050] Mews BinEntry 2(0) MNane Device Default Same
4465 2000 Mone Device Default Game
4582 2 (0) haone Dievice Default Same
4583 2 (0) Mone Device Default Same
4684 2000 Mone Device Default Game
l Check All H Uncheck All H Check Reverse ”De\ete Selected Users]
| checksame Users |[ Check Diflerent Users || checkNew Users |[ Delete All Users |
[JHide Same Users
Users [ 10 Templates | 20 (40 [ cetromDevice || Close |

Detailed operating process is as follows.
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® Press Manage users in device button.

Select a corresponding device on device list window.

Under device list window, you can see user and number of fingerprint

information enrolled in the selected device.

® User classification

Same user : user whose user information in BioAdmin software
corresponds to user information uploaded from device.

Different user : user whose user information in BioAdmin software doesn't
correspond to user information uploaded from device.

New user : user information uploaded from device doesn’t exist in
BioAdmin software. it can be construed as surplus user in device.

® Color classification

Same user : indicated in yellow.
Different user : indicated in red.
New user : indicated in white.

® Check classification

Check all: check (select) all user information

Uncheck all : to uncheck after checking all user information

Check reverse : to uncheck checked user or check unchecked user
Delete selected user : to delete selected user

Check same users : select users whose user information in BioAdmin
software corresponds to user information uploaded from device.

Check different users : select users whose user information in BioAdmin
software doesn’t correspond to user information uploaded from device.
Check new users : select users who are enrolled in device only but do not
exist in BioAdmin software.

Delete all : to delete selected users and the other all users

® Hide same users

If you press check same users, checkbox of a user whose data is same both in

device and host PC is checked. If you display hide same users, these users can

be hidden on finger scan information window.

® Get access group data

Check a checkbox of get access group data and execute Get from device, to

upload user access group information.

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual

118

3.10.

3.11.

Synchronize all users

Synchronization all users button transfers all user data base in host PC to device

and surplus users remaining in device only are deleted. User information such as

user ID, fingerprint information, access group number and security level is

uploaded thru this process.

Select a Device

] al Devices

VI8 BioAdmin Server
]k [1334] Mew BioStation
% 192.16%.1.254
V58 [254] Mew BEACON
I8 [943] New BioEntry
I8 [1050] Mew BioEntry

% 192.168.1.74
'i [1539] Mew BioStation

Transfer all users to device and delete redundant users in device

X

anly.
Ok ] [ Cancel

Detailed operating process is as follows.
® Press synchronize all users button.

® Select applicable device on device list window.

® Press select button to transfer user information database in device from host

PC to device.

deleted.

Note : By transferring all users to device, surplus users in devices will be

Export to file

The Export to file button initiates saving information of selected users in CSV

format. Fingerprint templates are not included in this exportation. Exported CSV file
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can be edited using Microsoft Office Excel or usual text editor.

Detailed operations are as follows.
® Check on the users to export.

® Press the Export to file button.

User Data Export [5_(|
Select fields to export
Field list Selected Field list
~ User ID
Mobile 3 User Name
Access Group *=| |Company
Access Group2 Department
Access Group3 Title
Access Groupd = Gender
Issuing Date
Expire Date Diate of Birth
Card Na. = | |Hobby
Fax. Room Mo.
IP Addr. =
Amemorial day ==
Married w

[ I\Jext(ND] ’ Cancel ]

® Select fields to export. You can select the target fields simply by moving the
target fields from Field list to Selected Field list.

After selecting the fields, press the Next button.
Select a file to export.

After selecting the file, press Next button.

Press Export button.

Ezporting

(X

Export Result

Exporting success

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi
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3.12.

Import from file

The Import from file button is used to upload user database from an external
database to BioAdmin Software user database. User list saved as CSV (Comma
Separated Values) format can be loaded into user database list.

Detailed operations are as follows.

® Press the Import from file button.

(%)

Importing

Select File to Impaort

Fi|e| |[ Browse ]

Preview

Cancel

® Select a file to upload.

® After selecting the file, you can see the content examples of 5 users on the
preview window. Check the preview window to confirm the selected file is the
right file from which you want to upload the database.
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X

Importing
Select File to Import
File |E:\Dcu:ument$ and Settingsitesteriy Documentshlest ooy | I Browsze ]
Freview
Columni Column2 Column3 Columnd Columng [
253 Drongzuk, Suh Suprema R&D be
aE1 M akwan Lee Suprema R&D
334 ChangGyun Lee Suprema MES be
1144 Hoyoung Gyoung Suprema R&D E
1205 Gunzaeng Shin MES b
s >
cBack | Mest: | [ Cancel

® |[f the file is correct, press the Next button.

® Select a column to upload.

X

Importing
Field Setup

Colurmn Order Data Sample User list field
Column 853 Uzer D
ColurnZ .
Calumr Setup Field _
Columnd e,
Calumnb Select Column to ge.
Column Z | ge.
Colurmny ne.
Colurmng ge.
Columnd ] [ Cancel l [Remnve Field] e
Colurmnd e
Colurmnl ge.

< Back ” Ment » ][ Cancel

® Press the Upload button.
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Importing

Import R ezult

Importing user list

IlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘

Import

< Back

Finizh ] [ Cancel
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4.

Device Management

By selecting the Device Management menu, the device management page is

updated on the main window.

Task Box

E BioAdn in Software

Device Configuration

User Management Device Management Ackess Caontrol
Device Configuration

Device Management
Task

@’ Search Device

B add Mew BEACON
B Remove Device
@y Check Status

(g Refresh Device List

Device Tree

ERF:] All Devices
=% 192.1681.50
[1326] Mew BinStation
BF 192188121
& [1325] New BioZtation

Q User Management

@ Devick Management

SmariCard

8§ Acceds Control

Q Monithring

@i Log List

E@ Reponts

Device Info

Operation Mode \Nelwurk Setting | Function Key | Device Setting | Image & Sound | Motice

EENE
BT

Mode Configuration

BioStation Time

Basic Configuration

=)

Total Device |

\_ »,

M  Suprema Inc.

Device Tree

Device management page is divided into 3 sectors:

® Device configuration

The configuration set up window shows the current configurations of networked
BioEntry, BioStation, and BEACon. Also, this window shows the configurations

to be changed.

® Task box

The Task box includes buttons to control basic operations of the Device

Management page.

® Device Tree
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The Device Tree window shows the network condition of connected BioEntry,

BioStation, and BEACon.

41. Search device

To search new BioStation or BioEntry device and add, click search device menu in

task box. If add new device window pops up, select a device for search from
BioEntry or BioStation and select serial port, TCP/IP (Ethemet) or USB device
according to interface between device and host PC. Of these, USB connection is

available only with BioStation.

41.1. Serial port

In case device and host PC are linked by serial network, set applicable COM port
of host PC and select baudrate. Default baudrate of BioStation, BioEntry and

BEACon is 115,200 bps.

Add Mew Device

() IJSB Device (BioStation)

() USB Virtual BioStation

(") Search BioEntry (%) Search BioStation
{(*) Serial Part

COM Port [ COmM2 » | Baudrate (115200 (v
CITCRIP

P Addr Fort

Search

Searching COM2

Detected Device Mew BioStation - 15349,
Finizh Device Search

1 device(s) found.

Ok l ’ Cancel

X
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4.1.2.

Press search button to display search result. Press ok button to display searched
device on device list. The number in bracket [ ] ahead of searched device name is
device ID. To change device name, place a cursor on applicable device and press
the right button of the mouse to display a menu. Choose ‘change name’ then input
window appears where a new name can be entered.

Device Tree

- @ All Devices

o COMZ
R [1539] Mew BioStation

Ethernet

In case device and host PC is connected by Ethemet, enter IP address and pot in
TCP/IP field on add new device window.

In case of BioStation and BEACon, IP address can be checked in device. For
details, refer to manual of each device. In case of BioEntry, Ethernet interface is not
supported but can be linked by Ethernet using Ethemet to Serial converter in host
PC. Input IP address of mounted Ethemet to Serial converter.

Input 1470 for all ports.
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x)

Add Mew Device

() Search BioEntry (%) Search BioStation

() Serial Port

COM Port Baudrate

(& TCRIP

P Addr | 192 . 188 . 1 . 27 | Port 1470

() USB Device (BioStation)

() 1JSBE virtual BioStation

Search

Searching 192168127 (port:1470)
Detected Device Mew BioStation - 1539,
Finish Device Search

1 device(s) found.

Ok Cancel
||

Once device is linked correctly with network, searched device ID appears with
bracket [****] under port on device tree window.

Device Tree

= @ All Devices
= 192.168.1.27
[1539] Mew BioSkation

41.3. USB device

In case of connecting BioStation with host PC by USB, select USB device and
search.
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Device Tree

=Q¢:] All Devices
-5 I5E Device
W [1325] Mew BioStation

414. Virtual Terminal

You can use a USB memory as a virtual BioStation terminal. After connecting a
USB memory to BioStation, store the necessary information such as user
information, log, and various setting values of the BioStation. Then, by connecting
the USB memory to the host PC, you can utilize most of the BioAdmin menus with
the connected virtual terminal.

Note : To use a virtual terminal, OS of your host PC should recognize the USB
memory as a correct USB drive. Thus, user should not change or remove
the file in the USB drive.

You can add a virtual terminal to the network by the following procedures.

® Register a USB memory as a virtual terminal. You can do so with the Initialize
menu of the Network / USB memory menu on BioStation. For the detailed
operation, please refer to the BioStation User Guide.

After registering a USB memory as a virtual terminal, connect it to the host PC.

Check whether your host PC properly recognizes the virtual terminal as a drive.

o

o

® Select the virtual terminal on the Search Device menu.

® Select the drive of the connected virtual terminal and press Search button.
o

After finding the virtual terminal, press OK button.
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x]

Add Mew Device

() Search BioEntry {(*) Search BioStation
() Berial Part

COM Port Baudrate
I TCPIP

P Addr | Port

() USB Device (BioStation)

{(*) IUSB Virtual BioStation

Search

Scanning LISHE Devices

Detected Device Virtual BioStation - 1563,
Finizh Device Search

1 device(s) found.

Ok Cancel
||

Levice Tree

= @ all Devices
=g Wirtual USE Device(1: W)

R [1563] Wirtual BioStation
=3 192.168.1.250
= B8 [250] Mew BEACOR

4.2. Add New BEACon

Searching and adding process of BEACon.
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Add BEACon

%)

) Serial

oM Port Baudrate

& TCRIP

IF Address 1892 168 . 1 . 2450 Fort 1470

Mew BEACON

BEACaon ID 250 Update Aftached BioEntry

BEACon Mame | Mew BEACGoOR
BioEntry #1 21929

BioEntry #2 943

Ok Cancel
||

Detailed operations are as follows.

Press the Add New BEACon button on the task box.

Select the communication method between Serial and TCP/IP.

In case of serial, set COM port and network baudrate and incase of TCP/IP,
input IP address of BEACon to add. For how to check IP address in BEACon,
refer to BEACon manual.

Input BEACon ID to add in BEACon ID field. For how to check ID in BEACon,
refer to BEACon manual.

® Designate and input BEACon name in Name field.

® [f you press update attached BioEntry button, it starts searching applicable

BEACon and linked BioEntry device.

As a result of search, linked BioEntry ID is indicated in BioEntry #1 and BioEntry
#2 fields. In case of failing to search BEACon due to wrong input of IP address
or ID, none is indicated here.

Press ok button to view searched BEACon and linked BioEntry on device list.
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Device Tree
=Q5:] All Devices
=% 192,168, 1,250

=& [250] Mew BEACon
[21929] Mew BioEntry
[943] Mew BioEntry

4 3. Remove device

® Select a device on task list and click Remove Device on task box to remove

the selected device. You can also remove a device by selecting a device on

device list and clicking a right button of the mouse.

® You can remove virtual terminal from the network by the following procedures.

= Select a virtual terminal on the device tree and click the right button of your

mouse.

= Safely Remove USB Memory: Click this menu to detach the virtual terminal

from your host PC after storing data on it. If you detach the virtual terminal

while storing or using data, it can cause a data loss from the virtual terminal

= Delete All Device From USB Memory: Remove the data of all virtual

terminals from the USB memory. To use the USB memory again as a

virtual terminal, you need to register the USB memory as a virtual terminal.

= Delete Device from USB Memory: Remove the data of the selected virtual

terminal from the USB memory.

Device Tree | BioStatiol

= @ All Devices ‘

[1563] Check. Status

= ?: 192,168.1, Safely Remove LUSE Memory
=88 [zs0]n

=§= [22  Refresh Virtual Devices Lo

= ?: 192.168.1  Delete all Device from USE Memary s

T [1811] Mew Biostakian )

=3 Comz

& [1539] New Biostation

! =3 Com1

& [1050] New BicErkry
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Diavice Tree | BioStation

= @l all Devices ‘ Date

=55 Wirtual USE Device(2; )

g ?: 192,168, 1,250 Check Status

= % [250]Mews | Safely Remave USE Memary

Y [22547] h

= ‘?’ 192.168.1.60 Delete Device from USE Memary
& [1811] New BioStation i

= F come 141 Veri
& [1539] New BioStation
= com TeAFL

& [1050] New BioEnkry

44, Check status

Device’s current status is classified by device icon on device list window.

@ |[f a device is connected, icon is active.

Iﬂ Hefresh Lewvice List

Device Tree

= @ All Devices
=% 192.163.1.250
=2 [250] Mew BEACoN
W [22547] New BioEntry

= 192.168.1.60

& [1811] New BioStation
= comz

& [1539] New BioStation
= Coml

© [1050] New BicEntry

® |[f a device is not connected, icon is inactive.
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L I

Device Tree

= @ All Devices
- g 192,168.1.250
=55 [250] Mew BEACon
U [22547] Mew BioEntry
=% 192.168.1.60
‘b [1811] Mew BioStation

=g comz

Rk [1539] Mew BioStation

=3 comt

& [1050] Mew BioEntry

Status of each device is updated in case of the followings.
® \When BioAdmin software starts

® \When a device is selected anew

® \When clicking check status menu

® \When connecting BioStation to host PC via USB

4.5. Manage BioStation device

If you select BioStation on device list, the device setup window of selected
BioStation is updated on main window.
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B BioAdmin Software

i System  User Management Device Management  Access Contral

Device Management Device Configuration

Task
o Device Info
g searchDevice Device Mame | New BioStation Device ID 1539
B add New BEACoN
,g: Remaove Device Device Type BioStation BST-0C Firmware Version | ¥1.21_070222 ¥01
Ty Check Status
@ Refresh Device List Operation Mode | Mebwork Setting | Function Key | Device Setting | Image & Sound | Motice | Wiegand
T BioStation Tirme
= [@ ANl Devices Date 24282007 * | C8yne with Host PG Time
=8 BioAdmin Server x
& [1334] New BioStation 101747 PM - 7 -
5 GetTime SetTime
= F 1921681254 Time i ] [
=B [254] New BEACON
[943] Mew BioEntry Basic Configuration
[1050] Mew BioEntry
5 T 192.168.1.74 hode Configuration
T [1538] New BioStation 121 Werification Fingeror Passwo | 1:MIdentification | Auto v
Té&AFunction kKey Function Key -
Encryption Infarmation
Encryption Disable
ﬁ User Management
@ Device Management
SmartCard
8§ Access Control Refresh ] [ Apply ] l Apply to Others ] [ Setto Default
?g Log List
Q Monitoring
EW“ Reports
Total Device : 5 m Suprema Inc,

Device setup window is divided into 2 areas.
® Device information

Device information displays type, name, serial number and FW version of
selected device.

® Configuration window
Configuration window shows settings of selected BioStation device and enables
user to correct those settings. Configuration menu consists of separated tabs,
i.e. operation mode, network, setting, function key, device setting, image &
sound, and notice.

At lower part of configuration window are 4 buttons, i.e. refresh, apply, apply to
others and set to default.
= Refresh : call device setting again.
= Apply : apply corrected setting on the current window to device.
= Apply to others : apply corrected setting on current window to another
device. Device can be selected on select device window.
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= Set to default : change setting as default. To apply this value to device,
make sure to press apply button.

451. Device information

You can check device name, device type, device ID and firmware version of
selected BioStation. Device ID number and firmware version are necessary
information to check a product for technical support after installation.

45.2. Operation mode

® Time setting
Date and time shown first are those read from BioStation. If you click get time
button, it reads date and time from BioStation once again.
Method of BioStation time change is divided into direct input and
synchronization with current PC time.
= Directinput : either input numbers directly in date and time window or place
a cursor on a number and click up/down arrow keys for input. Press set
time button after input to transfer input date and time to the selected
BioStation.
= Synchronization with PC time : check sync with current PC time and set
time button, then selected BioStation time is set by current PC time.

BioStation Time

Date 8¢ 812006 : [ Syne with Host PC Time

Time 11:00:43 AM - [ Get Time ][ Set Time
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® Mode setting

1:1 verification : if you select 1:1 verification on BioStation, user ID should be
suggested first and then the user should authorized himself with his fingerprint

or password.

1:1 verification How to suggest User ID How to authorize
Finger or Password Enter User ID or Put the card Put finger or enter password
Finger Only Enter User ID or Put the card Put Finger
Password Only Enter User ID or Put the card Enter password
Card Only Put the card
Finger or Password : User should suggest his User ID by entering User ID on
the keypad or by putting his card to the BioStation RF. After
suggesting his User ID, user should verify himself with his
fingerprint or password.
Finger Only : User should suggest his User ID by entering User ID on the

Password Only

Card Only

keypad or by putting his card to the BioStation RF.
After suggesting his User ID, user should verify himself with his
fingerprint.

: User should suggest his User ID by entering User ID on the
keypad or by putting his card to the BioStation RF.
After suggesting his User ID, user should verify himself with
password.

: User can verify himself only by putting his card to the
BioStation RF.

= 1:N identification : in 1:N identification, user is authorized by fingerprint
without user ID input. About how to start fingerprint input, user can choose
one of 3 modes, i.e. auto, OK button and none. In auto mode, because
BioStation sensor is always on as standby mode, scan starts right after a
finger is placed on the sensor. If you choose OK button mode, place a
finger after pressing OK button on BioStation when entering fingerprint. In
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453.

case of not using 1:N mode but using 1:1 mode only, choose none mode.
T&A function key : T&A function key is to enter T&A event before entering
fingerprint for T&A control such as in, out, in duty, out duty. In BioStation,
usually from F1 to F4 function keys are used for this and, if necessary,
function key can be increased up to 16 keys. T&A key mode can be
chosen from function key mode and none mode. In case of using
BioStation for exclusive use of access control, choose none while in case of
using for T&A control, choose function key. Pressing T&A key on BioStation
first and then enter fingerprint to record applicable T&A eventin a log. In the
future T&A software, this log information can be used for various T&A and
salary control data.

In case of changing settings such as various modes, changes are applied only
after apply button is pressed. For detailed explanation on buttons at lower part
of a window, refer to the previous page.

® Encryption Information

Encryption: if you use encrypted template, encryption is Enable.

Network setting

This window shows setup for various networks of a device. As per interface

methods, it is divided into LAN, serial, and USB.

® LAN
In network setup list box at upper part of a window, set whether or not to use
LAN and if yes, whether to use cable LAN or wireless LAN. Specify a port as
1470.
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H BioAdmin Software

i System User Management  Device Management  Access Control

Device Management

Task

%’ Search Device

B Add New BEACon
" Remove Device
Wy Check Status

@ Refresh Device List

Device Tree

= [@ ANl Devices
= @ BioAdmin Server
& [1334] New BioStation
=F 192.168.1,254
=B [254] New BEACoN
[943] Mew BioEntry
[1050] New BioEntry
= 192168174
& [1539] New BioStation

g User Management

@ Device Management

SmartCard

8@ Access Control

@ Log List

Device Configuration

Device Info

Device Name Mew BioStation Device ID 1639
Firmware Yersion | V1.21_070222 ¥01

Operation Mode | Network Setting |Functmn Key | Device Setting || Image & Sound | Motice | ‘Wiegand

Device Type BioStation BST-0C

LAN Type Ethernet - Port
WLAR Setting

1470

TCPIAP (& Get IP address by DHCP (O SetIP address manually

Lo o
Serer Sefing (O Use &) NotUse

Serial Port

RE-485 115200 - R5-232 115200 -

USB port

(&) Enable USB port () Disable USH port

[ Refesn | [ esow | [aeebtoothers | [ SettoDemaut

Q Monitoring

EW“ Reports

Total Device : 5

m Suprema Inc,

® Setup wireless LAN

To setup the wireless network, you need the following procedures.

First, you need an access point. Each access point has its own SSID, and, in
some cases, it use the data encryption. BioStation supports WPA PSK and
WEP as the data encryption methods. Refer to the manual of your access point
device and check whether it is using the data encryption. If yes, you need to
check the type of the data encryption.

WILARN Setting
Presst  |Preset#1 v Change Setting
Preset hio_linksys ESSID hio_linksys

Auth mode  Open System Encryption  WEP

= Preset: To activate the wireless network, you should select one of the 4

preset. Of course, you can not use the wired LAN upon using wireless LAN
function.
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BioStation WLAN Setting

FPreset Mame

ESSID
Wireless Metwork ey

hio_linksys

Mletwork Authentication Dpen System “
Encryption Strength WWEP hd
Metwinrk Key
Canfirm kKey

0]24 l ’ Cancel

= Preset Name: preset name is displayed on the BioStaiton using WLAN

setting.

= ESSID: ESSID is the unique ID of the access point. To check the ESSID of
your access point, refer to the manual of your access point or ask your

network administrator.

= Auth mode: You can select the network authentication open system,

shared key and WPA-PSK. It must have same setting to authentication of

access point. You can see this setting on security page in access point

setup application.

= Encryption Strength: You can select the encryption strength between WEP
and WPA-PSK. By selecting WEP or WPA-PSK, you can encrypt the
communication data between access point and BioStation.

= If the BioStation is too far from the access point, or there is an obstacle

between BioStation and access point, the network can be interrupted. Also,

the wireless network may not be successful due to the unique

characteristics of the access point. Thus, it is highly recommended to have

another network method rather than wireless LAN.

® Setup cable LAN
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In BioStation settings, choose whether to get IP address automatically or set
manually.

In case that IP address is automatically assigned to DHCP in BioStation, check
‘get IP address automatically’. In case of not using DHCP, check ‘set IP address
manually’ and set IP address, gateway, subnet mask and DNS. Changing LAN
setting like this is required to set IP address in order to connect Serial or USB
linked BioStation by LAN or to change IP address of BioStation connected by
LAN to another address.

Max Conn means the maximum number of host PCs. Server-Client application
is available only when the system is networked through Ethemet. If the system
operates as server-client, users can operate the BioAdmin Client program from
multiple host PCs. However, if the system is not operated as BioAdmin Server-
BioAdmin Client but connected just as normal Ethernet, there will be a limit to
the maximum number of host PCs to operate BioAdmin at the same time. For
example, if you select this menu as 4, you can operate the BioAdmin program
on 4 host PCs at the same time.

® Server Setting
This menu shows that the BioStation is connected to the server.

You can connect the BioStation to the server by checking on Use option and
entering the server IP and server port.

If you connect a BioStation to the server, existing Etheret connection of the
BioStation is disconnected and the BioStation is connected to the server. It
may take a few minutes to reconnect to the server depending on the network
condition.

If you check on the Time sync with Server menu, the time of BioStation will be
automatically set as the time of the server.

If the network between a BioStation and BioAdmin Server is not stable, you can
reconnect the BioStation to the server. Select the BioAdmin Server on the
device tree window of Device Management menu and press the right button of
your mouse. Press the Reconnect Server menu. You can also find this
Reconnect Server menu on the System menu of Command Menu Bar.
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454.

® Serial
Set baudrate of BioStation’s RS485, RS232 ports. Default is 115,200 bps. As to
serial, in case of any trouble in condition of cable, lowering baudrate can be a
solution.

® USB connection
Select whether or not to allow connection with host PC via USB port of
BioStation. As USB port is exposed to outside, in some cases, connection is not
allowed for security reason.

Function key

Function key is to input T&A event before fingerprint input for T&A control such as
in, out, in duty or out duty. In BioStation, usually, function keys from F1 to F4 are
used and if necessary, it can be increased up to 16 keys. Pressing function key on
BioStation first and then enter fingerprint to record applicable T&A even in a log. In
the future T&A SOFTWARE, this log information can be used for various T&A and
salary control data.

In respect of function key in BioAdmin software, reference needs to be made to all
explanations on T&A event rule in both device management menu and report
menu.

Function key setting in device management menu is to set T&A event message
shown on BioStation display whereas T&A key setting in repot menu is to set T&A
event message applied when creating T&A report. In BioStation log, actual T&A
event message is not recorded but the number of pressed T&A key is recorded.
BioAdmin reads this value, refers to the table between previously defined function
key and T&A event and generates suitable T&A report. Thus, function key set in
this chapter doesn’t show in an actual BioAdmin report or upon log check.
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B Biosdmin Software EHE|E|

i System User Management  Device Management  Access Control

Device Management Device Configuration

Task

Device Info

g search Device Device Name Mew BioStation Device ID 1639
B Add New BEACon
’g: Remove Device Device Type BioStation BST-0C Firmware Yersion | V1.21_070222 vd1

Wy Check Status
@ Refresh Device List Operation Made | Metwark Setting | Function Key | Device Setking | Image & Sound | Motice | \Wiegand

Device Tree T&A Function

= [@ Al Devices Function Key Setting
= @ BioAdmin Server

& [1334] New Biotation Function ‘ In
= 192.168.1,254 -
=B [254] New BEACoN Use this Event
[943] New BioEntry [¥] Activate Relay by this Event

[1050] New BioEntry
= 192168174
& [1539] New BioStation
Assigned Key Information

1:MNone 2 MNone | 3 MNone | F1:In[R] |
4 MNone | 5 Mone | fi - Mone | F2:0ut |
7 MNone | 2 Mone | 9 None | F3:InDutv[R] |
g User Management
@Deviceh‘lanagement CALL : Mone | 0: None | ESC : Mone | F4: Out Duty |
SmartCard R Relayinuse
8@ Access Control
Refesh | [ apov | [ Asobtoothers | [ ssttoDefault |
@ Log List
Q Monitoring
EW“ Reports
Total Device : 5 m Suprema Inc,

Set 16 keys in device and choose one out of 16 function keys to check function key
event message displayed on BioStation LCD, use of this function key and relay
use.

= Choose a function key to set.

= Enter event name in function field.

= Decide whether or not to check use this event.

= Decide whether or not to check activate relay by this event. Relay is

usually linked to door lock control device and used to open/close a door.

4.5.5. Device Setting

This window is to check and change various settings of BioStation
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H BioAdmin Software

i System User Management  Device Management  Access Control

Device Management Device Configuration (7]
Task
) Device Info
g searchDevice Device Name Mew BioStation Device ID 1639
B Add New BEACon
’Q‘ Remove Device Device Type BioStation BET-0C Firmweare Version | ¥1.21_070222 V01
Wy Check Status
@ Refresh Device List Operation Made | Metwork Setting | Function Key | Device Setting | Image & Sound | Motice | \Wiegand
Device Tree Fingerprint
= @ All Devices Security Level v FastMode Narmnal v
= @ BioAdmin Server
& [1334] New BioStation Image Quality Mormal ~ | View Image Yes v
=F 192.168.1,254
=B [254] New BEACON Bensitivity TiMax) - Sean Timout 10 v
[943] Mew BioEntry
[1050] New BioEntry
=% 192.168.1.74 LGITSEL
& [1539] New BioStation Input 0 Digabled v Input1 Digahled “
Output 0 Disabled R Output 1 Disabled 4
Tarper Switch | Mong hd Curation(ms) 1000
Relay
g User Management Driven By All Events v Dwration(sec) 3
@ Device Management Lock Time Maone v Interphone Disable 4
SmartCard Unlock Time Mone v [ Relay On ] [ Relay OF ]
8@ Access Control
Refesh | [ apov | [ Asobtoothers | [ ssttoDefault |
Eiﬂ Log List
Q Monitoring
EW“ Reports
Total Device : 5 m Suprema Inc,

® Security level

Security level can be chosen among normal, secure, and most secure.
Internally security level adjusts FAR(False Acceptance Ratio). As FAR and
FRR(False Rejection Ratio) are in inverse proportion to each other, the higher
security level is the more FRR increases, so does FRR. Default is normal.

® |mage quality
Decide standards by which the quality of input fingerprint image is over certain
level. You can choose from weak, normal, and strict. Default is normal.

® Sensitivity
Sensitivity decides sensitivity of detecting a finger. In high sensitivity, finger input
is accepted more easily but if sensitivity is lowered, input fingerprint image gets
more stable as fingerprint is captured only when fingerprint covers more than a
certain part of a finger. In case of optical model, sensitivity can be moderated by
lowering setting of sensitivity against the rays of the sun. Default is 7 (Max)

® Fast mode

In case more than hundreds fingerprints are saved in device, 1:N mode may
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take longer. If you set fast mode as fast or fastest, performance is somewhat
low but 1:N recognition can take less time. Default is normal.

® \iewimage
User can choose either to yes or no to view or hide input fingerprint image on
LCD display of BioStation. Default is yes.

® Scan timeout

User can designate the standby time when entering fingerprint. If a user doesn’t
enter fingerprint within this time, it is construed as input failure. Default is 10 sec.

® Input/Output setting

BioStation provides 2 respectively programmed input and output which can be
connected to external device. In input/output menu, set input/output port.

InputiCoutput

Input 0 Dizahled w Input 1 Dizahled “
Cutput 0 Disabled w Cutput 1 Tamper Switch L
Tamper Switch Mone v Duration{ms) 2000

= |nput port setting : 2 ports of input 0 and input 1. Choose from exit switch
and disabled.

= Qutput port setting : 2 ports of output 0 and output 1. Choose from duress,
tamper switch, authentication success, authentication failure, and disabled.
Signal output time of output port can be set in msec unit.

= Tamper switch : in case BioStation case is open, choose whether or not to
set system lock mode for security reason.

= BioStation relay setting (driven by) : user can change relay setting in
BioStation. Choose from all events, selected events and disabled. In case
of all events and selected events, user can set door open time.

= Open time/close time : door open time and close time can be set
separately by day / holiday group. It should be set in advance in time zone
setting on access control menu.

= Duration (sec) : relay running time as per set event. Once door is released,
door can be locked again after set door open time.

= Interphone: Enable this option when you are using a interphone along with
BioStation.

= Relay On / Off : Administrator can control the relay of the BioStation by
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456.

using this Relay On/Off menu.

Note : overall system door open time is computed by adding door lock open

time and device open time.

Image & sound

Menu to set background, sound effects and other display/sound of BioStation. User

can set desired background, notice and log image and also change sound effect fit

for user’s style.

Change background
In this menu, user can change background image of BioStation. BioStation
background can be chosen from logo image, slideshow, and notice. Image file
format which can be uploaded to background are varying, i.e. JPG, GIF, BMP
and PNG but size is fixed as 320*240 pixels. In case the size of image file to
upload is different, adjust image size using graphic tool.
In background, user can choose and upload one image file as background of
logo image and notice. As for slideshow, maximum 16 image files can be
uploaded and it shows images in tum at a set interval.

Change sound effects
In this menu, user can change sounds of device or check current sound effects.
Sound effects of device consists of 6 sounds in total, i.e. start sound when
device is turned on, button sound when pressing a button, scan success sound
when finger scan is successful, question sound when pressing a ESC button,
error sound when finger scan failed, detect finger sound when a finger is placed
on fingerprint sensor.

Note : the size of sound file can’t exceed 512KB and sounds may not change

depending on the format of the file.

Display/sound setting
= Language : choose language used for menu and various messages on
BioStation LCD display. Language can be chosen from Korean, English
and Custom.
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B BioAdmin

Software

i System  User Management Device Management  Access Contral

Device Management Device Configuration
Task
) Device Info

@ search Device Device Narne | New BioStation Device ID 1538
B Add New BEACon
E: Remove Device Device Type BioStation BST-0C Firmware Yersion | ¥1.21_070222 %01
% Check Status
@ Refresh Device List Operation Mode | Network Setting | Function Key | Device Setting | Image & Sound | Matice | Wiegand
Device Tree [I5ound
= Gy all Devices Status v File

= @ BinAdmin Server Start

& [1334] New BioStation Gran Success
= 192.168.1,254 =
=B [254] New BEACON Question
[943] Mew BioEntry Button
[1050] Mew BioEntry Detect Finger
=-F 192168174
& [1539] New BioStation
Dizplay/Sound
Language Karean v Background Logo v
Q Py o T tarrer: Sub Infio Time v|  volume 10 % v
@ Device Management Menu Timeaut |20 see | MsyTimeout | 2sec v
SmartCard Resource File | Mo Change v
8@ Access Control
Refresh ] [ Apply ] [ Applyto Others ] [ Setto Default
Gg Log List
Q Monitoring
EW Reports
Total Device : 5 Eﬁ Suprema Inc.

Sub information : set items displayed at the lower part of BioStation
background. Choose from notice, time, and none. In case of notice,
contents are scrolled from right to left on display. Default is time

Menu timeout : if no input is made in a certain menu for a set time, it
returns to initial page. Choose from infinite, 10 sec, 20 sec, 30 sec. Default
is 20 sec.

Resource file : choose from English, Korean, Custom, no change.

Select language to change, click browse and choose applicable
configuration file(*.rc) after changing configuration file, reset BioStation to
apply and select applicable language on language select menu to view.
Background : Choose from logo, notice and slideshow as background of
BioStation LCD display.

Volume : to adjust speaker volume of BioStation. Volume ranges from 0 to
100%. When using daily in normal situation, set a volume as 20-50%.
Default is 20%.

Msg Timeout : When a user matches his fingerprint, BioStation shows the
success or fail message on its screen. Administrator can change the time
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during which those messages are shown on the BioStation. Default is set
as 2 seconds.

457. Notice

If there’s company notice, administrator can show the notice on LCD of BioStation.
Notice can be input up to maximum 1024 byte and a number of letters varies
depending on language.

After transferring notice to device by pressing apply button, you can check and
view notice on LCD of BioStation only if you selected notice as background in
display/sound menu and apply.

4.5.8. Wiegand Setting

The Wiegand Setting tab is used to manage the Wiegand input/output format of
BioStation. By selecting the menu, the Wiegand setting page is updated on the
main window.
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Operation Made | Mebwark Setting || Function Key | Device Setting | Image & Sound | Maotice | Wiegand

Wiegand Farmat

Format | 26 hit Standard

EAAA AAAA AIIT IIIT IIITI IIII IO Total Bits | 26

ID Bits: 16
[0 hit © O ParityBit(Odd) 7 E : ParityBitiEven) I AB,..: Fields

FC Code Dizahle

Field Default Values

Refresh l [ Apply ] [Applvtn Others ] [ Setto Default

® \Wiegand Format

New Wiegand format can be configured graphically using the Wiegand
Configuration wizard. The Wiegand Configuration wizard will be shown by
pressing the Change format button.

® Select format

You should select one of the three supported formats in the first page.
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Wiegand Configuration

Wiegand Format
(=):26hit Standard ‘Wiegand Fol

() Pasz Through ‘wiegand Farme
() Custom “Wiegand Format

Mest > ]l Cancel

= 26 bit standard
The 26 bit standard format is most widely used and consists of 8 bit FC code and
16 bit ID. You cannot change the bit definition and the parity bits in 26 bit standard
format.

= Pass Through format
Pass Through format is used when only the format of ID field is known. When the
Wiegand input string is detected, BioEntry device extracts ID bits and starts
verification with the ID. If the verification succeeds, the device outputs the Wiegand
input string as unchanged. Parity check and advanced options are ignored in this
format. By definition, Pass Through format is only useful when the operation mode
is 1:1. If the mode is 1:N, the bits other than ID field are set to 0.
For example, assume that 32 bit Pass Through format is composed as follows:
XTI KT HINEX (left most bit is Oth bit, BITO)
I: Id field, X: Unknown field

You can configure this format in the following sequences.
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Wiegand Configuration - Format

Total Bits |32 ID Bits |28

o LI e mme ] s [useo

16 |0 e s e even Py
2[RRI EEEEERERE 4 o odrai
« IDEEEEE EEEEEEEE e (undeies

[ < Back ” Hext > ]’ Cancel

* (1) Enter 32 in the Total Bits field.
* (2) Select ID bits according to the definitions.
* (3) Press Next. You cannot specify parity bits in Pass Through mode.

= Custom format
When users know all the information of a Wiegand format, Custom format can be
defined. When a Wiegand input string is detected, BioEntry device checks the parity
bits first. If all the parity bits are correct, the device extracts ID bits and starts
verification with the ID. Users can also set alterative values of each field and
enable advanced options such as Fail ID. If the verification succeeds, the device
outputs a Wiegand string. The output string may be different from the input string
according to the alternative values and advanced options.
For example, assume that 44 bit Custom format is composed as follows:
EAAAAAAA LI N BBBBBBBI I IO
(left most bit is Oth bit, BITO)
E: Even parity for BIT1 ~ BIT22
O: Odd parity for BIT23 ~ BIT42
I: ID bits(Field1 and Field 3), A: Field 0, B: Field 2

You can configure this format in the following sequences.
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Wiegand Configuration - Format

Tatal Bits ID Bits

Format

o EICC 000 KRETREE = Dus
s EEREEERE CIOCCR o Bevenren
o [T KETERERE « Gosras
o DR DEEEENEE & Quwers

[ < Back ” Hext > ]’ Cancel

- Enter 44 in the Total Bits field.

- Select Even Parity.

* Press the even parity bit. In this example, it is BITO.

+ Select Odd Parity and press the odd parity bit and User ID according to the
definition.

- Press Next.

Wiegand Configuration - Parity

Choose bits for calculating parity 142

s EFTFFTTT RRERRAAR 5
SMRRWIR i OO0+ <
o [ 1 ] R & (oem
» I NINEEEN DREREEEE =

At

[ < Back ” Heut > ][ Cancel l

- Press the bits which are used in calculating the first parity bit. In this example, they
are BIT1 ~BIT22

* Press >>,

- Press the bits which are used in calculating the second parity bit. In this example,
they are BIT23~ BIT42.

- Press Next.
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4.6.

® Alternative values

In 26 bit standard you can specify alternative FC code. In Custom format, you
can specify alternative values for non-ID field. If alternative values are set, the
BioEntry™ device will replace corresponding fields with these values before
sending outputs.

Wiegand Configuration - Alternative Value

26 Bit Standard Cuztomn Forrnat

Field |02 Mon ID: Bit 1 to Bit 7

Al Y alue

10

[ < Back ” Heut > ][ Cancel

Manage Virtual Terminal

You can manage a virtual terminal with the same device management menus for

BioStation, except the followings.

® Time Setting : You can not set the time of BioStation with virtual terminal. Thus,
you should set time directly to BioStation.

® Lock all devices / Unlock all devices : You can not set lock/unlock of BioStation
with virtual terminal. Thus, you should the lock/unlock directly to BioStation.

® Firmware Upgrade : Store a firmware file on a virtual terminal. Connect the
virtual terminal to BioStation and upgrade the firmware using firmware upgrade
menu on BioStation.

After connecting a virtual terminal to BioStation, you can use the following menus of

BioStation. For the detailed operation, refer to the BioStation User Guide.

® Synchronize : Change the user data and device settings of BioStation as same
as the stored data on virtual terminal .

® Export Virtual Terminal : Remove the stored data on virtual terminal and make a
new virtual terminal with the current data of the BioStation.
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® |Import Virtual Terminal : Remove the stored data on BioStation and apply the
data store on virtual terminal.

® Firmware Upgrade : Upgrade the BioStation firmware with the stored firmware
file on virtual terminal.

® |[nitialize : Remove all virtual terminals on from USB memory.

® Refresh : Check the status of the USB memory and activate menus regarding
USB memory.
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4.7.

4.71.

Manage BioEntry device

By selecting a BioEntry on the Device tree, the Device Configuration window for
the selected BioEntry is updated on the main window.

B BioAdmin Software

i System  User Management Device Management  Access Contral

Device Management Device Configuration 7]
Task.
- Device Info
' Search Device Device Tvpe BioEntry Smart- FC Serial Number 650943
B Add New BEACON
B Remove Device Device Narne Mew BioEntry Firrnware Version | 51.78- 07021400
%y Check Status
@ Refresh Device List System Setting | I/O Setting | LEDfBeep | Wiegand Setting | Card Configuration
Device Tree
- Operation Mode | Both ~ Baudrate 115200% ~
= (@ allDevices
= @ BioAdmin Server
R [1394] New Biotation Image Quality | Moderate™ - Security Level Auto Normal® ~
= 192.168.1.254

= E§ [254] New BEACon Scan Timeout 10 sec* A
 Bi

=F 192168174 Fast Mode OiNormal)™ v Matching Timeout |10 sec v
& [1539] New BioStation

ﬁ User Management

@ Device Management

SmartCard

8§ Access Control

Refesh | [ apoy | [ Aseitootners | [ settoDeraul

Gg Log List

Q Monitoring

E‘W‘ Reports

Total Device : 5 M SupremaInc.

Device Configuration window is divided into 2 sectors:
® Device information

Device information shows the model name, serial number, device name, and
firmware version of the selected BioEntry.

® Configuration Set up window

The configuration set up window shows the current configurations of selected
BioEntry. Also, this window shows the configurations to be changed. The
configuration set up menus are divided by separate tabs, such as System setting,
I/O setting, LED/BEEP setting, Wiegand setting, and Card Layout.

Device information

Administrator can check device name, device type, device ID and FW version of
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BioEntry. Device ID number and FW version are necessary information to check a
product for technical support after installation.

4.8. System Setting

User can set up the parameters of BioEntry on the System tab. When this tab is
selected, the system setting page is updated on the main window.

System Jetting | If0 Setting | LED/Beep || Wisgand Setting || Card Configuration

Operation Mode | Both w Baudrate 115200% w
Image Guality moderate® W Security Level Auto Mormal*® w
Scan Timeout 10 sec* W Sensitivity T*(Highest) w
Fastmode AiFastest) v Matching Timeout | Infinite® w
Refrash ] [ Anply l [ Applyto Others ] [ Setto Default

® Operation Mode

= 1:1 verification : if 1:1 mode is selected in BioEntry Smart, present user
smart card first and finger scan starts. In case of BioEntry Pass, finger scan
is processed by Wiegand input from external device such as ID card or
user fingerprint.

= 1:Nidentification : in 1:N mode, finger scan (authentication) is done with
user’s fingerprint only. As device sensor is always on input standby mode,
1:N scan starts right away once a finger is placed on.

= Both: Both 1:1 verification and 1:N identification are supported.
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® Baud rate

Baud rate is the number of times per second that the carrier signal value
changes state. If you have some problems to communicate with BioEntry or
with BioStation, changing baud rate to lower value can be a solution.

® |mage Quality
When a fingerprint is scanned, the module will check if the quality of the image
is adequate for further processing. The image quality parameter specifies the
strictness of this quality check.

® Security Level
Security level specifies FAR(False Acceptance Ratio). If it is set to 1/100,000, it
means that the probability of accepting false fingerprints is 1/100,000. Since
FAR and FRR(False Rejection Ratio) is in inverse proportion to each other,
FRR will increase with higher security levels. Default value is Auto Normal.

® Scan Timeout

Scan Timeout specifies the timeout period for user input. If a user does not
make his/her finger scanned, place smartcard, or input Wiegand during this
period, error will be returned.

® Sensitivity
Sensitivity specifies sensor sensitivity to detect a finger. On high sensitivity, the
module will accept the finger input more easily. In other hand, by decreasing the
sensitivity, the input fingerprint image will be more stabilized. In case of optical
models, sensitivity to sunlight is also alleviated by decreasing sensitivity
parameter. Default value is 7.

® Fast Mode
When more than hundreds of templates are stored in BioEntry, the matching
time for 1:N identification can be very long. Fast Mode parameter can be used
to shorten the 1:N matching time with littte degradation of authentication
performance. The security level — FAR — is not affected by this parameter, but
the FRR can be a bit higher than in normal mode. In typical cases, Fast Mode 1
is as 2 ~ 3 times faster than Normal mode. And Fast Mode 5 is 6 ~ 7 times
faster than Normal mode. Default value is 0.

® Matching Timeout

Timeout period for 1:N matching. If identification process is not finished during
this period, error will be retumed.
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48.1.

® Factory defaults of parameters

BioEntry Factory defaults list of parameters for BioEntry Pass is as follows :

Factory defaults

Selectable values

Operation mode

1:1 verification (BioEntry
Smart)
1:N verification (BioEntry Pass)

1:1 verification
1:N identification
Both

Security level

Auto Normal

1/1,000
3/10,000
1/10,000
3/100,000
1/100,000
3/1,000,000
1/1,000,000
3/10,000,000
1/10,000,000
3/100,000,000
1/100,000,000
Auto Normal
Auto Secure

Auto More Secure

Image quality

Moderate

Weak
Moderate
Stronger

Strongest

Sensitivity

O(lowest) to
7(highest)

Scan timeout

10 sec

1to 20 secor

Infinite

Matching timeout

Infinite

11020 secor

Infinite

Fast mode

O(Normal)

O(Normal) to
5(Fastest)

/O Setting
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BioEntry provides 2 programmable inputs and 2 programmable outputs which can
be used to interface with external devices. /O Setting menu refreshes the main
window to manage the I/O settings. By factory default, no functions are defined for
each programmable I/O’s.

System Setting | IfC Setting | LED(Beep | Wiegand Setting | Card Configuration

Input 0
Function | SEEREETE] fir 100 s
Input 1
Function Mo Action w hdir 100 ms
Output 0
Dizabled Event Enahled Event Delay(ms)
Enroll Success .
Enrall Fail High{ms)
Werify Success Low{ms)
Wearify Fail
Identify Success w Count
Cutput 1
Disahled Enabled Event Delay(ms) | 0
Enrall Success - YWerify Success ~ .
: High(rm=) | 100
Enrall Fail Verify Fail ghims)
Delete Success ldentify Success Lowims)| 0
Delete Fail Identify Fail
Identify Mot Granted w Werify Duress w Count | 1
Refrash ] [ Anply l [ Apply to Others ] [ Setto Default

® Configuration of input port
To define the configuration of input port, function and minimum duration should
be specified. Function means what to do when the input port is activated and
minimum duration means the required duration of pulse to activate the input

port.
® Description of Input functions
Function Description
No Action Disable input port
Enroll by Scan initiate enroliment using finger scan
Identify by Scan initiate identification using finger scan
Delete by Scan delete user by identifying input finger
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Delete All delete all user data

Enroll by Wiegand ID enroll by scan with user ID received at Wiegand input
port

Verify by Wiegand ID initiate verification using finger scan with user ID

received at Wiegand input port

Delete by Wiegand ID delete user with user ID received at Wiegand input port
Controller Reject input for reject signal from controller

Controller Accept input for accept signal from controller

Software Reset initiate software reset

= Program sample for input port

- If administrator wants to connect the wiegand input of the user ID to the input
button to initialize enrollment, the following procedure is required.

- Suppose to use input port 0, user should press a button for at least 500 ms to
activate a function.

- First, choose applicable device on device list window.

» Choose a function of input port O with Enroll by Wiegand ID.

» Input 500 as minimum input time of input port 0.

* Press apply button to transfer new settings to applicable device.

® Configuration of output port
In configuring output port, multiple functions can be programmed to produce
different output pattern on each event. Event means when to activate the output
port and output pattern defines how to activate the output port, respectively.
Programming procedure is as follows:
= Enable required event by selecting event from disabled event.
= Program output pattern by editing delay, high, low, and count values.

® Output events

Event Description ( when to activate the output port )
Enroll Success When a user is successfully enrolled on the device
Enroll Fail When enroliment fails

Identify Success When identification is successfully done

Identify Fail When the device fails to find out the matched user
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Verify Success When verification is successfully done

Verify Fail When the user is not verified

Delete Success When deletion of user succeeds

Identify Not Granted Identification is successfully done, but entrance denied
Verify Not Granted Verification is successfully done, but entrance denied
Delete Fail When deletion of user fails

Verify Duress When duress finger is verified

Identify Duress When identified finger is a duress finger

Temper Switch On When temper switch on the device is enabled implying

device is opened.

Command Card Success

When command card operation successfully completed

Command Card Fail

When command card operation is failed

Controller Reject

When input port on which Controller Reject function is

assigned, is activated

Controller Accept

When input port on which Controller Accept function is

assigned, is activated

Detect Input 0

When input port O is activated regardless of assigned

function

Detect Input 1

When input port 1 is activated regardless of assigned

function

® Describing output pattern

On each enabled event, output pattern can be flexibly described by

programming using 4 parameters whose meanings are depicted as

t_high

—*

2 L murﬂ

-
k4

t_delay
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Parameter Meaning Allowed value
Delay initial delay before generating output 0~ 65535
pulses in msec
High duration duration of pulse in high state in msec 0~65534
65535 : continuously
active until new output
event occurs
Low duration interval between consecutive pulses 0~ 65535
where the output signal remains low
Count Number of pulses 0 : infinitely repeated
until new output event
occurs
1~255

= Programming example of output pattern

Assume that a user want to assign an alarm signal at output port O generating

following patterns:

- On identification success or verification success for duress finger, the device

sends blinking output during 5 seconds.

- When temper switch is on, the device sends steady output during 10 seconds.

* Programming procedure is as follows:

- First, select a target device on the network window.

- Disable currently selected events on output 0 by moving enabled ones to the

disabled sector.

* Program the required events by enabling each event followed by editing output

pattem parameters as follows:

Event to be enabled

Output pattern parameters

Verify Duress

Delay: 0
High : 500
Low : 500
Count: 5

Identify Duress

Delay : 0
High : 500
Low : 500
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48.2.

Count: 5

Temper Switch On

Delay: 0
High : 10000
Low:0
Count: 1

Syskem Setking

- Press the Apply button to transmit the new configuration to the target device.

Green LED

Disahled BEvent

Enroll Fail

Yerify Fail
|dentify Fail
Dielete Fail

Tarnnar Suwitrk MR

Red LED

Disahled BEvent

Enrall Success
Werify Success
|dentify Success
Delete Success

Warifis Mirac o

Beep

Disabled Event

Enrall Wait Finger
Enrall Processing
Yerify Wait Finger

Warify Processing
I antife Wiiait Finnar

LED/Beep sound Setting

<

Enahled Event

Enroll YWait Finger
Enroll Processing
Enroll Success

Wearify Wait Finger

Warifs Proraccinn

Enahled Event

Enroll YWait Finger
Enroll Processing
Enraoll Fail

Warify Wait Finger

Warifs Proraccinn

Enahled Event

Enroll Suc
Enroll Fail
Werify Success
Warify Fail

Idantife Cerac o

There are two LED’s and one beep on BioEntry device to provide processing
status and result to users. The colors of two LED’s are mixed to generate 3 colors,
green, red, and amber. By selecting the LED/Beep Setting tab, the LED/Beep
configuration page is updated on the main window.

[/ Setting | LEDYEeep | Wiegand Setting | Card Configuration

Delayims) | 0

Highims) | 500

Lowe(ms) | 500
Count | 0

Delayims) | 0
Highims) | 1
Lowemsy | O

Count |1

Delayims) | 0
High(rms) | 10
Lowmsy | O

Count | 1

Refrash ]

Apply

] [ Apply to Others

] [SEHDDEfauIt

Copyright © 2006 by Suprema Inc.

http://www.supremainc.com



BioAdmin User Manual 162

® Configuration of LED/Beep
Programming steps for LED and Beep is similar to output port configuration.
Additional events are selectable, listed as

Event Description ( when to activate the output port )

Enroll Wait Finger When the device is waiting for a finger scan to enroll

Enroll Processing When the device is in enrollment process

Identify Wait Finger When the device is waiting for a finger scan to identify
Identify Processing When the device is in identification process
Verify Wait Finger When the device is waiting for a finger scan to verify

Verify Processing When the device is in verification process

Delete Wait Finger When the device is waiting for a finger scan to delete

® Description of default LED/Beep configuration

By factory default, various output patterns are defined for LED and beep to

show current status and processing result. The description of default LED/Beep

configuration is listed as follows:

Events

LED

Beep

Enroll Wait Finger

Slow blinking amber

None

Verify Wait Finger

Fast blinking amber

None

Identify Wait Finger

Slow blinking amber

None

Delete Wait Finger

Fast blinking amber

None

Enroll Processing
Identify Processing

Verify Processing

Steady amber

None

Enroll Success

Verify Success

Identify Success

Delete Success
Command Card Success
Verify Duress

Identify Duress

Steady green

One beep sound

Enroll Fail
Verify Fail
Identify Fail

Steady red

Three short beep sounds
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Delete Fail

Command Card Fail

Waiting Smart Card Input | Fast blinking red (fixed) None

4.8.3. Wiegand Setting

The Wiegand Setting tab is used to manage the Wiegand input/output format of
BioEntry. By selecting the menu, the Wiegand setting page is updated on the main
window.

Swstem Setting | If0 Setting || LED|Beep | Wiegand Setting | Card Configuration

Wiegand Faormat

Format | 26 bit Standard | Change farmat | | Load from File || Save to File
EAAA AAAA AIII ITIT IIIT IIII IO Total Bits | 26
ID Bits | 18

21D hit F O ParnityBit(Odd) [ E : ParityBit(Ewen) 7 AB,.. Fields
Fail ID Disahle

FC Code Disable
Inverse Parity on Fail | Disable

Field Default Yalues

Fulse
Pulse \Width 50 {usec) Pulse Interval | 2000 [user)

ABA Trackll
ABA Track Il Format | Disable

Refrash ] [ Apply ] [Applytu Others ] [ Setto Default

® \Wiegand Format

New Wiegand format can be configured graphically using the Wiegand
Configuration wizard. The Wiegand Configuration wizard will be shown by
pressing the Change format button.

® Select format

You should select one of the three supported formats in the first page. If
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BioEntry device is connected to the controller by ABA Track Il output, not by
Wiegand interface, you should check Use ABA Track Il. In that case, the output
signal will be in ABA Track Il format. You can also specify the number of
characters for ABA Track Il output.

Wiegand Configuration f ABA Track Il

wiegand Format
(2):2Bhit Standard "Wiegand Formak

(") Pazs Through ‘Wiegand Format
() Custom “Wiegand Format

[JUse ABA Track 11

Heut > ][ Cancel

= 26 bit standard
The 26 bit standard format is most widely used and consists of 8 bit FC code and
16 bit ID. You cannot change the bit definition and the parity bits in 26 bit standard
format.

= Pass Through format
Pass Through format is used when only the format of ID field is known. When the
Wiegand input string is detected, BioEntry device extracts ID bits and starts
verification with the ID. If the verification succeeds, the device outputs the Wiegand
input string as unchanged. Parity check and advanced options are ignored in this
format. By definition, Pass Through format is only useful when the operation mode
is 1:1. If the mode is 1:N, the bits other than ID field are set to 0.
For example, assume that 32 bit Pass Through format is composed as follows:
XITE T KT X (left most bit is Oth bit, BITO)
I: 1d field, X: Unknown field

You can configure this format in the following sequences.
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Wiegand Configuration - Format

Total Bits |32 ID Bits |28

o LI e mme ] s [useo

16 |0 e s e even Py
2[RRI EEEEERERE 4 o odrai
« IDEEEEE EEEEEEEE e (undeies

[ < Back ” Hext > ]’ Cancel

* (1) Enter 32 in the Total Bits field.
* (2) Select ID bits according to the definitions.
* (3) Press Next. You cannot specify parity bits in Pass Through mode.

= Custom format
When users know all the information of a Wiegand format, Custom format can be
defined. When a Wiegand input string is detected, BioEntry device checks the parity
bits first. If all the parity bits are correct, the device extracts ID bits and starts
verification with the ID. Users can also set alterative values of each field and
enable advanced options such as Fail ID. If the verification succeeds, the device
outputs a Wiegand string. The output string may be different from the input string
according to the alternative values and advanced options.
For example, assume that 44 bit Custom format is composed as follows:
EAAAAAAA LI N BBBBBBBI I IO
(left most bit is Oth bit, BITO)
E: Even parity for BIT1 ~ BIT22
O: Odd parity for BIT23 ~ BIT42
I: ID bits(Field1 and Field 3), A: Field 0, B: Field 2

You can configure this format in the following sequences.
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Wiegand Configuration - Format

Tatal Bits ID Bits

Format

o EICC 000 KRETREE = Dus
s EEREEERE CIOCCR o Bevenren
o [T KETERERE « Gosras
o DR DEEEENEE & Quwers

[ < Back ” Hext > ]’ Cancel

- Enter 44 in the Total Bits field.

- Select Even Parity.

* Press the even parity bit. In this example, it is BITO.

+ Select Odd Parity and press the odd parity bit and User ID according to the
definition.

- Press Next.

Wiegand Configuration - Parity

Choose bits for calculating parity 142

s EFTFFTTT RRERRAAR 5
SMRRWIR i OO0+ <
o [ 1 ] R & (oem
» I NINEEEN DREREEEE =

At

[ < Back ” Heut > ][ Cancel l

- Press the bits which are used in calculating the first parity bit. In this example, they
are BIT1 ~BIT22

* Press >>,

- Press the bits which are used in calculating the second parity bit. In this example,
they are BIT23~ BIT42.

- Press Next.
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® Alternative values

In 26 bit standard you can specify alternative FC code. In Custom format, you
can specify alternative values for non-ID field. If alternative values are set, the
BioEntry™ device will replace corresponding fields with these values before
sending outputs.

Wiegand Configuration - Alternative Value

26 Bit Standard Cuztomn Forrnat

Field (02 MNonID:Bit1wBit7 |

|:| Al Walue

< Back ” Heut > ][ Cancel

® Advanced options

You can specify the characteristics of Wiegand signal and the advanced options
in the last page of the wizard. Advanced options are not available for Pass
Through format.

Wiegand Confipuration - Advanced Options

Advanced Options

CJFaillD I:l [ Inverse Parity on Fail

[ < Back ” Finizh ]’ Cancel l

= Use Default: Uses default values for Wiegand signals.
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= Pulse Width : The width of pulse. The default is 50 us.

= Pulse Interval : The interval of pulse. The default is 2000us.

= Fail ID : Normally the module outputs Wiegand signals only if matching
succeeds. If this option is checked, the module outputs the fail ID when
matching fails.

= Inverse Parity on Fail : If this option is checked, the module outputs
Wiegand signals with inverted parities when matching fails.

4.84. Smart Card setting

Card Configuration is the process of defining custom sectors on user’s smart card
to store user information including user ID and templates. By selecting Card
Configuration menu, smart card layout page is updated on the main window.

Note : It is recommended that only advanced users attempt to change the
layout since improper changes may render the smart card unusable. Read

this chapter carefully for changing the layout from the default configuration.

System Setting || IO Setting | LED/Beep | Wiegand Setting | Card Configuration

Srmart Card Layout

. 1y
B[ ARREREEN
(I 1yl
EEEEEEEEEREEEEEER

Temnplate Size Reset Layout

Block Color ey

[T IS Index Block [T Template 1 Data W Unavailahle
[T Unused [T Template 2 Data
Refresh ] [ Apply ] [ Apply to Others ] [ Setto Default
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® Editing layout

Template size : Template size is configurable from 254 to 382. By factory
default, template size is specified as 350 bytes storing two templates on the
card.

CIS index block : Header information is stored on the CIS index block
which is depicted by red color.

Template data block : Blocks for template 1 data and template 2 data.
Number of blocks for each template data is determined by template size.
Template 1 data is depicted by yellow and template 2 data is depicted by
green, respectively.

Unused block : Blank block which is not defined by layout.

Unavailable block : Block that is prohibited from use.

® Editing procedure

To configure customer’s layout, following procedures are required.

Initialize all the blocks to unused ones by pressing the Reset Layout button.
Select the required template size.

Press the Select CIS Index button and click an unused block to select a
CIS index block.

Press the Select Template button and click an unused block to indicate the
start block of template data. Then, the blocks of template 1 data are set
automatically from the selected start block.

Press the Select Template button again and click an unused block to
indicate the start block of template 2 data.

The Apply button transmits smart card layout to selected devices.

® Factory default layout

Factory default smart card layout is as follows :

8 12 |16 [ 20 (24 |28 | 32 |36 |40 |44 [48 (52 [ 56 |60

9 [13 |17 |21 |25 |29 | 33 |37 [ 41 (45 |49 |53 | &7 |61

6

10 (14 |18 | 22 | 26 | 30

34

T

38 | 42 (46 |50 | 54 |58 |62
EECREER

CIS Index Template 1 Data W Unavailable
Lnused Template 2 Data
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4.9. BEACon Configuration

By selecting a BEACon on the Device tree, the Device Configuration window for
the selected BEACon is updated on the main window.

| BioAdmin Software

I System User Management Device Management  Access Control

Device Management Device Configuration B

Task

' Search Device

B8 Add New BEACon
B Remave Device
W, Chedk Status

[ Refresh Device List

BEACaon Configuration

Operation Mode

BEACon Relay Setting | BEACon Switch Setting

(%) SetOne DoorMode () Set Two Doars Mode

Baudrate
115200 vi

Device Trae Relay Select | Relay#1 | Relay On Relay Off
= @ All Devices Daor #1 Unlock Setting
= 192.168.1.250 e S —
= ER[E Co Unlack Duration | 3000 | ms
B [22547] Mew BioEntry
=% 19a.168.1.60 ot Use

& [1611] New BioStation
=% 192.168.1.27

& [1539] New BioStation i Set Ever
= comt = . [ 1

B [1050] New BioEntry

Alarm QN Event

Alarm OFF Event

3|

ﬁ User Management

@ Device Management

3

SmartCard

8§ Access Control

Q Manitaring

Refresh J [ Apply J [ Apply to Others

l;iq Log List

W' Reports

Total Device : 5 M5 supremalnc,

The Device Configuration window is divided into 3 sectors:
@ Operation Mode
BEACon can control up to two doors. The Operation Mode window shows

whether the selected BEACon is configured as one door mode or two door
mode.

® Baud Rate
The Baud rate window shows the transfer speed of the selected BEACon.

® Configuration Set up window
The Configuration set up window shows the current configurations of the
selected BEACon. Also, this window shows the configurations to be changed.
The configuration set up menu is divided by separate tabs, such as BEACon

Relay Setting and BEACon Switch Setting. For the detailed operation of
BEACon, refer to BEACon operation manual.
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4.91.

49.2.

4.93.

Operation Mode

BEACon can control up to two doors. The Operation Mode window shows whether
the selected BEACon™ is configured as one door mode or two door mode.

Signaling speed (Baud rate)

The Baud rate window shows the transfer speed of the selected BEACon.

® Baud rate: On this menu, you can select the transfer speed of BEACon. If you
change the Baud rate on this menu, communication speed between BEACon
and host PC will be changed.

® Once you change the Baud rate of BEACon, you also need to accord the Baud
rate of BioEntry and BioStation with the changed Baud rate of BEACon.

Operation Mode Baudrate
{1 5et One Door Mode (&) Set Two Doors Mode 115200* w
BEACon Relay Setting

On this menu, you can change the relay setting of BEACon. The relay setting can

be differently configured depending on the operation mode of BEACon.

® On 1 door mode, relay #1 is automatically set up as door release. Therefore,
you can set up relay #2, #3, and #4 as alarm.

® On 2 door mode, relay #1 and #2 are automatically set up as door release.
Therefore, you can set up relay #3 and #4 as alarm.
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BE&Con Relay Setting | BEACan Swikch Setting

Relay Select  |[Relay #1 w
Dioor#1 Unlock Setting

Unlack Duration | 3000 ms

Mot Lze
Alarm OM Event

Alarm OFF BEvent

Detailed Operations are as follows.

Relay On ] l Relay Off

® Select a relay to set up the configuration. Once you select a relay, applicable

items for the selected relay will be activated on the relay setting window.

® You can also open/close the relays by pressing the Relay On / Relay Off

buttons.

Relay Select  |Relay #1 R

® Unlock Setting

Felay On ] [ Felay Off

Enter the unlock duration time. Once the door is unlocked, it can be locked

again after this unlock duration time.

Dioor #1 Unlock Setting

Unlock Duration | 3000 ms

® Alarm On Event;
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Select alarm on events on the drag down menu by checking on the Set Event
check box. Enter High, Low, and Count to set up the alarm frequency. If any of
the alarm on events is triggered, the alarm will be activated at your designated
frequency.

Alarm QRN Event
Event Grant Device #1 w [15et Event

High ms  Low ms  Count

® Alarm Off Event;

Select alarm off events. You can enable the alarm off events simply by double
clicking the events on the disabled event list. If any of the alarm off events is
triggered, the alarm will be deactivated, regardless of remaining duration or
pulse counts.

Alarm OFF Event
Disabled Enahled

Grant Device #1 ~

Grant Device #2

Deny Device #1
Deny Device #2

Duress Device #1 ==
Duress Device #2 .
Tamber Navice #1

494, Switch Setting

On this menu, you can change the switch setting of BEACon. The switch setting

can be differently configured depending on the operation mode of BEACon.

® On 1 door mode, switch#1 is automatically set up as the door sensor and #3 as
RTE (request to exit). Therefore, you can set up switch#2, #4, #5, and #6 as
other various functions on the Normal Switch Setting menu.

® On 2 door mode, switch#1 and #2 are automatically set up for the door sensor.
Also, switch#3 and #4 are automatically set up for RTE. Therefore, you can set
up switch#5 and #6 for other various functions on the Normal Switch Setting
menu.
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BE&Con Relay Setting | BEACon Swikch Setking

Swvitch Select Shiritich #1 Switch Type | MIC A

Door #1 Status Setting

Lock Delay 2000 ms
Held Open Delay | 10000 ms
Mot Use
Mot Use

® Select a switch to set up the configuration. Once you select a switch, applicable
items for the selected switch will be activated on the switch setting window.

Switch Select Switch 31 Switch Type | WIC w

® Door Status Setting
By selecting a door sensor switch, you can set up the lock delay and held open
delay of the connected BEACon. If the door is closed, the door strike will be
locked after your designated lock delay time. If the door is opened for more than
your designated Held Open Delay time, the held open door event will be

triggered.

Cioor#1 Status Setting

Lock Delay 2000 ms
Held Qpen Delay 10000 ms
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® Door RTE Setting

By selecting RTE switch, you can set up the input delay. If the RTE switch is
activated for more than your designated input delay time, the door will be
opened.

Dioor #1 RTE Setting
Input Delay 200 ms

® Normal Switch Setting
For the remaining switches, you can set up other various functions, such as
RTE, tamper, clear alarm switch. If the switch is activated for more than your
designated input delay time, the selected function will be triggered.
Blarmal Switch Setting

Function Mot Use w

Input Delay 1] ms

495. Refresh / Apply / Transfer (apply to another device)

® Refresh : You can restore the original configuration by pressing the Refresh
button before pressing Apply button.

® Apply : After changing the configuration, you need to press the Apply button to
save.

® Transfer : You can transmit the changed configurations to other devices by
pressing the Transfer button.
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5.1.

Smartcard

The Smart Card menu is used to see the list of smartcards issued on the BioAdmin

Software. All of user’s smart cards will be automatically shown on the Smartcard

list of this menu.

The Smartcard menu covers the following operations:

® |[ssue User Card

Manage Smartcard

Configure Card Wiegand

[
® Configure Card Layout
()
[

Delete Smartcard

B BioAdmin Software

Task

I System  User Management Device Management Access Contral

SmartCard SmartCard List

Issue User Card

(@ Configure Smart Card
EQ Configure Card Layaout
@ iZonfigure Card Wiegand
Delete Smart Card

g User Management

@ Device Management

SmartCard

8§ Access Control

% Log List

Q Monitoring

E‘W‘ Reports

User ID User Name

SmartCard Number @ 1

m Suprema Inc.

Configuration of Smartcard page

By selecting Smart Card menu, Smart Card management page is updated on the

main window.

The Smartcard page is divided into 2 sectors:
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® Smartcard List

The Smart card database is under central management on host PC. The
Smartcard list includes the detailed list of smart cards issued on BioAdmin
software.

® Task box

Task box includes buttons to control the basic operations of the Smartcard page.

5.2. Smartcard List

The Smartcard list includes the following information of the Smartcards.
® Card Number

® UserID

® User Name
® |[ssuing Date
()

Expiry Date
5.3. Card issue

The Issue User Card menu enables a pop-up window to issue a user’s smart card.
For the detailed operation, refer to the issuing procedure on the User Management
menu.
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54.

User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

X

1:1 Security Level

BioStation
Device ID | [3143] New BioStation  + | ['wiegand /RF ID Setup| | Device Default v
BioEntry
13t Template Zrd Template | Device Default w |
[ Duress [ Duress
Smart Card / RF ID
AR T 4| | [P e PR e
T LR R R L R
: _:ﬂﬂ_ﬂ___u__w_h_ : B R e S N Smartcard 54
f o — — e LA gl S/M:0
I | ER
A A P FLLLES =i,
" e e e rrrrry -’H%_‘:\Q\\I' RF
."'.(rﬁ'///-"'-'-’—"—‘-“"-u\ JI.‘IJ’I:’-’H i\\\'
YT AN FOTE T 000-0
P FUULT ey
223X [ RN
S e, il | Pittiwt N User D
Fo 818 ed =iy ||H| RS R :
L;’.-" T i o gt =1 [T R O UzerlD:853
SRR R
[ Bypass Card
[ Scan | [ Delete ] [ Werification Test ]

1]8 ][ Cancel ]

Manage Smartcard

The Manage Smartcard menu enables a pop-up window to read the smart card

information and format smart card. On this window, you can check the smartcard

information such as Serial No, Wiegand string(if applicable), User ID, Security

Level, User Name, Access Group, and Template Data.

If you do not have a USB smart card Device/Writer, you can also read the smart
card information directly through BioEntry by check on Use BioEntry as Enroll

Station.
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Smartcard Info El
BinEntry 1D |[1DSD] e BioEntry v| | Read Card |
Smart Card Info
Serial Mo, Wiegand String | 00000000 0000063t |
UserlD 853 Security Level |Eli|:|Entr\,rDefauIt |
User Name |D0ngsuk,5uh |
Access Group | v|
1st Template 2nd Template
..... [ — P —r— N
R S —— o B
.. ] e e N N, N
o« ;;ﬁo;-//.-ﬂr——w—.am:\ A /H—‘—“—h‘“\\“\\:,‘n"
e AR
1000 H AN i AN AR
LA ‘:Q( NIRRT T NN
I ff!f—b_;\ o N
A7 PN \\\ A I \\\\h
1177 ng s NN AL AT RN NS
AR g B R
I AL RS E A RS AR
AL A Ay H&\\\\\\
rgosseiididt: Y AR AR
IIEIPI?IH\\\ \\‘:{
S A A Y
Duress |ND | Duress |N0 |
[ Faormat Card ] [ Close ]
54A1. Read issued smart card

On this Manage Smartcard window, information stored on the smart card can be

retrieved similarly to the reading process described in Chapter 3. User

Management.

54.2. Smart card format

On this Manage Smartcard window, the formatting can be processed similarly to

the formatting process described in Chapter 3. User Management.

5.5. Edit Card Layout

Smartcard layout is the process of defining custom sectors on user’s smart card to

store user information including templates. By selecting the Configure Smartcard

Layout button, the smartcard layout page is updated on the main window. It is
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recommended that only advanced users attempt to change the layout since
improper changes may render the smart card unusable. Read this chapter
carefully for changing the layout from the default configuration.

Change Smart Card Layout @

Smart Card Layout

BE | | [ | [ | EEEEEES
HEEERERN | | | ||
B[ AN ENe
EEEEEEEEEEEEEEEE

Template Size

Block Calor ey

[T IS Index Block [T Template 1 Data W Unavailable
[~ Unused [ Template 2 Data
[ Ok ] [ Cancel ] [ Apply to Others
5.5.1. Configuration of smartcard layout edit page

The Configure Smartcard layout page is divided into 3 sectors :
® Smart Card Layout

It shows the smartcard layout of the Smartcard Device/Writer device connected
to the host PC.

® Smart Card Layout

It shows the name of currently selected device and the layout of the current
device. If a group or all devices are selected, the contents are not available.

® New configuration

This sector is used for editing new layout to be applied to the devices and the
user’s smart card.

® Controls for managing layout

Fill with Current Configuration Value button updates the contents of the new
configuration using the retrieved layout from currently selected device. Transfer
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button transmits new layout to the selected BioEntry™ device, selected group,
or all BioEntry™ devices. Several control buttons for editing layout also exist.

55.2. Size of Fingerprint data (Template)

Template size is configurable from 254 to 382. By factory default, template size is

specified as 350 bytes storing two templates on the card.

5.5.3. Block

CIS index block : The header information is stored on the CIS index block which
is depicted by red color.

Template data block : Blocks for template 1 data and template 2 data. The
number of blocks for each template data is determined by template size.
Template 1 data is depicted by yellow and template 2 data is depicted by green,
respectively.

® Unused block : Blank block which is not defined by layout.

@ Unavailable block : Block that is prohibited from use.

5.54. Editing process

To configure customer’s layout, the following procedure is required.

Initialize all the blocks to unused ones by pressing the Reset Layout button.
Select the required template size.

Press the Select CIS Index button and click an unused block to select a CIS
index block.

Press the Select Template button and click an unused block to indicate the
start block of template data. Then, the blocks of template 1 data are set
automatically from the selected start block.

Press the Select Template button again and click an unused block to indicate
the start block of template 2 data.

Press the Transfer button to transfer the new smart card layout to selected
devices.
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Select a Device @

] l Devices

V@ BioAdmin Server
'i [1334] Mew BioStation
4% 192.168.1.254
[#]%8 [254] Mew BEACOn
W& [943] New BioEntry
[#I& [1050] Mew BioEntry

% 192.168.1.74
'i [15349] Mew BioStation

(8]4 l [ Cancel

® The smart card layout window is activated only for BioEntry™ Smart model. If
the selected device is BioEntry™ Pass, this menu will not be activated.

® Press the OK button to save the new smartcard layout to the PC USB
smartcard device/writer.

® The saved layout is also applied in issuing a new smartcard using PC USB
smartcard device/writer.

5.5.5. Factory default (initial setting) layout

Factory default smart card layout is as follows :

n 8 12 |16 [ 20 (24 |28 | 32 |36 |40 |44 [48 (52 [ 56 |60

.5 9 113 |17 |21 |25 [29 | 33 (37 |41 [45 (49 |53 (57 |61

'5 10 [14 |18 |22 |26 |30 |34 |38 |42 |46 |50 |54 |58 |62
BHEEENEEEBEERORERR

CIS Index Template 1 Data B Unavailable
Lnused Template 2 Data

(5]
[y ]
LT
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6. Access (In/Out) Control

On this menu, you can set up the Time Zone and Access Group. Time Zone and
Access Group are used to restrict user’s right to access according to previously
designated rules.

® [f a useris not included in any access group, the user is allowed to enter every
door.

® [f a user is included in an access group, but a BioEntry™ device does not have

the access group information, the user is allowed to enter the door without
restriction.

B BioAdmin Software

i System  User Management Device Management  Access Contral

Task Time Code | Holiday | Time Zone | Door Zone | Access Group

@ Add Mew Time Code TimeCode No, | TimeCode Name  Term 1 Term 2 Term 3 Term ¢ Term 5

f@ Add New Holiday I Terml 05! 9:00  11:00~ 12:00 £:00 900 210 o0
G Add Mew Time Zone 1 Termz 09:00 ~ 10:00  12:00 ~ 13:00 16:00 ~ 17:00 19000 ~ 20000 Z2:00 -~ 23:00
3: Add Mew Doar Zane 2 Term3 100~ 11:00  15:00~ 14:00 17:00 ~ 15:00 20000 ~21:00  23:00 -~ 24:00
o Add New Access Group

W Delete

&Y Transfer to Al Readers

ﬁ User Management

@ Device Management
SmartCard

8§ Access Control

@ Log List

Q Monitoring
E‘W‘ Reports

Total Time Code © 3 M SupremaInc.

6.1. Time zone setting

You can set up Time Zone by combining several Time Codes. Therefore, before
setting up the time zone, you need to set up the time code first. Maximum 5 time
sections can be selected for each time code.
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Detailed operations are as follows.
® Press the Add New Time Code button.

Time Code Definition

X

Time Code Mame | m

]

Tirme Code
Term 1 :
Term 2 :

=+ —+ —+ —+
[=] [=] o o

—
[=]

o1 2 3 45 6 7 & 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24

fog | : [o0 | ’CIearTablel

12 ] : [oo]
e ] : [o0]
12 | : [0 ]
(22 ] : [oo |

[

Ok l[ Cancel l

® Enter the name of time code.

® Set up the time code by entering time on the boxes.

® You can also set up the time code simply by dragging on the time bar on the

bottom of time definition window.

® Press the OK button to add the time code on time code list.

6.2. Holiday setting

To include holidays on the Time Zone, you need to set up holidays in advance.

Detailed operations are as follows.
® Press the Add New Holiday button.
® Press the Edit Code list in Holiday Setting window.
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Holiday Code

x]

112724 Cristmas

AddiEdit Holiday

Mame |NeanIida\; | [ Delete l

MMIDD|12 ‘1|25 ‘ ook |

Cancel

Add, edit or delete holiday code list, and press the OK button.
Enter the name of holiday group.

Select Time Codes for the holiday.

After checking on the Holiday Code, click << button.

Holiday Group Definition E|

Haliday List Resered

Holiday Group |NewHoIida\,r List v| Holiday Setting
Time Code | |

112125 Cristmas

[ Ok ] ’ Cancel ]

® Press OK button to add the holiday on the holiday list.

6.3. /O time zone setting
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You can set up a Time Zone by combining time codes and a holiday group. One
time code is selected for each day from Monday to Sunday.

Detailed operations are as follows.
® Press the Add New Time Zone button.

® Enter the name of the Time Zone.

Time Zone Definition

Titme Zane | MNew Time Zone v|
Schedule
0 b 12 18 4
Sunday |Term1 v|| “:Il:llj
0 [} 12 18 4
Manday | Termz vl |
0 [ 12 18 4
Tuesday |Term3 v|| Il:n:li]
0 b 12 18 4
Wednesday |Term1 v|| “:Il:llj
0 6 12 18 4
Thursday |Term2 v||
0 b 12 18 4
iy [roms g | [
0 6 12 18 4
Saturday |Term1 v|| II:“ “:Il:llj
0 b 12 18 4
Holiday Mew Holiday List | II:" “:Il:llj
[ Ok ] ’ Cancel l

® Select a time code for each day from Monday to Sunday.
® Select a holyday group for the time zone.

® Press the OK button to add the holiday group to the time zone list.

6.4. I/O Door Zone setting

You can set up a door zone combining multiple BioEntry™ devices.
® Enter the name of the door zone.

® Check on the target BioEntry™ devices and click the << button.

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 187

6.5.

Door Zone Definition

Door Zone List Reserved

Door Zone | Mew Door Zone “ T334 New Biostation

11943 ] Mew BioEntry

][ 1539 ] Mesw BioStation
([ 1050 Mew BioEntry

LS

[ Ok l l Cancel ]

® Press the OK button to add the door zone on the door zone list.

Access (I/0) Group setting

By combining time zone and door zone, you can designate an access group. With
this access group, you can restrict the user’s right to access.

® Press the Add New Access Group button.
® Enter the name of access group.

® Check on the time zone and door zone and press the << button.
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Access Group Definition

Access Group MName | MNew Access Group -

Time Zone
Time Zone List Reserved
[CImew Titme Zone

==

Dioor Zone
Door Zone List Reserved
e Door Zone :

==

® Press the OK button to add the selected access group to the access group list.
You can apply this access group to users on the User Management menu.
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User Data Information

User Information | Custom Fields || Fingerprint || User Time Afttendance Hu|e|

Basic Personal Infarmation
[ ger 1D |853 | [ Edit Private Information l

Mame |Dnng$uk Suh |
Compary | Suprema b | E]
Department | R&D w | E
Title | M anager o | E]

Dretailz Access Group

Phane 012-345-6789 | Status Active [ Bypass|D

Mobile | 098-7E5-4321 | Groupd None v

E-tail |dsuck@anymail | Group 2 New Access Group

Gender | Male “ | Group 3 HEIFTUACCESS Group(e]

Date of Bith | §/14/1370 v|  Groupd | More v |

|

|| issueDae (20070814 Dablimt [0 | (002359
ExpiyDate  [12/71/2133 | [0 | h Timed APB D Minute

Other Infarmation

Pazzword | | BST Admin Leve | Maormal User V|

[ OF. ][ Cancel ]

® For the detailed operation on User data, refer to Chapter 3. User Management
menu.
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/. Monitoring

BioAdmin supports real time monitoring functions. By selecting the Monitoring
menu, you can check the log events of networked BioEntry and BioStation on time.

Bl Bioadmin Software |ZHE|E|

i System User Management Device Management  Access Control

EvSTIeT
lLaly Date Time Device I Event Ta:A Event User I User Name Source
@ Setup Maritoring 2007-02-28 22:20:09 1050 Identify Success 4 Freescan
5 Start Monitoring 2007-02-25 22120013 1539 Identify Fail il BioStation
E Pause Manitoring 2007-02-28 22:04:59 1334 Identify Fail 0 EinStation

2007-02-28 22:05:07 1334 Identify Fail 0 EinStation
Status: Monitoring On 2007-02-28 22:20:22 1050 Identify Success 4 Freescan
2007-03-26 22:19:19 943 Identify Success 16070 Freescan
2007-02-28 22:20:25 1050 Werify Fail 16070 Wiegand
Z007-02-28 22:20:26 1050 Verify Success 4 Wiegand
2007-03-28 22:19:22 Verify Success 4 Smarkcard
2007-03-28 22:19:30 Identify Success 16070 Freescan

Verify Fail Wiegand

g User Management

@ Device Management
SmartCard

8§ Access Control

% Log List

Q Monitoring

@ Reports

M SupremaInc.

71. Monitoring setup
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7.2.

Monitoring Event Setup g|
Ewvent List
Event Real Time Manitaring Fa
Reset(Sys Function) Yes
Farced Qpen Door Yes
Held Open Doar Yes
Coor Closed Yes
Tamper #1 Yes
Tamper ¥2 Yes
Tamper #3 Yes
Request to Exit(Coor #1) Yes
Request to Exit(Coor #2) Yes
Clear Alarrm #1 Yes
Clear Alarm #2 Yes
Clear Alarm #3 Yes
Enroll Bad Finger Yes
Enroll Success Yes
Enrall Fail Yes
Fingerprint Scan Fail Yes
Werify Success Yes
Werify Fail Yes b
I oK ] [ Cancel l

On this menu, you can select the events to be shown on the monitoring window

simply by double clicking on the Yes/No field of each event.

® [f you double click the Yes field, it will be changed to No, and the event will not
be listed on the monitoring window.

® |f you double click the No field, it will be changed to Yes and the event will be
listed on the monitoring window.

Start Monitoring

® By pressing the Start Monitoring button, you can start the real time monitoring
of the log events from all networked BioEntry and BioStation.

® [f you select another menu during monitoring mode, monitoring will be stopped.

® Event List on the monitoring window shows up to 5000 events. If the number of
events is more than 5000, the oldest event will be automatically deleted from
the list. Even though the oldest event is deleted from the monitoring list, it still
remains on the log data of BioEntry and BioStation.

Monitoring is automatically started when the menu Monitoring is selected
from another menu. So, the Start Monitoring is needed only to restart
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monitoring after pausing monitoring.

7.3. Pause Monitoring

By pressing the Pause Monitoring menu, you can stop monitoring.
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8. Log List

The Reports menu covers the following operations:
® Management of log database stored on host PC
® Upload new log events from BioEntry and BioStation into the log database

By selecting the Log List, the log list page is updated on the main window.

H BioAdmin Software

i System User Management  Device Management  Access Control

—

Lasly Date Time Device ID Event Te:n Event User ID User MName Source -
‘E Get Recent Logs { Auto Upload 2007-02-28 11:31:05 1334 Enroll Success 2 BioStation
E Stop Auto Uploading 2007-02-28 11:31:06 1334 Enroll Success 3 BioStation
‘E Upload &l Log 2007-02-28 11:31:07 1334 Enroll Success 853 Dongsuk, Suh BioStation
‘9__ Expart Reepiort 2007-02-26 11:31:08 1334 Enroll Success a1 Makwon, Lee BioStation
= 2007-02-28 11:31:09 1334 Enroll Success 934 ChangGyun, Lee BioStation
[ Delete LogData
~ 2007-02-28 11:36:26 1334 Identify Mode. .. 1 BinStation
Status: Auto Uploading Off
2007-02-28 12:00:51 1334 Delete Success 1 BiaStation
2007-02-26 12:00:51 1334 Delete Success 2 Bia3tation
Filtering Toal 2007-02-26 12:00:52 1334 Delete Success 3 BioStation
2007-02-28 12:00:52 1334 Delete Success 853 Dongsuk, Suh BioStation
Date 212007 v 2007-02-28 12:00:53 1334 Delete Success 861 Makwion, Lee BioStation
2i28/2007 I 2007-02-28 12:00:53 1334 Delete Success 934 ChangGyun, Lee BioStation
2007-02-28 12:01:05 1334 Delete Al 0 BioStation
DlDevica ID 2007-02-25 12:01:41 1334 Delete &l 0 BioStation
[Juserip 2007-02-26 12:01:57 1334 Envall Success 1 BioStation
] Event 2007-02-28 12:01:56 1334 Enroll Success 2 BinStation
2007-02-26 12:02:00 1334 Enroll Success 3 BioStation
[ source
2007-02-28 12:02:01 1334 Enrall Success 853 Dongsuk, Suh BioStation
2007-02-28 12:02:02 1334 Enroll Success 861 Makwon, Lee BioStation
2007-02-28 12:02:03 1334 Enroll Success 934 ChangGyun, Lee BioStation
2007-02-28 12:02:13 1334 Enroll Success 1 BioStation
g User Management 2007-02-28 12:02:14 1334 Enrall Success 2 BinStation
2007-02-28 12:02:15 1334 Enrall Success 3 BinStation
@ Device Management 2007-02-28 12:02:16 1334 Enroll Success 853 Dongsuk, Suh BinStation
i 2007-02-28 12:02:17 1334 Enrall Success 861 Makwaon, Lee BioStation
Saetiaid 2007-02-28 12:02:18 1334 Enrall Success a34 ChangGyun, Lee  BioStation
8§ et (el 2007-02-28 15:37:19 1334 System Started o] BioStation
2007-02-28 20:23:19 1334 System Started o] BioStation
Gg Log List 2007-02-25 21:21:05 1334 Delete all 0 BioStation
2007-02-25 22:04:59 1334 Identify Fail 0 BioStation
Q Klonitoting 2007-02-26 22:05:07 1334 Identify Fail i BinStation
E@ﬂ 2007-02-28 22:05:41 1334 System Started 0 BioStation
1 Reports 3
Total : 5277 M suprema Inc.

8.1. Configuration of Log check page

The Reports page is composed of 2 components:
® LogList
Log database is stored on host PC enabling to preserve old log data. Log list

shows stored log events describing Date, Time, Device ID, Event, User ID, User
Name, and Source.

® Filtering Tool

You can filter log records by Date, Device, User ID, Name, Event, and Source.
For example, if a device is selected, log events of the selected device will be
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8.2.
8.2.1.

8.2.2.

shown.
® Task box

Task box includes buttons to control basic operations of the Log List page.

Manage Log database
Get recent logs

In case of pressing get recent logs/ auto upload button, window for select device
pops up and as to selected device here, log information newly generated after log
information in BioAdmin is uploaded.

For the BioStation connected to BioAdmin Server, you do not need to get logs from
them, because logs will be automatically saved on BioAdmin Server on real time.

Select a Device E|

W] l Devices

[l pioAdmin Server
D'ﬁ [1334] Mew BioStation
(% 192.168.1.254
58 [254] Mew BEACOn
[ [943] New BioEntry
[J& [1050] Mew BioEntry

(] 192.168.1.74
DT [1539] Kew BioStation

Auto Uploading @ notUse  (O18min O 30min O BOmin
[ Ok H Cancel ]

Auto uploading setting

In case of pressing get recent logs/ auto upload button, log information
generated in BioEntry and BioStation for set period can be uploaded automatically
to BioAdmin. Administrator can execute auto uploading by choosing 15 min / 30
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min / 60 min according to applied environment.

X

Select a Device

(=) il Devices |

V@ BicAdmin Server
t [1334] Wew BioStation
W% 192.168.1.254
VS8 [254] Mew BEACON
M8 [943] New BioEntry
[ [1050] Mew BioEntry

W% 192.168.1.74
t [1534] Mew BioStation

Auto Uploading @ nNotUse O 18min O 30min O G0min

1 [
Il

=i

Once auto uploading is applied, status : auto uploading on is indicated on task
box.
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B BioAdmin Software

I System

User Management

Device Management

Access Control

Log List Log List

Task

[ et Recent Lo

3 Upload All Log
\}m Export Report,

Status: Auto Upl

gs | Auko Upload

E Stop Auto Uploading

loading On

Filtering Tool

Date

202007 v

2028[2007 “

[ Device ID

userio

] Event
[JSaurce

ﬁ User Management

@ Device Man.

agement

SmartCard

8§ Access Control

@ Log List

Q Monitoring

EW“ Reports

Total : 5663

Date Time
2007-02-28 16:00:56
2007-02-28 16:02:16
2007-02-28 16:43:17
Z2007-02-28 17:11:40
2007-02-25 17:59:55
2007-02-25 20:23:19
2007-02-28 21:21:05
2007-02-28 22:04:59
2007-02-28 22:05:07
2007-02-28 22:05:41
2007-02-28 22:13:17
2007-02-26 22:20:13
2007-02-26 22:36:11
2007-02-26 22:36:12
2007-02-25 22:36:14
2007-02-28 22:36:15
2007-02-28 22:36:16
2007-02-28 22:36:17
2007-02-28 22:36:19
2007-02-28 22:36:20
2007-02-25 22:36:22
2007-02-28 22:36:31
Z2007-02-25 22:36:47
2007-02-28 22:42:47
2007-02-28 22:42:48
2007-02-28 22:42:50
2007-02-28 22:42:51
2007-02-28 22:42:52
2007-02-26 22:42:54
2007-02-25 22:42:55
2007-02-28 22 )

Device IDv
1539
1539
1539
1539
1539
1334
1334
1334
1334
1334
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539

Event
System Started
Delete Al
System Started
System Started
System Started
Syskem Started
Delete Al
Identify Fail
Identify Fail
System Started
System Started
Identify Fail
Enroll Success
Enroll Success
Enroll Success
Enrall Success
Enrall Success
Enrall Success
Enroll Success
Enroll Success
Enroll Success
Delete Al
Enroll Success
Enrall Success
Enrall Success
Enrall Success
Enroll Success
Enroll Success
Enroll Success
Enroll Success
Enroll Success

TafA Event

User ID
1)

oOo0oo0ooooooooao

861

934
1144
1205
3786
4465
4582
4583
4534

1144
1205
3786
4465
4582
4533

User Name

Makwon, Lee
ChangGyun, Lee
Hoyaoung, Gyo...
Gunsaeng, Shin
Hyunbok, Jeon

Bohyun, Gha

Ihwan, Gang
Gyunghun, Hong
Jonguk, Hewang

Dongsuk, Suh
Makwon, Lee
ChangGyun, Lee
Hoyoung, Gyo...
Gunsaeng, Shin
Hyunbak, Jeon
Bohyun, Gha
Ihwan, Gang

Gyunghun, Hong

m Suprema Inc,

Source
BiaStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation
BinStation
BinStation
BinStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation
BioStation
BinStation
BinStation
BiaStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation
BinStation
BinStation
BinStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation

8.23.

Release auto uploading

In case of pressing stop auto uploading button, user can release set auto

uploading. Also, in case of disabled mode when setting time transfer, user can

release ti

me transfer.

Once auto uploading is released, status : auto uploading off is indicated on task

box
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B BioAdmin Software

I System

User Management

Device Management

Access Control

Log List Log List

Task

[ et Recent Lo

3 Upload All Log
\}m Export Report,

Status: Auto Upl

gs | Auko Upload

E Stop Auto Uploading

loading OFF

Filtering Tool

Date

202007 v

2028[2007 “

[ Device ID

userio

] Event
[JSaurce

ﬁ User Management

@ Device Man.

agement

SmartCard

8§ Access Control

@ Log List

Q Monitoring

EW“ Reports

Total : 5663

Date Time
2007-02-28 16:00:56
2007-02-28 16:02:16
2007-02-28 16:43:17
Z2007-02-28 17:11:40
2007-02-25 17:59:55
2007-02-25 20:23:19
2007-02-28 21:21:05
2007-02-28 22:04:59
2007-02-28 22:05:07
2007-02-28 22:05:41
2007-02-28 22:13:17
2007-02-26 22:20:13
2007-02-26 22:36:11
2007-02-26 22:36:12
2007-02-25 22:36:14
2007-02-28 22:36:15
2007-02-28 22:36:16
2007-02-28 22:36:17
2007-02-28 22:36:19
2007-02-28 22:36:20
2007-02-25 22:36:22
2007-02-28 22:36:31
Z2007-02-25 22:36:47
2007-02-28 22:42:47
2007-02-28 22:42:48
2007-02-28 22:42:50
2007-02-28 22:42:51
2007-02-28 22:42:52
2007-02-26 22:42:54
2007-02-25 22:42:55
2007-02-28 22 )

Device IDv
1539
1539
1539
1539
1539
1334
1334
1334
1334
1334
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539
1539

Event
System Started
Delete Al
System Started
System Started
System Started
Syskem Started
Delete Al
Identify Fail
Identify Fail
System Started
System Started
Identify Fail
Enroll Success
Enroll Success
Enroll Success
Enrall Success
Enrall Success
Enrall Success
Enroll Success
Enroll Success
Enroll Success
Delete Al
Enroll Success
Enrall Success
Enrall Success
Enrall Success
Enroll Success
Enroll Success
Enroll Success
Enroll Success
Enroll Success

TafA Event

User ID
1)

oOo0oo0ooooooooao

861

934
1144
1205
3786
4465
4582
4583
4534

1144
1205
3786
4465
4582
4533

User Name

Makwon, Lee
ChangGyun, Lee
Hoyaoung, Gyo...
Gunsaeng, Shin
Hyunbok, Jeon

Bohyun, Gha

Ihwan, Gang
Gyunghun, Hong
Jonguk, Hewang

Dongsuk, Suh
Makwon, Lee
ChangGyun, Lee
Hoyoung, Gyo...
Gunsaeng, Shin
Hyunbak, Jeon
Bohyun, Gha
Ihwan, Gang

Gyunghun, Hong

m Suprema Inc,

Source
BiaStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation
BinStation
BinStation
BinStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation
BioStation
BinStation
BinStation
BiaStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation
BinStation
BinStation
BinStation
Bia3tation
Bia3tation
BioStation
BioStation
BioStation

8.24.

Upload all logs

In case of pressing upload all logs button, select device window appears and all

logs of device selected here are uploaded. In case partial log information remains

in BioAdmin, existing log information is kept as it is and new log information is

uploaded.
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Select a Device

X

] l Devices

V@ BioAdmin Server
t [1334] Mew BioStation
4% 192.168.1.254
[#]%8 [254] Mew BEACOn
W& [943] New BioEntry
[#I& [1050] Mew BioEntry

% 192.168.1.74
t [15349] Mew BioStation

Ok

l [ Cancel

8.2.5. Export Report

Log data can be exported to CSV file format using the Export Report button.

Detailed operations are as follows:

® Press the Export Report button.

® Seclect fields to export by simply moving the target field from Field List to

Selected Field List.
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Exporting g|
Select fields to export
Field lizt Selected Field lizt
Date Tirme
Device ID
Ewvent
Thid Event
User D
User Name
Source
[ Mest> | [ Cancel
® After selecting the fields, press the Next button.
® Select afile to export
® After selecting the file, press the Next button.
® Press the Export button.
Exporting El
Ewport Result
Exporting Success
lllllllllllllllllllllllllllllllllllllllllllllq
Finish ] [ Cancel
8.2.6. Delete Log information

The Delete Log Data button eliminates selected log data from log database on
host PC. Log data on BioEntry and BioStation are not removed by this command,
but automatically removed only when the device requires space for additional log
data.
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9. Reports

Repot menu includes the followings operations.

® Set up attendance rule

® Upload log from device and create T&A event report.

® Export a created report to file

® Print created report

== BioAdmin Software

I System User Management Device Management  Access Control

Task

@ Setup Attendance Rule
@ Setup Monthly Schedule
(@ Rule Group Setup

g User Management

@ Device Management

SmartCard

8§ Access Control

@ Log List

Q Monitoring

@ Reports

Report List U]
Filtering Report Type Upload Log
Campany @) Daily Report ) Daily Summary

Update Report
Department O Individual Report O Individual Summary
I Rebuild Al
User D 853 Perind
View Report
UserName | | Fom 2 172008 v
To [ 22812008 v|  [Esorcavel
Date D Uset Mame | In Qut WorkTime | OverTime | Result Check-In | Check-Out #

B Date: 2/1/2006
2112006 853

(=] Date: 2/2/2006
2[zfz006 853

[ Date: 2/3/2006
2/32006 853

= Date: 2/4,/2006
242006 853

3 Date: 2/5/2006
2/5/2006 853

2 Date: 2/6,/2006
2/6/2008 853

2 Date: 2,/7/2006
2/7/2008 853

= Date: 2/8/2006
2/8/2006 853

Dongsuk, Suh 7:16:44 AM 6:57:110 PM 11:40

Dongsuk, Suh &:17:31 AM 5:07:06 PM 08:49

Dongsuk, Sub

Dongsuk, Sub

Dongsuk, Suh

Dongsuk, Suh

Dongsuk, Suh

Dongsulk, Suh

00:00

00:00

00:00

00:00

00:00

00:00

00:57 In Out

00:00 Late In In Out B
00:00 Absence

00:00 Absence

00:00 Holiday

00:00 Absence

00:00 Absence

00:00 Absence hd

m Suprema Inc.

9.1.

Configuration of reports page

Repot list page consists of 2 elements:

® Repot list page

Repot list shows menus setting filtering, report type, period and basic

information required for creating a report.

® Task box

Task box has buttons to set T&A rule.
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9.2. Setup attendance rule

® Press setup attendance rule button to set a new T&Arule.

X

Time Attendance Rule
. Code Mame Check-In Time Check-0Out Time Check-In Device Check-0Out Device
4 MNew Attencance Code 0g8:00 17:00
[ a0 | [ et | [ peete | [ close |

® In case of pressing add button, time attendance rule window appears.

TimefAttendance Code Definition

Attendance Caode | MHew Attencance Code

Device Setup | Time 3etup || Bio3tation Function Key Setting

X

Reader Setup

()First Check-In/ Last Check-Out

() Using Function Keys (BioStation)

Select Device

() Separate Check-InfCheck-0ut Devices

(%) Use All Devices to collect attendance data

() Use Selected Device to collect attendance data

Save l

[ Cancel
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9.21.

Attendance Code | Mew Attencance Code

® Enter attendance code.
Device setup

Select device setup menu on time attendance rule page and set In/Out input
device as below.

Time/Attendance Code Definition B|

Device Setup | Time Setup || BioStation Function Key Setting
Reader Setup
(#) First Check-In / Last Check-Out
() Separate Check-IniCheck-Out Devices
() Using Function Keys (BioStation)
Select Device

(2 Use All Devices ta collect attendance data

(%) Use Selected Device to collect attendance data

5221, 3143 Select Device

o T

® In case of choosing first check-in/last check-out, user applies first authorized

time as check-in and last authorized time as check-out.

In case of choosing separate check-in/check-out devices, check-in/check-out
devices can be designated separately using select device menu. In that case,
limited to check in device, first time is applied as check-in and limited to check-
out device, last time is applied as check-out. In case user inputs check-in or
check-out for unselected device, log information is indicated as check-in or
check-out but when creating a report, check-in or check-out is not applied.
Using function keys (BioStation) — In case of choosing using function keys
(BioStation), limited to the cases when T&A key set in BioStation, it is applied to
a report as check-in or check-out. This menu is applied only to BioStation.
Therefore, BioEntry can’t be used as T&A device in this case.
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User can choose a device for T&A use thru select device menu.

Select a Device §|

[ ANl Devices

[ 192.168.1.240
58 [250] New BEACON

(& [22547) Mew BioEntry
% 192168160
%k [1811] Mew BioStation
% 192168127
@ [1539] Mew BioStation
5% COomt
& [1050] Mew BioEntry

I Ok H Cancel l

® In case of choosing use all devices to collect attendance data, all devices
connected to network are used for T&A device. However, in case of choosing
using function keys (BioStation), BioEntry can’t be used for T&A device.

® In case of choosing use selected device to collect attendance data, only
selected device can be used for T&A device.

9.2.2. Time setup

Select time setup menu on time attendance code definition page and set time
attendance time as follows.
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Time/Attendance Code Definition g|

Attendance Caode MHew Attencance Code

Device Setup | Time Setup | BioStation Function Key Setting

Time Setup
From |06 :00 % | Start ofa new day

Minirmum YWark Hours ﬂ haur(s)

L

Check-In Time |98:00

Check-0ut Time |17 00

L

Owertime Limit from |18:00

L

to | 00:00 =
Minimum Cwerime | 2 hiour(s)
Monworking Tirne |00 : 00 & |to (0000 e
00:oo “|to |00:00 e
00:oo “|to |00:00 e
[ Save l [ Cancel

Detailed setting process is as follows

Set standard time of work start in from ----- start of a new day

Set minimum work hrs of applicable day in minimum work hrs. In case work
hrs is less than set minimum work hrs, absence is applied to report. In case of
setting minimum work hrs as 0, this function may not be used.

Enter check-in time.

Enter check-out time.

Enter maximum overtime hours. In case one works overtime more than set
maximum OT hrs, such hrs are not included in report as OT.

Enter minimum overtime hours. In case of working overtime less than set
minimum overtime hours, such hours are not applied as overtime in report.

Set up Nonworking Time to exclude certain period of time from work time. This
time will not be included in the working hour on report. You can select up to
three Nonworking Time and see the Nonworking Time by using the drop down
menu.

Note : Drop down menu on Nonworking Time is not to select a certain
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9.2.3.

Nonworking Time among the three Nonworking Times, but to just show the time
setting of the Nonworking Time. Thus, once you set up two or three Nonworking
Times on this menu, all of those Nonworking Times will be excluded from the
working hour on report.

BioStation function key setting

On time attendance code definition page, select BioStation function key setting
menu and set log information and report display as below.

TimefAttendance Code Definition

Attendance Caode MHew Attencance Code

Device Setup | Time Setup | BioStation Function Kew Setting

BioStation Function key Config

| iNone | 2imone || 3iwone || Fiim |
| 4vone || sinone || eimone || F2iout |
| 7ovone || simone || gimone || F3:umpuy |
| calinone || o:none || Escimone || F4:outouy |
Function Key F1 [#] Use this key for T&A

T&A Event In

Event Type In v

[Jalculate as normal check-inicheck-out event

After changing this setting, please update repont again with 'Rebuild Al
aption.

[ Save l [ Cancel

Detailed setting process is as follows:

® Select applicable key.

® In case of using selected key as T&A key, check on Use this key for T&A.

® Input T&A event for selected function key. Upon Monitoring and log check,
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input in T&A event for applicable key is displayed.

® Select Even Type among Check-In, Check-Out, In, Out. Selected events are

used as basis of T&A result and computation of work hours.

® [f you do not want to apply Late-In or Early-Out to a specific key, check on

Calculate as normal check-in/check-out event.

function key setting.

Changes will apply only when report is updated after changing BioStation

9.3. Setup Monthly Schedule

By setting monthly schedule, you can select working day and holiday, which are

used as a basis of T/A report. On holiday, late-in, early-out, absence are not applied.

Work hours on holiday will be added to the holiday work time.

® Press Setup Monthly Schedule button.

Monthly Schedule Setting

mMaonthly Schedule

Mame | Mew maonthly schedule L

K

First vweek | Sun

Second Yveek | Sun

Third Wieek | Sun

Fourth Week | Sun

Fifth Week | Sun

Sixth Wieek | Sun

[Fwon [Toe [wes [ o0 [ 7o [ ot |
[von [Toe [wos [0 [ 70 | ot |
[ver [Toe [ wod [ ow [ i | oat |
[von [Toe [ wod [ oo | i | oat |
[von [ Toe [ o [ ou [ i | oat |
[von [Toe [ s [ ou [ i | oat |

Legend

[] Haoliday

[ wworking Day

After changing this setting, please update report again.

Sawe

l [ Cancel l

® Select Working Day and Holiday and press Save button.

® To apply new monthly schedule to T/A report, check on the ‘Rebuild All’ of the

Report List window and press Update Report button.
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94. Group Configuration for T&A Control

You can make a group for the rules on T&A event control using the above

configuration.

Attendance Rule Group List FS__(|

Mo Code Name Sun Man Tue Yed Thu Fri Sat
1 Mew TEA rule group Mew Aften..  MewAften..  NewAtten..  MewAften..  MNewAften..  MNewAtten..  MNew Aften...

[ a0 | [ Edst | [ peste | | close |

Press “Add” button to generate new rules on T&A group and configure
each specific rule.
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THA Rule Group E'

Mame | e TEA rule group |
Group Member

Sunday |Newﬁ¢tencance Code v|
Monday |Newﬂﬁencance Code V|
Tuesday |Newﬂﬁencance Code v|
Wednesday |Newﬁ¢tencance Code V|
Thursday |Newﬁ¢tencance Code v|
Friday |Newﬂ¢tencance Code v|
Saturday |Newﬂﬁencance Code v|
Holid ay |Newﬂﬁencance Code V|
maonthly Schedule |New manthly schedule v|

Save ] ’ Close ]

9441. Use as default

By checking on set as default, apply selected T&A rule as basic rule. In case
T&Arule is not set for certain users, basic rule applies to such users.

9.5. How to prepare report
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Filtaring

Campany |N0ne

Departmeant |N0ne

User IO | 853

UJser Mame |

Report Type

Upload Log
(%) Daily Report () Daily Summary
Update Report
) Individual Report (O Individual Summary

[ TRehuild Al

Feriod

Wiew Report
From | 2/ 172006 v
To | 272812006 v| Export C3V file

® Press upload log and import the latest log information. This process is to

create a report based on the latest event logs, so even after completing upload

log, log is not displayed on report list.

Press update report button.

Select company, dept. and user on setting (filtering) menu to creating a report.
Choose either daily report or individual report on type menu.

Choose start date and finish date of report on period menu.
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== Biofdmin Software

i System User Management  Device Management  Access Control

Task

@ Sebup Attendance Rule
m Setup Monthly Schedule
(T Rule Group Setup

Filtering Report Type

Company Maone () Daily Report

II

Department | Mone

O Individual Report ) Individual Summary

O Daily Summary

[CIRebuild Al
User ID 853 Perind
UserName | | Fom | 172006 v
To | 2128/2008 v| [Expon [s=0 111
Drate hi] User Hame | In CQut ‘WorkTime |OwverTime | Result Check-In | Check-Out | #%

2/1jz006

Dongsuk, Sub

2 Date: 2/2/2006

057

2/2fz006 853 Dongsuk, Sub 8:17:31 AM 5:07:06 PM 02:49

2 Date: 2/3/2006

00:00 Late In In Out

2/3jz006 853 Dongsuk, Suh 00:00 00:00 Absence
(= Date: 2/4/2006
2/412006 853 Dongsuk, Sub 00:00 00:00 Absence
g User Management
s (=) Date: 2/5/2006
@ Device Management
2[512006 853 Dongsulk, Suh 00:00 00:00 Haliday
SmartCard
(=] Date: 2/6,/2006
& Access Control 2/a12006 853 Dongsulk, Suh 00:00 00:00 Absence
% Log List = Date: 2/7/2006
2)71z006 853 Dongsuk, Suh 00;00 00:00 Absence
Q Monitoring
= Date: 2/8/2006
@ Reports
2/8i2006 853 Dongsuk, Suh 00:00 00:00 Absence ~

M suprema Inc.

® Press view report button.
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Individual Report

T 2006~8/3172008

1D : 853 User
Date

Name : Dongsuk, Suh

Dhepar men

Title

Worklima  Overlime |

{

Chockiln Checkebut

TI2006

TA0F2004
TIN12004
TH2I2006
T3
Tr1arng
TI158T006
THEF2004
TATI004
TIBI2006
TI9I2004
Tidi2ods

TF204 2008
217006
Tra2 I
TI232004
Tr2412004
TI2552004
712642004
4742006
TiS 2006
TI9S 2006
Tr3i2008

TrA0 2004
713112006
TI4Ar2006

Ti5i2006

THel2006

TiTiathe

T/8/2006

Trer2008

RBD
ROD
RAD
RED
RED
RAD
HARD
R&D
RED
RaD
L1
RED
RED
RED
RED
RED
RO
RED
L
nao
RED
RED
HBD
RAD
RED
RAD
RAD
RAD
RAD
RAao
HARD

Manager
Manager
Manager
Manager
Manager

Managnr
Mansger
Mansger
Mansger
Manager
Manager
Managar
Manager
Manager
Mansger
Manager
Mansger
Manager
Mansger
Manager
Manager
Manager
Manager
Manager
Manager
Manager
Mansgar
Manager
Manager
Manager

o0:00
00:00
o0:00
00:00
0000
am:an
a0
00:00
00:00
00:00
00:00
0000
0000
onon
00:00
og:00
00:00
L
om0
00:00
0000
00:00
anan
an:on
amon
o000
00:00
0000
00:00
0000
[

00:00
00:00
00:00
00:00
o000
o000
o000
00:00
00:00
00:00
00:00
00:00
00:00
o0
oo
00:00
0000
00:00
0000
00:00
00:00
00:00
om0
000
0o:00
no:0n
00:00
00:00
00:00
00:00
o0

»>Frrrfrrrrrra

rrrrfrrrr=>

A
Halidey
Hatidyy

W adnatday, September 27, 2006 11:47:20AM

® Press & to save a file in varying formats.

® Press = to print out the report.

9.6. Edit Data

Page 1 of 2

If necessary, administrator can add or correct user’s T/A data.

® If you double click a specific T/A data on daily report or individual report, Edit

Data window will be initiated.
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Edit Data
Event Date | 2112006 Marne
UserID | 853 Result
Event date Event time Event
2112006 Fileidd A
2/ /2006 57 10 PM [a]N]4
Event Property

Date | This Day

v| Titne

Event |In

X

Dongsuk, Suh

Device

[5221] New BioSt...
[5221] New Biodt...

T644 A E

v| Device |[5221] Mewe BinStatic v|

[ Add Event ] [ Edit Event ] [DeleteEvent]

‘Rebuild All"

period.

When you change events, wou must refresh result list without checking

[fyou refresh listwith ‘Rebuild All', all of result data will roll hack in selected

® Enter desired event values on the Event Property box and press Add Event

or Edit Event button.

® Press Accept button to apply the corrected data to T/Areport.

® The changed events are displayed as “Result” field in grey color.

Date D User Mame

B Date: 2/1/2006

In Qut WorkTime | OverTime | Result Check-In | Check-Cut | #*

2i1jz006 853 Dongsuk, Sub 7:16:44 AM &:57:10FM 11:40 00:57 In ok
(=] Date:2/2/2006
2lzl2006 853 Dongsuk, Suh &:17:31 &AM 5:07:06 PM 03:49 00,00 Late In In Ok
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® The result can be modified at the report. By clicking “Result” of the report, the list

to select displaying result will be shown as above figure, which is appeared on

bold strokes and verified the changes easily.

e | Result Ct

_

In

Late In

Early Out =

Overtime
Absence
Holiday

Holiday Work S

Holiday =
Sick leave
Official Tour b

e Result C
Early Out Ir

Note : After correcting report data, you should press Update Report button
without checking on ‘Rebuild All. If you check on ‘Rebuild All', T/A data will
return to the original data before such correction.
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10. Menu bar functions
10.1. System

Eﬁystem User Management  Device M

l| Admin Account _

Backup Database

Restore Backup

Lock All Devices

Unlock All Devices e

Load BA wver 1.x Data p e

Preference

about Bioddmin

Reconneckt Server

Exik
Selection Tool

10.1.1. Manage admin account

Add administrator to log in the BioAdmin or change password / user level of an
existing administrator.

10.1.2. Data backup

Make manual backup file as well as auto backup file on the option menu. Backup
file is saved as date-serial number format at the server installed a path.

10.1.3. Data recovery

After BioAdmin software modified to server/client type, data recovery is possible to
copy backup file to server installed PC.

To recover a data, previously created backup file should be existed. By coping the
file in the created folder as data-serial number type at the server installed path, all
data can be restored as original backup status. All administrator & user information,
rules, and log history are restored at the corresponding point, but data after
restoration will be disappeared.

10.1.4. Lock all devices
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10.1.5.

10.1.6.

10.1.7.

Lock/unlock linked all BioEntry and BioStation while using BioAdmin software. If
administrator clicks lock all devices menu, all linked BioEntry and BioStation are
locked and once locked, they don't react to any external packet except unlock
command. In case of BioStation connected to the server, lock device does not
support.

Unlock all devices

By clicking ‘unlock all devices’ menu, user can unlock all locked BioEntry and
BioStation. If lock password has been set, user needs to enter password to unlock.

Enter locking password. DevicelD[21929] is locked. El
[ Ok l ’ Cancel l
Load BioAdmin 1.X data
1
Load BA ver 1.x Data  » Load User list
) Setti
Preference Load Log list
[

® Click Load BioAdmin 1.X data menu to import previous user data and log data
generated while using BioAdmin software version 1.

Note : This menu can be used at a time of first execution of BioAdmin software
version 3.0 only. It is because data is created anew after deleting existing data
when importing previous data running this menu.

Preferences

Preferences menu supports the following functions.
® Device Time Setting

® Automatic Locking

® Backup Options

® Security Option
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Preference

X]

Device Time Setting

CliEynchronize with current PC time at startug

Automatic Locking

[JLack all BioEntry readers when exit BioAdmin Change Lock Password

Backup Qptions
Default Backup Directary

Automatic Backup Optian
[TUse Automatic Backup

Security Option
[TUse Fingerprint Template Encryption

I Ok l [ Cancel

® Device Time Setting

By checking synchronize with current PC time at startup on preference
window, administrator can set time of linked all devices by host PC time.

® Automatic Locking

BioEntry and BioStation can be locked by password to enhance the security. If
the locked BioEntry or BioStation is found on the network, BioAdmin software
requests to enter password to unlock BioEntry and BioStation. Locking
mechanism is enabled by the Lock all BioEntry devices on exit check box in
this window or the Lock All Devices menu below the System menu in
Command menu bar. If it is enabled, BioAdmin software locks the devices at
termination of the program. The Change Lock Password button initiates the
password management window.
= Lock password of BioEntry and BioStation can be changed by pressing
change button and entering old and new password.
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x]

Change Lock Password

Change Password
Old Password

Mew Password

Retype Mew Password

I Change l [ Cancel ]

Help

[ Get Challenge Code ]

[ Unlock Device and Password to Default ]

Note : As BioAdmin software doesn't save lock password, administrator
should remember the password when using lock mechanism.

= Resolving the locked devices. If the devices are locked but cannot be
unlocked in case of forgetting password, the following procedures are
required. Obtain a challenge code file using the Get Challenge Code
button and send the file to technical support team
(' support@supremainc.com )

Get Challenge Code gl

Select BioEntry ID to get Challenge Code

BicEntry 1D | [21929] Mew BioEnt | | Get |

474bBcdde1fdae2c9a9?20%bedb7at5d78
d1f48ab97ba8440818ed9559c64eca?s

Click Wvrite ta File' far writing to file, then e-mail us with the file.

[ Close ] [ \Wirite to File ]

® The support team will send you the unlock code file corresponding to the
challenge code. Use Unlock a BioEntry and Password to the Default button
to resolve the device. Then, the device is unlocked and password is changed to

default (null).
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Write Challenge Code EI

Select BioEntry ID to write Challenge Code

BioEntry 1D [21929] Mew BinEnt | Open Code File |

8d868934d56675be3bbB6566F 1188200
e7b50ddc7aB297a8cfcla®3d25b33190

Click Wyrite'to unlock the BioEntry

l Wiirite ] l Cancel

® Backup Options

= Default backup directory: Default backup directory for database can be
specified on the preference page. Related backup files will be stored on the
specified directories. In case of BioAdmin Software v4.0 above, this option
cannot create a backup path, but backup file at the server installed path.

= Automatic Backup Option: By checking on the Use Automatic Backup
check box, you can automatically save the backup database whenever you
close the BioAdmin software. In case of BioAdmin Software v4.0 above,
the backup file is created at the server installed path, which is similar to
manual backup.

= You can select the period of the automatic backup between everyday and
every month. This automatic backup replaces the old database with the
new database at the termination of BioAdmin software.

Note : automatic backup option saves data on the basis of closing BioAdmin
software. Thus, in case of not running BioAdmin or not closing BioAdmin after
running, data is not saved.

® Security Option
= Security option is used to encrypting fingerprint template data which is used
between host PC and BioStation. By encrypting the template data, you can
enhance the security level of of the system.
= Security option should be used only when there is no fingerprint data on the
BioStation. Otherwise, BioAdmin will remove all fingerprint templates on the
BioStation.
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Security Option
[lUse Fingerprint Template Encryption

= Check on the Use Fingerprint Template Encryption.
= [f you select the encryption option, a warning message will appear. If you
want to continue the encryption, press Yes button.

BioAdmin Software

= Press Change Encryption Key button.

Security Option

[¥]iUse Fingerprint Template Encryption: ’ Change Encryption Key

= Enter Encryption Key.

X

Change Encryption Key

Mew Encryption key

Confirm Encryption key

| Change | | cancel |

= Press Change button in Change Encryption Key window.

= Press OK button in Preference window.

= [fyou press Cancel button in Preference window or if the data encryption
is interrupted by a network error, system will return to its earlier status
before encryption.
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10.1.8.

Whenever you change the encryption key, you need to apply the new
encryption key for each of the connected BioStation. Also, you need to do
so whenever you add a new BioStation to the network. Because encryption
process will remove the existing user’s templates on BioStation, you need
to transfer the user’s templates to the BioStation after finishing the
encryption.

When you use the encryption function, It is highly recommended to change
the encryption key.

Encryption key should be less than 31 digits.

If the encryption is interrupted by a network error or by power failure, restart
the BioAdmin program. Then, BioAdmin will automatically transfer the
encryption setting to the remaining BioStation devices.

You should be very careful in using the encryption function. If you are set
different encryption key among BioStation devices, you may not be able to
use the user’s template compatibly among those devices.

If the encryption key on host PC is different from that of BioStation, or if only
either of host PC and BioStation is using the encryption option, following
warning message will appear whenever such device is found on the
network. If you press No, such BioStation devices will be disconnected
from the network.

BioAdmin Software |§|

AN

Found the device having different encryption setting.

For changing this setting, all user data musk

be deleteed From the device. IF vou don't want to change encrypion

setting, vou can't use the device.

Do wou want to delete all user data and change encryphion setting ko device[ID: 151177

BioAdmin information

Copyright © 2006 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 221

x)

About BioAdmin

BioAdmin % 4.1.068 Ik
Copyright (C) 2006 by Suprema Inc.
hitpcifividily SURFRMAING. COM

About BioAdmin on menu bar represents information on BioAdmin in use.

10.2. User Management

1 | User Management | Device Managen
E| add Mew User |

Company Management

= B
N Departrment Management &

=]
f Setup Custorn Fields

Title Management

ta Mharlkaed lzare from Nowire =

User management menu on menu bar supports following functions.
Add New User

Company Management

°
°
® Department Management
® Title Management

°

Setup Custom Fields

For detailed setting, refer to ‘chapter 5, user management’

10.3. Device Management
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10.3.1.

| Device Management | Access C

&dd Mew Device

&dd Mew BEACon

Set Time

Uparade Firmware

|

Get Challenge Code
Set Challenge Code

Site Key Setfting

[Th

alyiula]

Device management menu on menu bar supports following functions.

Add New Devices
Add New BEACon
Set Time

Upgrade Firmware
Get Challenge Code
Set Challenge Code
Site Key Setting

For detailed setting as to add new device, add new controller, import factory

password code, factory password (password initialization), refer to ‘chapter 6,

device management’.

Time setting

|

Device Managerment

Add Mew Device
&Add Mew BEACon

Access [

Set Time

Upgrade Firmware

Get Challenge Code
Set Challenge Code

Site ey Setting

Copyright © 2006 by Suprema Inc.

http://www.supremainc.com



BioAdmin User Manual 223

10.3.2.

® You can synchronize the time of all of the networked BioEntry™ to the time of
host PC. If you already checked on the Synchronize current PC time at
startup check box, which is on Options - Preference - Device Time Setting,
you do not need to synchronize the time on this menu.

FW upgrade

I
i Device Managerent | Access

Add Mew Device
&dd Mew BEACon
Set Time

| Upgrade Firmeware

Get Challenge Code
Set Challenge Code

Site Key Sefting
—

® By selecting the Firmware Upgrade menu, a pop-up window for firmware
upgrade appears:

Firmware Upgrade E|

BST_%1_0_060802 hin | Select Firmware |

| ]

Select Firmware to Upgrade.

[ Upgrade Firmmware ] [ Close ]

® Select a firmware file by clicking the Search Firmware button.

® Execute upgrade by clicking the Upgrade Firmware button.

® [f BioEntry or BioStation is turned off or reset in the process of upgrading,
restoration might be impossible.

® Firmware upgrade is processed for one device. Selection of a group or all
devices is not allowed.
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For detailed setting, refer to chapter 5 ‘user management'.

Note : Once firmware upgrade is complete, BioEntry and BioStation are rebooted
automatically and connected to network. It is recommended not to do any other
operation for about 5-10 sec after BioEntry or BioStation are rebooted due to
upgrade.

10.3.3. Site Key Setting

Site Key Wizard g|

Select Site K.ey to Change
@ Changing Frimary Key
() Changing Secondary Key

(") Changing Site Key Options Only

Mewut » ][ Cancel ]

To prevent unauthorized access, Smartcards are encrypted with a 48 bit site key.
For a BioEntry device to decrypt a Smartcard, the site key stored in the device
should match with that of the card. Users can store as many as two site keys in the
BioEntry device and select two advanced options. If the Use Secondary Key
option is selected, the device will try both the primary and secondary keys when
decrypting a Smartcard. If it is not selected, the device will try only the primary key.
The Auto Update option is useful when changing the keys of Smartcards. With
this option on, the device will re-encrypt a Smartcard with the primary key when it is
encrypted with the secondary key.

Note : Site keys should be handled with utmost caution. If it is revealed, the

whole system is not secure any more.

® Primary Key
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PrimaryKey Change
Change Primary Key
Current Primary Kep
MHew Primarny Kep

Retype Primary key

Change Site Key Option
[TUsze Secondamy key

X]

[]5et current primary site key to secondary key

[ < Back “ Change ][ Cancel ]

To change the primary key, you should enter the current and new primary keys.

Besides the Auto Update option, you can also select the following options.

= Set current primary site key to secondary key : Replaces the

secondary key with the current primary key before changing the primary

key.

® Secondary Key

To change the secondary key, you should enter the current primary key and the
new secondary key.

SecondaryKey Change

Change Secondary Key
Current Primary Kep

Mew Secondary Key

Retype Secondary K.ey

Change Site Key Option
[TUsze Secondamy key

< Back “ Change ][ Cancel

3

® Key Options

You can also change the key options only. In this case, you only have to enter
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the current primary key with the options.

Site Key Options

)

Change Site Key Option

Current Primary K.ey | |

[JUse Secondary Key

[ < Back ” Change l[ Cancel

104. Access (I/0O) Control

I
| Access Contral |

| Time Code Definition |I
Holiday Definition

| Time Zaone Definition

g Door £one Definition

a dccess Group Definition

Access control menu on menu bar supports following functions.
® Time Code Definition

® Holiday Setting

® Time Zone Setting

® Door Zone Setting

® Access Group Setting

For detailed setting, refer to chapter 8, access control.
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Contact Information

Suprema Inc.

16F Parkview Office Tower, Jeongja-dong, Bundang, Seongnam, Gyeonggi, Korea
Tel : +82-31-783-4502

Fax : +82-31-783-4503

Website : http://www.supremainc.com

Sales inquiry : sales@supremainc.com

Technical inquiry : support@supremainc.com
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