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Suprema Warranty Policy

Suprema warrants to buyer, subject to the limitations set forth below, that
each product shall operate in substantial accordance with the published
specifications for such product for a period of one (1) year from the date of
shipment of the products (“Warranty Period”). If buyer notifies Suprema in
writing within the Warranty Period of any defects covered by this warranty,
Suprema shall, at its option, repair or replace the defective product which is
retumed to Suprema within Warranty Period, freight and insurance prepaid
by buyer. Such repair or replacement shall be Suprema’s exclusive remedy
for breach of warranty with respect to the Product. This limited warranty
shall not extend to any product which has been: (i) subject to unusual
physical or electrical stress, misuse, neglect, accident or abuse, or
damaged by any other external causes; (i) improperly repaired, altered or
modified in any way unless such modification is approved in writing by the
Supplier; (iii) improperly installed or used in violation of instructions
furnished by Suprema.

Suprema shall be notified in writing of defects in the RMA report supplied by
Suprema not later than thirty days after such defects have appeared and at
the latest one year after the date of shipment of the Products. The report
should give full details of each defected product, model number, invoice
number and serial number. No product without RMA (Return Material
Authorization) number issued by Suprema may be accepted and all
defects must be reproducible for warranty service.

Except as expressly provided herein, the products are provided “as is”
without warranty of any kind, either express or implied, including, but not
limited to, warranties or merchantability, fitness for a particular purpose.
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Disclaimers

The information in this document is provided in connection with Suprema
products. No license, express or implied, by estoppels or otherwise, to any
intellectual property rights is granted by this document. Except as provided
in Suprema’s Terms and Conditions of Sale for such products,

Suprema assumes no liability whatsoever, and Suprema disclaims any
express or implied warranty, relating to sale and/or use of Suprema
products including liability or warranties relating to fitness for a particular
purpose, merchantability, or infringement of any patent, copyright or other
intellectual property right.

Suprema products are not intended for use in medical, life saving, life
sustaining applications, or other applications in which the failure of the
Suprema product could create a situation where personal injury or death
may occur. Should Buyer purchase or use Suprema products for any such
unintended or unauthorized application, Buyer shall indemnify and hold
Suprema and its officers, employees, subsidiaries, affiliates, and distributors
harmless against all claims, costs, damages, and expenses, and
reasonable attorney fees arising out of, directly or indirectly, any claim of
personal injury or death associated with such unintended or unauthorized
use, even if such claim alleges that Suprema was negligent regarding the
design or manufacture of the part.

Suprema reserves the right to make changes to specifications and product
descriptions at any time without notice to improve reliability, function, or
design. Designers must not rely on the absence or characteristics of any
features or instructions marked "reserved" or "undefined." Suprema
reserves these for future definition and shall have no responsibility
whatsoever for conflicts or incompatibilities arising from future changes to
them.

Please contact Suprema, local Suprema sales representatives or local
distributors to obtain the latest specifications and before placing your
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product order.

Note: Third-party brands and names are the property of their respective
owners.

About BioEntry and BioStation

BioEntry and BioStation are biometric access control and time attendance
device with algorithms awarded 2™ consecutive grand prix at finger scan
contest (FVC2004 & FVC2006) and standard Wiegand interface. BioEntry
and BioStation can replace an existing system or be added to an existing
access control and time attendance system with ease.

BioEntry Smart is a fingerprint smart card device that seamlessly integrates
fingerprint and smart card device into one device. BioEntry™ Smart is
designed to replace existing access devices like proximity or magnetic
devices without additional wiring. Fingerprint template is stored in each
user’s smart card and there is no need to store fingerprint data in a device
itself. This eliminates the burden of template management and networking
devices.

BioEntry Pass is a fingerprint access device equipped with fast one to
many fingerprint identification engines. Enrolled with more than hundreds of
users, identification can be done in less than one second.

BioStation is the access control and time attendance finger terminal of
distinguished performance. Multifunctional fingerprint terminal for access
control and time and attendance, BioStation provides various information
real time adopting 2.5 inch color LCD and high-quality sound. Also, using
wireless LAN or USB memory, you can configure network and transfer data
without complicated wiring.

BioEntry and BioStation supports various fingerprint sensors, i.e. Optical,
semiconductor type (capacitive type) or scan type (swipe thermal type),
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enabling a user to utilize an optimum fingerprint sensor fit for the application
system.

About Suprema Inc

Suprema is a leading biometric company offering core fingerprint
technologies in various applications. Suprema'’s fingerprint products include
access control systems, time attendance system, low cost standalone
OEM modules, USB fingerprint scanners and fingerprint algorithm SDK.
Suprema’s fingerprint recognition algorithm was proved to be the world top
level by ranking first in the 3rd interational Fingerprint Verification
Competition (FVC2004 & FVC2006) with the lowest error rate in light
category. Suprema’s fingerprint products have been sold to more than 80
different countries and are being used in various applications.

For more information on Suprema’s technologies and products, please visit
Suprema’s website (http://www.supremainc.com) or contact by e-mail
(sales@supremainc.com).

About This Manual

This is an introduction to operation of BioEntry, BioEntry Plus, and
BioStation. This manual describes how to manage templates, properly
adjust relevant parameters, enroll or delete templates, etc. The purpose of
this manual is to provide instructions to using BioEntry and BioStation and
troubleshooting tips.
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1.1.

1.2.

1.21.

1.2.2.

Getting Started

Outline

This manual illustrates how to use BioAdmin software. BioAdmin is a PC Windows
software for the control and management of Suprema’s BioEntry, BioStation and
BEACon products. BioAdmin includes various functions needed for a host station
for applications of access control and time & attendance using these devices.

For proper hardware connection, please refer to BioEntry Installation manual and
BioStation Installation manual.

There are two approaches in managing BioEntry and BioStation. :

® Using BioAdmin program which is the management software running on
Windows based PC platforms. This manual is mainly focused on operating
BioEntry and BioStation using BioAdmin software.

® Integrating the management functionality into customer’s application software
using SDK which contains versatile API's to control BioEntry and BioStation. For
further information, please refer to SFM SDK Reference Manual, BioStation
SDK manual, and UniFinger Engine SDK Reference Manual.

Fundamentals

This chapter provides introductive information on BioEntry, BioStation, and
BioAdmin including basic concepts, operation flow, and overview of the software.

Finger scan device

Fingerprint access device is a device to authenticate the identity of each person
using fingerprints. It can be easily integrated into access control system by
connecting with access control panel through industry standard interface such as
Wiegand interface. Since fingerprints contain biometric features which are unique
for each person, fingerprint access device can be substituted for existing access
devices, such as barcode, magnetic card, keypad, or RF card devices, with high
security and efficiency.

Finger scan smart card device

Fingerprint smart card device is an advanced model of fingerprint access device

Copyright © 2007 by Suprema Inc. http://www.supremainc.com
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which improves security of the system by integrating smart card technology.
Fingerprint data for each person is stored on user’s smart card and the device
authenticates the user by comparing the stored fingerprint data in the smart card
with the input fingerprint data.

1.2.3. Template

A template is the binary data representing the features of each fingerprint. The
fingerprint image acquired from a fingerprint sensor is converted to a template,
which is stored on the memory of the fingerprint access device or on user’s smart
card. In authenticating a user, a new template is also generated and compared
with the stored templates.

1.24. Enroliment

Enrollment is the process to store the fingerprint template with user information.
Through enrolliment process, new users are entered into the system.

1.2.5. Verification

Verification is the process of authenticating an input fingerprint with the fingerprint of
the specified user. On BioEntry Smart, a user places smart card containing
personal fingerprint template and user information. Then, the device carries out
verification process by scanning an input fingerprint. On BioEntry Pass, verification
process can be implemented by connecting external Wiegand device, such as RF
card device, which provides the current user ID.

1.2.6. Identification

Identification is the process of searching a matched fingerprint among the stored
fingerprints on the device. BioEntry Pass and BioStation basically operate in
identification mode, which requires no additional input except the placement of a
finger.

1.2.7. User database

User database includes user ID, user name, fingerprint templates, and so on.
BioAdmin software is based on the central management of user database. That is,
the user database is created, updated, and stored on the host PC. Then, it is
selectively distributed to the BioEntry and BioStation connected on the network
using transfer menu.
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1.2.38.

1.2.9.

1.3.

1.3.1.

1.3.2.

Transfer

Transfer to Device is used to transfer the user database of the host PC to BioEntry

and BioStation. The user information such as User ID, templates, access group,

and security level is transferred by this process.

Detailed operations are as follows.

® Enroll new users on BioEntry and BioStation

® Replace inconsistent templates on BioEntry and BioStation

® Delete templates of unknown users or de-selected users on BioEntry and
BioStation

Transfer from Device is used to upload the user formation from BioEntry and

BioStation to the database of host PC. The user information such as User ID,

Template Number, Number of Access Group, and Security Level can be uploaded

by this process.

Site key for smartcard

Site key is a password for smart card to ensure that an authorized card should be
used for a specific installation. 48 bit key is used in BioEntry Smart allowing 0 to
281374976710655 (OxFFFFFFFFFFFF). For proper operation, the same key
should be configured on BioEntry Smart and user’s smart card.

How to place a finger

Select a finger to enroll

(1) Itis recommended to use an index finger or a middle finger.
(2) Thumb, ring or little finger is relatively more difficult to place in a correct position.

How to place a finger on a sensor

(1) Place afinger as it completely covers the sensor with maximum contact.
(2) ltis better to place the core part of a fingerprint to the center of a sensor.

= People usually tend to place only the top end of a finger
= Where is the core (center) of a fingerprint?
- Apeak where spirals of fingerprint ridges are dense
+ Usually opposite to lower part of a nail
+ Itis recommended to place a finger as the lower part of a nail is located at the

center of a sensor
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1.3.3.

1.34.

1.4.

(3) If a finger is placed as in the right picture, only a small area of a finger is
captured. So it is recommended to place a finger as in the left picture.

Tips for different finger conditions

Suprema’s fingerprint products are designed to scan fingerprint smoothly
regardless of the conditions of a finger skin. However, if a fingerprint is difficult to
scan due to other influences, please refer to the followings tips.

(1) Ifafinger is stained with sweat or water, scan after wiping moisture off

(2) Ifafingeris covered with dust or impurities, scan after wiping them off
(3) Ifafingeris way too dry, scan after blowing warm breath on a fingertip.

Advices on fingerprint enrollment

(1) In fingerprint recognition, enrollment process is very important. Therefore,
when enrolling a fingerprint, please try to place a finger correctly with care.
(2) In case of low acceptance ratio, the following actions are recommended.

= Delete enrolled fingerprints and re-enroll the fingers.
= Enroll the same finger additionally
= Try with another finger if a finger is not easy to enroll due to scar or worn-

out.
(8) For the case when an enrolled fingerprint can’ t be used due to scar or
holding a baggage, it is recommended to enroll more than two fingers.

Concept of BioAdmin 4.2

BioAdmin 4.2 is operated as server-client application so that users can operate the
BioAdmin Client program from multiple host PCs at the same time. If the users
connect BioStation to the BioAdmin Server, logs from the BioStation will be
automatically stored on the database of BioAdmin Server real-time. In this server-
client application, BioAdmin Client is used as the user interface to manage the data.

If the user does not connect the BioStation to the BioAdmin Server, logs will not be
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1.4.1.

stored on the database automatically.

BioAdmin Server is designed only for BioStation. Therefore, you can not use the
BioEntry or BEACon as the server-client application.

This chapter describes the installation and operation of BioAdmin Server and
BioAdmin Client programs.

How to install BioAdmin Server

® Select the PC to be used as the server. Server PC should be always tuned on,
because it should receive log data from the connected BioStation and store it on
the database real time.

® After selecting a PC to use as the BioAdmin Server, install the BioAdmin Server
program. This chapter shows the installation process under the condition that
you are using the database on your host PC. If you are using MySQL or SQL
Server, you can refer to the chapter 1. 4. 3.

@ Start Installation.
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BioAdmin Server - InstallShield Wizard

Welcome to the Install5hield Wizard for BioAdmin Server

all Bicesdrnir pour computer. Tc

® Choose Destination Location

BioAdmin Server - InstallShield ¥izard

Choosge Destination Location

ation Folder

Choose the hard disk drive on which BioAdmin Server is to be installed. By
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default, BioAdmin Server is installed in C:\Program Files\BioAdmin Server\.

® Setup Open SSL

i'.;EL Setup - OpenSSL E'E'@

Welcome to the OpenSSL Setup
Wizard
Thiz will inztall OpenS5L 0.9.8d on vour computer.

[t iz recommended that you cloze all ather applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

Mest > |[ Cancel

After copying all files, set up the Open SSL.

® BioAdmin Server Configuration and Database Setting
If you finish the Open SSL set up, following window will appear which is to set
up the BioAdmin Server configuration. In most cases, you can maintain its
default value for the BioAdmin Server configuration.
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% BioAdmin Server Config

Status

| i Stopped Start
Connection

-l TCP Paort 1480 M ax Connection 32

Databaze Type Access DB[mdb) A

Connection String | Provider=Microzaft.Jet. OLEDE . 4.0:0 ata
Source=C:\Program Filez\Bioddmin
ServersBioddmink ata.mdb;Persist Security
Info=Falze

/‘j)_]) OpenS5L Path C:AOpenSSLibintopenssl. exe
Pass Phrase nimm

Refresh ] [ Apply ] [ (] ] [ Cancel ]

® Status

Status shows the current version and status of the BioAdmin Server. By pressing
Start or Stop button, you can start or stop the operation of BioAdmin Server.

If BioAdmin Server is stopped, logs from the networked BioStation will not be
stored on the database of the BioAdmin Server and BioAdmin Client will not be
able to access to the BioAdmin Server.

If you changed any server configuration or database setting, stop the BioAdmin
Server and restart it. Before you restart the BioAdmin Server, changes in the
BioAdmin Server configuration or database will not be applied to the BioAdmin
Server.
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® Connection

On this menu, you can set up the networking details.

= TCP Port
Enter the TCP port. This TCP port is used when you attach a BioStation to the
BioAdmin Server or when you access to the BioAdmin Server from BioAdmin
Client. Use a unique port, which is not used by any other software.
In most cases, you can use the default port, 1480.

= Max Connection

Enter the maximum number of BioStation or BioAdmin Client, which can be
connected to the BioAdmin Server at the same time. For example, if you
designate it as 50, the total number of BioStation and BioAdmin Client, which
can be connected to the BioAdmin Server simultaneously, will be 50.

Maximum number for this connection should be less than 128. If the number
is less than 32, which is the default value, you do not need to lower this
number from the default.

= Client List

Client List shows the list of BioStations, which are connected to the BioAdmin
Server. This list shows the IP Address of those connected BioStations and
indicates whether the SSL Certificate was issued. You can issue or remove
the SSL Certificate on this list. If the BioAdmin Server is stopped, this menu
will be deactivated.
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Client List X]
D Type |P Addiess
H 1334 BioStatian 192168.1.53

| Terminal: 1 Authorized: 0 . Refresh |

551 Certificate

q,g* Teminal ID 1334

[ k. l [ Cancel

= Database

Select the database type of the BioAdmin Server. BioAdmin Server uses
Microsoft Access Database by default. If you are not using any extemal
database, leave this field just as its default, MS Access DB (mdb).

Additionally, if you are already using MySQL or SQL Server, BioAdmin Server
also supports MySQL and SQL Server. However, BioAdmin Server does not

provide any new installation of the MySQL or SQL Server.

For the details of the database management, refer to the chapter 1. 4. 3.
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After selecting the database type, press Configure button and set up the
database. If you are using the default mdb file, select Microsoft Jet 4.0 OLE
DB Provider.

B9 Data Link Properties

Provider |Eu:unneu:tiu:un Advanced | Al

Select the data vou want to connect to;

OLE DB Provider(s]

kediaCatalogDB OLE DB Provider
kediaCataloghergedDB OLE DB Provider
MediaCataloghw'ebDE OLE DB Provider
Micrazaft 154k 1.1 OLE DB Prowvider
hicrozoft Jet 4.0 0LE DB Provider
Microzoft OLE DB Prowvider For D ata Mining Services
Microgoft OLE DB Provider for Indesing S ervice
Microgzoft OLE DB Provider for Intemet Publizhing
Microgoft OLE DB Provider for ODEC Drivers
Microgzoft OLE DB Provider for OLAP Services 8.0
Microzoft OLE DB Provider for Oracle

Micrazaft OLE DB Provider far Outloak. Search
Microgzoft OLE DB Provider for SOL Server

Microzoft OLE DB Simple Provider

k5D ataShape

(LE DB Prowider for Microzoft Directary Services

[ k. H Cancel H Help ]

Press Next button.
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B9 Data Link Properties

Prowider | Connectian |.-’-'-.|:Ivan|:eu:| &l

Specify the following to connect to Access data;

1. Select or enter a databaze name:

2. Enter information to log on to the databaze:

|1zer name: |.-’-'-.dmin |

Blank pazzword [ ] Allow zaving passward

T ezt Connection

[ k. H Cancel H Help ]

Select the Database file and press OK button.
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Select Access Database

Loak in: |Lﬁ Binddmin Server V| iF e O

0

My Recent
Documents

&)

Dezktop

=

My Documents

E,E-lll ‘BioAdminData

5

tdy Computer
: File name: |BiDAcIrninData v | I Open ]
My Metwork | Files of type: | Microsoft Access D atabases [“.mdb) w | [ Cancel ]
= SSL

Set up the encryption details between BioAdmin Server and BioAdmin Client
or between BioAdmin Server and BioStation.

Press Refresh button to show the current setting.

Press Apply button to store the new setting. To apply the changes, you
should stop and restart the BioAdmin Server.

Press OK button to store the new setting and close the BioAdmin Server
Config window.

Press Cancel button to cancel the new setting and close the BioAdmin
Server Config window.

® OpenSSL Setting

BioAdmin Server uses a encrypted communication with BioAdmin Client and
BioStation by using SSL authentication. Encrypting the communication between
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BioAdmin Server and BioAdmin Client (or BioStation) enables much more secure

solution to protect the information.

Designate the OpenSSL path. By default, you can find the file on the following

directory. If it is installed in any other directory, click the “Browse” and designate the

correct directory.

Default directory of the openssl.exe : (C:\OpenSSL\bin\openssl.exe)

Pass Phrase is required to issue the certificate. You should enter more than 8 digits,

combination of English, number, or special character. To make the system secure,

you are strongly recommended to change the Pass Phrase upon the initial

installation of BioAdmin Server.

Change Pass Phrase

Mew Pass Phrase | |

E3
Confirm

If you change this Pass Phrase while using the BioAdmin Server after the

installation, you should conduct the following procedures.

Change the SSL option of the connected BioStations as Not Use.

Stop the BioAdmin Server.

Change the Pass Phrase.

Start the BioAdmin Server.

Issue the SSL certificate for BioStation.

If you are using BioAdmin Client, select the BioStation and press the right
button of the mouse. Select Authenticate Device.

If the certificate is issued properly and stored on the BioStation, BioStation
will restart automatically.

® DB Migration Tool

If you were BioAdmin version 3.X, you need to convert the data from BioAdmin 3.1
to BioAdmin 4.X.

If you do not need the old data, press Close button.
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¥» DBMigrationTool

X

Select MDB File... BioAdmin.mdb

DB Infarmation
DB Yersion 20060501

Murnber of Users 45

Murnber of Logs a0z

Latest Log Date Ti9r2006 35726 PM

’ Transfer ] [ Close ]

Select the old BioAdmin.mdb file.

DBMigrationTool X
L] "_n., It will delete all data, Continue?
L

Press Transfer button to transfer the old data to BioAdmin 4.X.

If you transfer the old data, old data will be deleted. Therefore, if necessary, back
up the old data before transferring to BioAdmin 4.X. This data transfer may take
time depending on the size of the existing database.
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¥» DBMigrationTool

DB Infarmation

DB Version
Mumber of Users
Mumber of Logs

Latest Log Date

X

BioAdmin.mdh

20060501

45

602

TI9i2006 35726 P

Llser card information data transferring complete.
Transferring company data...

Company data transferring complete.
Transferring department data...

Departtment data transferring completa.
Transferring title data..

Title data transferring complete.

Transferring log data. ..

|

|

Cancel
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2= DBMigrationTool

DB Infarmation

DB Version
Mumber of Users
Mumber of Logs

Latest Log Date

X

BioAdmin.mdh

20060501

45

602

TI9i2006 35726 P

Transferring holiday code data...
Holiday code data transferring complete.
Transferring time code data...

Time code data transferring complete.
Transferring TE&A rule data...

TE&A rule data transferring caomplete.
Transferring TE&A event data...

TE&A event data transferring complete.

|

|

Close

After the transfer, press Close button.

@ Installation Complete

BioAdmin Server was successfully installed. If you are using the OS Windows
2000 or XP, BioAdmin Server will start as its background service. After this initial
installation, BioAdmin Server will run automatically.

14.2. How to install BioAdmin Client

@ Start Installation.
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BioAdmin 4.0 - InstallShield Wizard

Welcome to the Install5 hield Wizard for BioAdmin 4.0

drnin 4.0 on your computer, To contir

® Choose Destination Location

BioAdmin 4.0 - InstallShield Wizard

Choose Destination Loc.
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Choose the hard disk drive on which BioAdmin Client is to be installed. By
default, BioAdmin Client is installed in C:\Program Files\BioAdmin.

= Installation Complete

BioAdmin 4.0 - InstallShield Wizard

InztallShield Wizard Complete

Setup haz finished installing Bioddmin 4.0 on your computer.

BioAdmin Client was successfully installed. Close the installation program
and execute the BioAdmin Client.

14.3. Using MySQL or SQL Server database

You can use MySql or SQL Server database by the following procedures.

® Using MySQL database

If you are already using MySQL Server, you can use the MySQL database instead
of mdb.

= Execute BioAdmin Server Config menu.

= Click the Configure button on the Database field.
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On the Data Link Properties window, select Microsoft OLE DB Provider

for ODBC Drivers and press Next button.

B3 Data Link Properties

Provider |E|:|nneu:ti|:un Advanced || Al

X]

Select the data vou want to connect to;

OLE DB Provider(s)

kMediaCatalogDB OLE DB Prowvider

MediaCatalogk ergedDE OLE DB Provider
MediaCatalogtw/ebDE OLE DB Provider

Mizrazaft 154k 1.1 OLE DB Provider

Microgoft Jet 4.0 OLE DB Prowvider

Mizrozoft OLE DB Provider For Data Mining Services
Microgoft OLE DB Provider for Indesing Service
Microzoft OLE DB Prowvider for Intermet Publizhing
Mizrozaft OLE DB Provider for ODBC Drivers
Microgsoft OLE DB Provider for OLAP Services 8.0
Microzoft OLE DE Provider for Oracle

Mizrazaft OLE DB Prosvider far Outloak Search
Microgoft OLE DB Provider for SOL Server
Mizrozoft OLE DB Simple Provider

MSDataShape

OLE DB Prowider for Microzoft Directon Services

Ok ][ Cancel ][

Help ]

Select data source name.
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B3 Data Link Properties

Provider | Connectian |.ﬁ.dvanced Al

X

Specify the following to connect to ODEC data:
1. Specify the zource of data:

(%) Uze data zource name

Bio&dminkduSEL
dBASE Files
Excel Files

IMS Access Database

L

2. Enter information to log on ta the serser

Befresh

Ilzer name: |

Pazzword: |

3. Enter the initial catalog to uze:

[ ]Blank password [ ] Allow zaving paszword

vl

Test Connection

[ Q. H Cancel ][

Help ]

= Enter the ID and password of the DB server. It there is no password

designated, check on the Blank password. If there is any password,

check on the Allow saving password.
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B3 Data Link Properties

Provider | Connectian |.ﬁ.dvanced Al

X

Specify the following to connect to ODEC data:
1. Specify the zource of data:
(%) Uze data zource name

BioAdminMySOL + || Bsfresh]

() Jze connection sting

2. Enter information to log on ta the serser

Ilzer name: | binadmin

Pazzword: |uuu"u"

[]Blank password  [#]i8llow zaving paszword

3. Enter the initial catalog to uze:

vl

Test Connection

[ Q. H Cancel ][

Help ]

Press Test Connection button to check the connection status.

Press OK button.
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% BioAdmin Server, Config

Statuz
| @& dioAdmin Server V4.2 (192.168.1.120  Running
Connection

-I- TCP Part b aw Connection |32 H Client Ligt ]

Databasze
IE.E= Database Type MySEL V| [ Configure
[SaL
Connection String | Provider=tSDASOL. 1 Password=testtest Persigt
Security Info=Treu;Uzer [D=hioadmin:D ata
Source=BioddminkpSELY
S50
/E? OpenS5L Path |I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
&
Pasz Phrase |uu"" |[ Change ]
[ Refresh ] [ Apply ] [ ] l [ Cancel ]

= Select the database type as MySQL.

= |t you were already using the MySQL, press Apply button on BioAdmin
Server Config. Press Stop and Start the BioAdmin server.
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% BioAdmin Server, Config

Statuz

—

& Stopped Start

Connection

o) TCP Port 1480 R — -
-||- o an Connection -

[ atabaze

Databaze Tepe MySGEL V| [ Configure

Connection String | Provider=tSDASOL. 1 Password=testtest Persigt
Security Info=Treu;Uzer [D=hioadmin:D ata
Source=BioddmintpSGL

S5L
Jr@ OpenSS5L Path |I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
Pasz Phrase | (LI LT | [ Change ]
[ Refresh ] [ Apply ] [ k. ] [ Cancel ]
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% BioAdmin Server Config

Statuz
| @& dioAdmin Server V4.2 (192.168.1.120  Running
Connection

-T- TCP Part b aw Connection |32 H Client Ligt ]

[ atabaze

5 Databaze Tepe MySGEL V| [ Configure
SaL|

Connection String | Provider=tSDASOL. 1 Password=testtest Persigt
Security Info=Treu;Uzer [D=hioadmin:D ata
Source=BioddminkpSELY

S5L
J_;E? OpenSS5L Path |I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
Pasz Phrase | (LI LT | [ Change ]
[ Refresh ] [ Apply ] [ ] l [ Cancel ]

= [fthe status is changed as Start, press OK button.

® Using SQL Server database

If you are already using MySQL Server, you can use SQL Server database instead
of mdb.

= Execute BioAdmin Server Config menu.

= Click the Configure button on the Database field.

= Onthe Data Link Properties window, select Microsoft OLE DB Provider
for SQL Server and press Next button.
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B3 Data Link Properties

Provider |E|:|nneu:ti|:un Advanced || Al

X

Select the data vou want to connect to;

OLE DB Provider(s)

kMediaCatalogDB OLE DB Prowvider
MediaCatalogk ergedDE OLE DB Provider
MediaCatalogtw/ebDE OLE DB Provider

Mizrazaft 154k 1.1 OLE DB Provider
kizrozaft Jet 4.0 OLE DB Provider

Mizrozoft OLE DB Provider For Data Mining Services
Microgoft OLE DB Provider for Indesing Service
Microgzoft OLE DB Provider for Intermet Publizhing
kizrozaft OLE DB Provider for ODBC Drivers
Mizrozaft OLE DB Provider for OLAP Servicesz 8.0
Microgoft OLE DB Provider for Oracle

Mizrazaft OLE DB Prosvider far Outloak Search

Mizrozaft OLE DB Provider for SEL Server
Mizrozoft OLE DB Simple Provider
MSDataShape

OLE DB Prowider for Microzoft Directon Services

[ Ok ][ Cancel ][

Help ]

Enter the SQL Server name.
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X

B3 Data Link Properties

Provider | Connectian |.ﬁ.dvanced Al

Specify the following to connect to SGL Server data:
1. Select or enter a zerver name;

W |[ Befresh ]

2. Enter information to log on to the server:
) Use 'Windows NT Integrated security

(%) Uze a zpecific uzer name and pazsword:

| zer name: |sa |

Blank pazsword [ ] Allow saving password
3. (*) Select the database on the server:

| 4

() Attach a databaze file a3 a database name;

[ T ezt Connection ]

[ k. ][ Cancel ][ Help ]

= Enter the User name and Password for the database server. If there is no
password, check on the Blank password. If there is any password, check
on the Allow saving password.

= Choose the Select the database on the server. To select this option, you
should create the database in advance on the SQL Server.

= Press Test Connection button to check the connection status.

= Press OK button.
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% BioAdmin Server, Config

Statuz

Connection

[ atabaze

TCP Part

Databaze Tepe

Connection String

OpenS5L Path

Pazz Phraze

L& JioAdmin Server V4.2 (192.168.1.120  Running

M ax Connection |32

[ Clent List_|

|SIJL Server

hd | [ Configure

Frovider=SOLOLEDE. 1 ;Persist Secunty
ORI

|nfo=Falze UzerlD=za;0ata Source=B10A0KIM-

|I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
| EEEEEEE | [ Change ]
[ Refresh ] [ Apply ] [ ] l [ Cancel ]

= Select the database type as SQL Server.
= Press Apply button.

= Stop and restart the BioAdmin Server.
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% BioAdmin Server, Config

Statuz

—

& Stopped Start

Connection

o) TCP Port 1480 R — -
-||- o an Connection -

Databasze
Databaze Type SOL Server V| [ Configure
Connection String | Provider=SOLOLEDE .1 Persist Secunity
Info=Falze;UzerD=za:0ata Source=BI0ADMIM-
S0P 35
S50
/E? OpenS5L Path |I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
&
Pasz Phrase |uu"" |[ Change ]
[ Refresh ] [ Apply ] [ k. ] [ Cancel ]
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% BioAdmin Server Config

Status
| @& dioAdmin Server V4.2 (192.168.1.120  Running
Connection
rm TCP Port 1430 b a fi 32 i i
-_|_- or aw Connection | |[ Client List ]
Databasze
.!.EE Database Type |SIJL Server V| [ Configure
| SQL]
Connection String | Provider=SOLOLEDE .1 Persist Secunity
Info=Falze;UzerD=za:0ata Source=BI0ADMIM-
ORI
S50
/E? OpenS5L Path |I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
&
Pasz Phrase |uu"" |[ Change ]
[ Refresh ] [ Apply ] [ ] l [ Cancel ]

144.

= [fthe status is changed as Start, press OK button.

Check the BioAdmin software installation

® Network Configuration

Configure the Network menu of the BioStation as to use the server. Ask the IP
address of the server PC to your network manager. You can also check this IP
address on Network connection page of your operation system. For more details
on BioStation setting, refer to the BioStation Installation Guide.
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- |Local Area Connection Status

General | Support

|nternet Protocol [TCPARF]

Addrezs Tupe: Azzigned by DHCFP
IF Address: 132168.1.E6
Subret Mazk: 255.265.255.0
Default G ateway: 192.168.1.5

Cloze

= [fyou change the BioStation setting to use the server, BioStation will try the

connection with BioAdmin Server soon.

= You can check the connected BioStation on BioAdmin Server Config
window.

= At this stage, BioStation was just connected to BioAdmin Server, but not
managed by the BioAdmin Server. If you issue the certificate, BioStation will
get managed by the BioAdmin Server.

= [f the BioStation is connected to the BioAdmin Server, BioAdmin Server will
get the necessary information from BioStation. This may take a few
minutes depending on the data size on BioStation. While receiving data
from BioStation, you may not control the BioStation from BioAdmin Client.

® Check Server Status

If you finished the installation of BioAdmin Server and BioAdmin Client, you can
check the server status on BioAdmin Server Config window.
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% BioAdmin Server, Config

Statuz

Connection

[ atabaze

TCP Part

Databaze Tepe

Connection String

OpenS5L Path

Pazz Phraze

L& JioAdmin Server V4.2 (192.168.1.120  Running

M ax Connection |32

[ Clent List_|

|SIJL Server

hd | [ Configure

Frovider=SOLOLEDE. 1 ;Persist Secunty
ORI

|nfo=Falze UzerlD=za;0ata Source=B10A0KIM-

|I::HDpenSSLHbinHDpenssl.exe | [ Browse ]
| EEEEEEE | [ Change ]
[ Refresh ] [ Apply ] [ ] l [ Cancel ]

= Check the version and status of the BioAdmin Server.

= Enter the server IP and server port on BioAdmin Client.

= You can check the connection status by pressing Test button.

Connect Server

Sorver |P 1892 . 1688 . 1 120
Server 1480
Connected to server

Test l ’ Save ] ’ Cancel
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= [f you can access to the BioAdmin Server, now you are ready to use the
BioAdmin Server and BioAdmin Client.

Note: In case of installed BioAdmin Server successfully, it may occur not to
connect to server correctly. Please restart BioAdmin Server program.

You may go to Windows ‘Start’ -> ‘Program’ -> ‘BioAdmin Server’ to
“Uninstall BioAdmin Server Service”.

Run “Install BioAdmin Server Service” for restarting.

1.5. Log in to BioAdmin

1.51. Connect Server

Connect Server

X

Server IP 192 168 . 1 . 120

Serer 1420

Connected to server

Test ] [ Save ] ’ Cancel

® Enter the server IP and server port.

® Press Test button and check whether the BioAdmin Client can access to the
BioAdmin Server.

® Press Save button to store the server setting and access to that server.

1.5.2. Registering the initial system administrator account

Copyright © 2007 by Suprema Inc. http://www.supremainc.com



BioAdmin User Manual 48

1.5.3.

Register Admin

X

There is no system administrator.
Fegister 3 new systerm administrator now.

Admin 1D | |

Passward | |

Confirm | |

[ Ok ] ’ Cancel ]

® After entering Admin ID and password, press OK button. At this initial registering,
you can put any Admin ID and password.

® This initial registration is required to open the BioAdmin Client program after
installing the BioAdmin Server. Therefore, once you register this initial Admin ID

and password, you can log in to the BioAdmin Client without registering
additional admin account from the next time.

Log in to the BioAdmin 4.2

" BioAdmin 4.2

admin D || |

Password | |

Caonnected to server

lEewerEeﬁingl’ Login ] ’ Cancel l

® After entering the Admin ID and password, press log in button.

® Enter the Admin ID and password you used upon registering the initial
administrator account.

® You can see the server information by pressing the Server Setting button.
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1.6. User Level on BioAdmin 4.2

On BioAdmin 4.1, you can differentiate the user level into three groups as below.

® Administrator : Administrator can change and see all the settings on BioAdmin
software.

® Viewer : Viewer can see the settings, but can not change any settings on
BioAdmin software.

® User : User can see his log information.

1.7. BioAdmin configuration

BioAdmin Software is composed of 4 elements, command menu bar, main menu,
task and utilities, and main window.
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Command Menu Bar Main Window

B EiinAdmin Software

i Systern  User Management Device Management Access Control -

User Management JsSEer Mmanagerment
Task User ID

User Mame Company Department Title

853 Dongsuk, Suh Suprema Ra&D Manager 2 W

Template M., | Activ

Add New User

vl
Delete Checked Users 1 B61 Makwon, Lee Suprema R&D 2 v
&y Transfer checked users to device n 934 ChangGyun, Lee Suprema Mas Manager 2 W
58 Delete Checked Users from Device [ 1144 Hoyoung, Gyou... Suprema RaD Engineer ? Y
Manage Users in Device H L Gunsaeng. Shin Mas Ianager 2 N
@ Sunchronize All Users ) 376 Hyunbak, Jeon Suprema MBS Chiet 2 Y
S Evport to Fi ) 4465 Bohyun, Gha Suprema Mas 2 v
) Evportio \e‘ ) 4562 llhwan, Gang Suprema R&D Engineer 2 ¥
(& Impart fram File = 1563 Gyunah Suprema VIES - Y
n 455 k. Hwanc Suprema Manager 2 Vo]

Selection Toal

Em Reports \_ _J

ITntaI Use| : 10 Ms  Suprema Inc,

|_Main Menu
Task and Utilities

1.71. Command Menu bar

Command menu bar contains command items supported by BioAdmin software,

which are grouped into 4 categories:

® System : admin. Account, back up database, restore backup, lock all devices,
unlock all devices, upload 1. x version data, preference, BioAdmin information,
and close

® User management : add new user, company management, department
management, titte management, and setup custom fields.

® Device management:: add new device, add new BEACon, set time, upgrade
firmware, upload password initialization code/ password initialization, site key
setting

® Access control : time code definition, holiday definition, time zone definition,
door zone definition, and access group definition.
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1.7.2.

1.7.3.

1.74.

1.8.

Main menu

Major command menus can be accessed by buttons on the left pane, such as user
management, device management, smart card, access control, monitoring, log list,
or report.

Task and Utilities

Task window shows sub-menus for the selected main menu

Utility window shows the User selection tool, Device tree, and Log filtering tool.
Main window

On each command menu, relevant information is updated on the main window.
Main window contains the following information and controls:

® Retrieved information from currently selected device
® Information stored on host PC, such as user database or log data

® Controls to manage or to configure the information

User Database

User database refers to the entire user information including user ID, user name
and fingerprint information. BioAdmin software is based on user database
management in priority.

That is, user database is created, updated and saved to host PC. Then, it is
selectively distributed to BioEntry and BloStation devices connected to network via
transfer.

Note : Difference between select and check — select is used when choosing each
user ID in select tool box (press Shift button and choose a user with an arrow key |
or click the last user ID with a mouse, to select multiple users. ), whereas, check is
to check each selected user ID. Using check tool, you can check all, uncheck all,
reverse check, check user and uncheck a selected user with ease.
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2.1.

211.

21.2.

Quick start

This chapter explains basic procedures of operating BioEntry, BioEntry Plus, and
BioStation device integrated with external system.

Quick start with BioStation

This paragraph describes basic procedures of operating BioStation.
Step 1 : HW installation

BioStation can be networked by cable/wireless LAN as well as by RS232,422,485.
Also, BioStation can be use with host PC via USB interface. For details on

installation, refer to BioStation installation manual.
Step 2 : Search new device

® Run BioAdmin software.
® Enter login ID and password.

® Select device management on main menu to display device management page
on main window.
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E BioAdmin Software

i System User Management  Device Management  Access Control

Device Configuration

Device Management

Task

W’ Search Device

B add New BEACoN
B Remove Device
@y Check Status

[@h Refresh Device List

I Metwaork | Zone

= @y ANl Devices
Bioddrmin Server
2§ 192.168.1.106
[
= F 192.168.1.77
& (5238] New BioStation
= F 192.168.1.254
=B [1] New BEACoR

[42965] Mew BioEntry
[42714] MNew BioEntry

g User Management

@ Device Management

SmartCard

8@ Access Control

% Log List

Q Monitoring

EW-‘ Reports

Device Info
Device MName

Device Type

Imane & Sound
Operation Made

BinStation Time

Double Mode

Date []Sync with Host P Time
Tine 10:40:13 PM 2| [ cetTme | [ setTime |
Basic Configuration

1:1 Dperation Mode

ID+Fingerprint ‘ND Time v|
ID+Password ‘NU Time v|
ID+Fingerprint or Password ‘Alwavs v|
Card Only (Mo Time v
1:M Identification 1:M Schedule
Function kKey T&A Mode

[268E] Mew BioStation Device ID 2686
BioStation BSTW-TC Firmware Yersion | ¥1.4_071008 V01

Matice:

Wiegand

Door Setup

Metwork Setting

Secure 1/0
Function Key

Entrance limit Setup
Device Setting

Ma Tirme

Encryption Infarmation

Refesh | [ apow | [ Asobtootners | [ settoDefault |

Total Device : 5

M suprema Inc.

® Once the BioStation is connected to the BioAdmin Server, connected BioStation

will be added to the device tree whenever you start the BioAdmin software. Also,

you can see the connected BioStation by pressing the Refresh Device List.

Even though a BioStation is properly connected to the BioAdmin Server, it may

take several minutes to show up on the device tree.

® |f a BioStation is unauthorized one, an orange color is indicated on the

BioStation icon. In this case, you can not communicate with that unauthorized

BioStation.
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| Metwork | Zone |

[= @l All Devices WL
= @ Bio&dmin Server
L] 26561 Hw Rpnr——

2-F 192.168.1.77
W [5238] Mew | set Time
2% 192.168.1.254
= B8 [1]NewBEA  FRename Devics

[42985] Remowve from Server
[4z714]

Issue Cerkificate of Device

Reset Device

I

To communicate with the BioStation, select the unauthorized BioStation and
press the right button of the mouse. Press Issue Certificate of Device menu.
After issuing the certificate, you can use this BioStation.

Because the BioStation restart after issuing this certificate, it may take a few
minutes to show this BioStation again on the device tree.

® After the certificate is issued for the BioStation, orange mark will be removed
from the BioStation icon. This means that you can communicate with the
BioStation without any problem.

Metwork, | fone

= @l All Devices
= @ Bioddmin Server
= o [ 2656 ] New BioStation
=5 192.168.1.77
R [5238] New BioStation
= 192.168.1.254
=¥ [1]Mew BEACON

[#2965] Mew BioEnkry
[#2714] Mew BioEnkry

® Select Search device menu, click BioStation search, select a desired network
out of serial port TCP/IP and USB device (BioStation) and press search button.
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Note : If you find a device from search results

Ex.) searching 192.168.1.101 (port : 1470),
Detected device : new BioStation — device number
Finish device search.

Search result ‘— device(s) found’ is displayed. Press OK button to select
a ,device.

Add New Device %]

(") Search BioEntry (%) Search BioStation (") Search BioEntry Plus

) Serial Port
oM Port Baudrate

® TCPIP
IP Addr | 192 168 . 1 . 77 Fort 1470

() USB Device (BioStation)
() 1JSBE Virtual BioStation

Search

Searching 192 168.1.77 (port: 1470
Detected Device Mew BioStation - 5238,
Finish Device Search

1 device(s) found.

0] ] ’ Cancel

® Once it's connected to device successfully, new device ID and network
connected to device are also displayed in device tree window.
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21.3.

Metwork, | Zone

= @ All Devices
= @ Binfdmin Server
R [2636] Mew Biostation
=-§ 192.168.1.77
] Mew BioStation
=3 192.168.1.254
=B [1]New BEACoN
[42965] New BioEnkry
[42714] New BioEnkry

® Select user management button on main menu and select Manage users in

device on task window.

® Once device is selected, fingerprint information such as user ID, number of

fingerprint, access group, security level and select is displayed.

Select Target Device

Device List Template Information

(@ AN Devices
F 1ezie80.07

User ID

R (2686] New BioStation
3 192.168.1.254
BB [1] New BEACOR
B [42985) Mew BioEntry
B [42714] Mew BiaEntry

Mumberof T...

& T o [ R |
o]

Access Grou..

Check

| Check Al

” Uncheck All H Check Reverse

H Delete Selected Users I

[ cheskgame Users

[ checkDifferent Users |[ Ghack New Users

I

Delete All Users

I

Users

3
\—I [JHide Same Users

Templates 3 (6)

[ Getfrom Device

I

Close

I

Step 3: Connect device

® Select Device Management menu to display device management page on

main window.

BioAdmin software network setup is divided into network, serial port and USB

connection. Change settings and

Network setup is to designate settings for local and wireless network connection.

apply them to device.
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You need to designate the port as “1470.”

Add Mew Device

x]

(") Search BioEntry (%) Search BioStation
) SBerial Port
oM Part Baudrate
(& TCRIP
[P Addr | 192 . 168 . 1 . T4 Port 1470

() 1JSB Device (BioStation)

() USB virtual BinStation

Search

Searching 192 168.1.74 (port: 1470
Detected Device Mew BioStation - 15349,
Finish Device Search

1 device(s) found.

Ok ] ’ Cancel ]

Administrator needs to know IP address and port # (1470). Once device is
connected properly, IP address is displayed as one group and device ID is
displayed with a bracket [****] on device tree window.

Device Tree

= @ All Devices
= @ BioAdmin Server
R [1334] New BioStation
=% 192.168.1.254
=85 [254] New BEACON
[243] Mew BioEnkry:
[1050] Mew BioEnkry
= 192.168.1.74
R [1539] New BioStation
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® Wireless network setup
Set up free set name, network name (SSID), data encryption, key type, and
network key check on wireless network setup before operation.
Applying DHCP, you can set automatic upload of IP address on BioAdmin in
order to get IP address automatically, check such an IP address and search a
device in device management.

When setting IP address manually, you can search a device by specifying

assigned IP address, gateway and subnet mask.

BioStation WLAN Setting

Freset Hame
ESSID hiostation_wpa
Wireless Metwork Key
Metwark Authentication WiFA_PSk W
Encryption Strength TKIPIAES "
Mletwork Key T IIIIT
Canfirm key sessEsERRERES
Ok ] ’ Cancel
® Serial

On RS422/485 network, a new device can be detected automatically or added
by new device search menu in device management. Once device is connected
to network properly, device ID will be displayed with a bracket [***] under port
on device tree window.

Baudrate in RS485 / RS232 interface represents the frequency of carrier wave
changing status per sec. In communicating with BioStation device, default is
115200 but if any trouble, lowering the baudrate can solve the problem.
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Add Mew Device

() Bearch BioEntry

{(*) Serial Part

{(¥) Search BioStation

COM Part |com1

v| Baudrate |1152EIEI V|

O TCPIP

P Addr |

| Pot | |

() USB Device (BioStation)
() USB Virtual BioStation

X

() Bearch BioEntry Plus

Search

Searching COM1

Detected Device Mew BioStation - 5238,
Finish Device Search

1 device(s) found.

o |

Cancel

| Metwork | Zone

El=:] All Devices
(@5 BinAdmin Server
[1058] Mew BioEntry Plus
[2636] Mew BioStation
= coml
R [5238] New BioStation
=% 192.168.1,254
=88 new BEACoN
[#2965] Mew BioEntry
[42714] Mew BioEnkry

Although a device is disconnected from network, it still remains on device tree

window. Remove device menu is used when removing a device from device

tree window.

Device name can be changed using change device name menu but device ID
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can’t be changed as it is fixed as one.

214, Step 4: User management

® Select user management menu to display user management page on main
window.

Note : In user management, user related information can be divided into basic
information and fingerprint information. Basic information includes user ID,
name, company, dept., position and telephone number. Fingerprint information

is about user’s fingerprint.

== BioAdmin Software

I System User Management Device Management  Access Control

User Management User Management F3

Task User 1D User Name Company Department Title Template Mum | Active
Add Mew User There are no items ko shaw,

Delete Checked Users

% Transfer checked users to device
Delete Checked Users from Device
EQ Manage Users in Device

‘;ﬂ"j Synchronize All Users

@J Export bo File

@ Import From File

9 et Access Control

EQ Set Tea Rule Group

Selection Tool

ﬁ User Management

@ Device Management
SmartCard

8@ Access Control

% Log List

Q Monitoring
EW-‘ Reports

Total User & 0 M suprema Inc.

® Select add new user menu on task window to pop up a window.
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User Data Information [E

User Information | Custom Fields | Fingerprint | User Time Attendance Rule |

Basgic Personal Information

————— ] UserD | | [ Edit Private Infarmation ]
No
Imag| MHame | |
/F Company | Mone A | (]
I Department | MHane b | E
et Title | M ore L' | E
Details Access Group
FPhone | | Status Active
M obile | | Group 1 | Full Access W
E-Mail | | | | Group2
Gender | M ale w | Group 3
Date of Bith | 10/16/2007 v|  Groupd

Start Date 1/ 11970 Entrance Limitation [BioStation)
Espiy Date  |12/31/2030 ~ | [0 | h Daplimt [0 | (m00v23ss)
Timed AFE ICI Minute

Other Information

Password BST Admin Leve | Mormal U zer v|

[ Ok ][ Cancel ]

® Click user information tab and enter user information.
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X

User, Data Information

ml Custom Fields | Fingerprint || User Time Attendance Fule

B asic Personal Information
UzerID |853 | [ Edit Private Information ]
Mame |D0ng$uk, Suh |
Compary | Suprema V| E
Department |F|&D v| E

| Title |Manager v| E

Details Access Group

Phane 012-345-6789 | Status Active

Mobile 0987654321 | Groupl | FullAccess v

E-tail |dsuck@an_l,lmail | Graup 2

Gender | b ale w | Group 3

Date of Bith | 6/14/1970 v|  Groupd

Start Date Entrance Limitation [BioStation)

EspiyDate [12/31/2030 %] [0 | h | Dawlmt [0 | poo-23sy)

Timed APB ICI Minute
Other Infarmation
Pazzward BST Admin Lewve | Marmal | zer “ |
| 0k, | [ Cancel ]

® User can type Phone, Mobile, E-mail, Gender, and Date of Birth, then User
Data Information will be indicated as Issue Date, which can be configured
Expiry Date of user.

® |n case of applying access control, please check mark “Active” of Access Group
Status and select group what you already generated.

® Daily Limit is to make verification available of daily limitation. In case of setting
timed APB, it will be possible to verify it again after at least one time verification.

® In addition, private password can be created, which is used for password
verification.

® Please click “Custom Fields” to create more detailed user data information.
® Choose company, dept. and title using a combo box.

® To add a new company, dept., or title information, press (] button or enter
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company, dept. or title in information input window and then press add button.
® To save added information, press Close button.

Company Name [g|

| Your Company | I Add

Suprema

Close

® To enroll user’s fingerprint information, click fingerprint tab.

® Fingerprint input process is divided into one by USB fingerprint scanner and the
other by BioStation device.
® How to input fingerprint information using USB fingerprint scanner is as follows.

User Data Information &l

User Information | Custom Fields | Fingerprint | Uszer Time Attendance Ruls

1:1 Securnty Lewvel
BioStation/BicEntry Plus

et I [ ZEEE] Mew BioStation [ wiegand /Card 1D Setup ] | Device Default - |
BioEntry Smart/FPazs
1zt Template 2nd Template | Device Default L |

Smart Card # RF 1D
Smart Card 5/M
SN0

RF

0oo-o0

Uger ID

zerlD: 853

[]Bypass Card

Scan

[ ar. ] [ Cancel
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= Press scan button, place a finger on BioStation scanner twice and input the

first fingerprint information.

User, Data Information

IJser Information | Custom Fields | Fingerprint | Iser Time &ttendance Fule

3

Device ID | [2686] New BioStation % | [wisgand /Card ID Setup |

1zt Template 2nd Template

o o e N
S N
e B
e e
e

ﬁ/s’
7

VA

-

B e T

T-\—._'H-..'H-..“-\-._ \

_,_-_,_-_,_—_,_n_gﬁ\_..h L Y
P
P
A
o
e e i o

s Y R \ ﬁ
P
P

—_———

[ Scan |[ Delete ] [ Sean

1:1 Security Level
BioStation/BioE ntry Plus

|Device D efault v|

BioEnty Smart/Pass
|Device Default v|

Smart Card / RF 1D
Smart Card 5/M
S/M:0

RF

0oo-0

Uszer 1D

ser D853

[ Bypass Card

Werification Test

1]8 ][ Cancel ]

= |nput the second fingerprint information in the same way as the first

fingerprint information input process.
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User, Data Information

Usze Device az Enroll Station

User Information | Custom Fields | Fingerprint | User Time Attendance Fiule

X

Device ID | [2688] New BioStation

b | [ Wwiegand /Card ID Setup l

1zt Template 2nd Template | Device Default w |
[] Duress [JDuress
Smart Card / RF ID
- e ———— s R g e VA i, i, o
. e e ly— —_ L I
A el PR R NN Smart Card S/N
F - - T, ! a’gr’“ﬂ“ﬂ\w\\
PN R S -C N LN I - Y Mty SAN:0
f e £ R
40772222000 Iy e
S
AR AAA e NNAN HI‘?&H‘{\‘{ 000-0
.".u".u".-’.-’f/tf:‘-»\\\\'\ T T NN
.l::::::fﬁi:i/ ?\Q\\H WL LA R Jzer D
T L OO el
-4 411*&\\\\ -Huex\\\\\\mm LzerD:853
NN TN
LRSS EN EEEEE LA AN
SiideNananyy i WAt | [ Byase Card
IR NN i
..... \'}\\Q-\\\\HH | Read Card
...... - S
“Wiike Card
Format Card
Delete [ Scan | [ Delete ] [ Verification Test ]

1:1 Secunty Lewvel
BioStation/BioE ntry